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September 2010September 2010 
LinkScanner Stats

Rogue Scanner 4,371,833 Social Engineering

Potentially Unwanted Site 2 081 040 Social EngineeringPotentially Unwanted Site 2,081,040 Social Engineering

JavaScript Obfuscation 1,713,651 Exploit

Link to Exploit Site 1,504,465

Pharmacy Spam Site 1,064,500 Social Engineeringy p g g

Phoenix Exploit Kit 982,243 Exploit

Fake Codec 775,023 Social Engineering

SEO Exploit Kit 567,596 Exploit

Eleonore Exploit Kit 244,286 Exploit

Script Injection 243,680

Social Engineering 8,292,396

Exploit 3,507,776





Mixed Threats





Social Engineering 
Examples?Examples?

R S• Rogue Scanner
• Fake CodecFake Codec
• Survey’s/IQ Tests







<HTML>
<HEAD>
<TITLE>
Watch Online
</TITLE>/TITLE
</head>
<body><CENTER><font color=red></font><A
href=”http://www infected com/screwed exe”><IMGhref= http://www.infected.com/screwed.exe ><IMG 
src=”img/xplayer.gif” border=
0></A></CENTER></DIV>
<center><font color gra si e 5><center><font color=gray size=5>
26 min 22 sec, Rating 9/10, 36193 views<br>
127 users saved this film</font></CENTER>
</BODY></HTML>













• Search Engines (Current Events)Search Engines (Current Events)
• Social Networks
• Popular Websites
• EmailEmail
• Porn, Free Movies, and Warez.



























































• ‘N.Y. Firm Faces Bankruptcy from 
$164 000 E-Banking Loss’$164,000 E Banking Loss

• ‘Online Robbery: Hackers Steal $50,000. 
Bank Says “Tough Luck”’y g

• ‘Computer virus steals $325K from 
district’

• ‘Computer hacker steals $479,000 from 
Cumberland County Redevelopment 
Authority’Authority

• ‘IT Firm Loses $100,000 to Online Bank 
Fraud’Fraud .



• Train employees about current threats!
• Put a policy in place and have users 

agree the day they are hired. g y y
• Is internet access required for job 

responsibilities? Social Networking?responsibilities? Social Networking?
• Use updated AV, spam and web p p

filtering software.
• Test employees!• Test employees!



EDUCATION IS KEY
User awareness of social engineering threats won’t stop all
attacks It is required to help the non IT savvy end user andattacks. It is required to help the non-IT savvy end-user, and

even seasoned security professionals, be aware of things they
may not have otherwise considered. The message needs to be

t tl f h d t ki i t t th l t t t h iconstantly refreshed taking into account the latest techniques
used by the bad guys.



AVG Survey -y
Facebook, Twitter 

d M Sand MySpace
• 64% click on links offered by community64% click on links offered by community 

members
• 55% received phishing emailsp g
• 52% let friends access social networks on their 

machine
• 47% have been victims of malware infections
• 26% share files within social networks
• 21% accept contact from members they don't 

recognize
20% have experienced identity theft• 20% have experienced identity theft



• Stay Safe Online – US National Cyber 
Security Alliance:Security Alliance: 
http://www.staysafeonline.org/

• Get Safe Online –
http://www.getsafeonline.org/

• Roger Thompson’s blog -
htt //th bl /http://thompson.blog.avg.com/

• Graham Cluley’s blog -
http://www sophos com/blogs/gc/http://www.sophos.com/blogs/gc/

• US-CERT - http://www.us-cert.gov/cas/tips/
• Krebs on Security• Krebs on Security -

http://krebsonsecurity.com/

















Email Bruce Hughes@avg comEmail Bruce.Hughes@avg.com


