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Overview

* A crash course on TDL3, pre-MBR

* A look at the initial MBR infector and its
ominous |ldr64

* A deep dive into the updated version that
Includes 64-bit support

* A quick comparison to Sinowal

A look into how Alureon became the first
public ITW kernel rootkit to affect 64 bit
Windows
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Alureon\TDL3 Evolution

Initially, TDL3 infected the resource section
of the miniport driver for \Systemroot and
directly replaced all the IRP handlers for it

DriverEntrvy: f8b24380 atapi ! _NULL_TIMPORT_DESCEIFPTOR <PERF
DriverStartIo: £8bl57ct atapil! IdePortStartIo

Driverlnload: f£8blfZ204 atapi!IdePortlinload

AddDevice: f8b14300 atapi!Channeliddlevice

Diszpatch routines:

[(00] IEP MJ CREATE

[01] IFP_MJI_CEEATE_HAMED PIFE
[02] IRFP_MJ _CLOSE

(03] IEP _MJI EEAD

[04] IRF_MJ WRITE
[05] IRP_HJ_QUERY_INFORMATION
[06] IRF_MJ_SET_INFORMATION
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Alureon\TDL3 Evolution

[t evolved to only replace the device object
In the relevant device stack and clean up
the in memory image of the infected driver

lkkd: ldrwvobjy partmgr

Driver object (82bdc3al) i1s for:
“Driver~Partdgr

Driver Extension List: (1d . addr)
(f3=552d% 82bdc2b2)

Device Object list:

kd: ldevstaclk B
| Db | Dby | DevExt DbhijectHamne
“Driver~PartMgr 82b359b8
g2blaab8 ~Driver-Dislk 22b0ab?0 DEO
d2belfl8 ~Driv
Invalid type for D

=
=

T
r~-ACET
evicelbject 0x52b91940
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Alureon\TDL3 Evolution

* Eventually, it started infecting random
drivers instead of the miniport driver it
targeted in memory

* On 7/19/2010 we received our first sample
of a new version that infects the MBR
Instead of a driver
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First MBR-infecting Alureon
Something old, something new.

* Still infects the device stack for the drive
containing \Systemroot

* Still has everything except the initial loading

code in an encrypted virtual file system at
the end of the disk

* Still installs via driver loaded by the spooler

®* Now loads via an infected MBR instead of
an infected driver
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First MBR-infecting Alureon
Something old, something new.

* The MBR variant uses a config file as well,
but now the version is 0.01 instead of
3.27.3, indicating a version under
development
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First MBR Infecting Alureon

Contents of the virtual file system

-
-

-

mbr — Copy of the original mbr
ldr16 — Int 13h hook and loader for Idr32

ldr32 — Fake KD (kernel debugger
communication DLL)

drv32 — Payload driver. Handles hooking
device stack for \SystemRoot and injecting
processes

Cfg.ini — Configuration file
ldr64 — Uh... 222
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First MBR Infecting Alureon

ldre4 empty/!

Phew!

o |Hiew: ldrb4

.88PBRPBARA: [£] FE w +*
.B0PPAAB1A: 5@ 45 A0 @@-G64 86 A1 PO-FP 78 3C 4C-00 0@ BA@ 0@ PE 438 =x<{L
.80ARPAR2A: O 0@ B0 BA-FA BA 22 20-BE 82 A7 G008 B8 B GOA = " g@ec
.80ARPAA3A: OP 0@ B0 BA-P8 BA PR AO-BR GF B BR-10 B B GOA [ 2
.80PPPAR4A: OGP 0@ B0 8001 BA PR AB-BR 18 B BO-AA B2 B GOA & 3 a
.80ARPARSA: G5 0@ B2 AR08 BO PR AB-BS OPR B2 BP0 B8 BG BB &+ @ + @
.80ARPARRA: O 20 B0 BA-P08 B2 BB AB-AA 4D B BR-A1 B B GOA B -M &
.80ARPAA7A: O B8 10 BA-08 BA PR AB-BRA 1A B BR-AA A B GOA | 2 »
.800R0REA: OUA B0 10 UA-08 BE BA BE-BR 10 BB BE-A8 A B0 GA [ 2 3
.800RER?H: OUA O B0 BA-18 BE BA BE-BR G0 BB BR-08 A B0 GA >
.800R0RAA: O B B0 UE-08 BE BA BE-BR G0 BB BR-G8 A0 B0 GA

.800RUREA: OB BE B0 UE-08 BE BA BE-BR G0 BB BR-G8 A0 B0 GA

.800RPBACHA: OR B B0 UE-08 BE BA BE-BR G0 BB BR-G8 A0 B0 GA

.800REEDA: A B B0 UA-08 BE BA BE-BR G0 BB BR-G8 A0 B0 GA

.8APHAUREA: OB Bd B0 BE-08 BE A BE-BR 98 BB BR-A8 A B0 GA

.8ARAPRAFA: ©BA A A BA-0@ AR AR AB-BR AR AR BR-AA A BA @A

.8AAR1AA: ©BA A AA BA-08 AR AR AB-BR AR AR BR-AA O GO @A

.8AAAA11A: ©BA @ A0 BA-0@ AA AA ABE-2E 74 65 78-74 OA BA @A -text
.8ARAA12A: 18 O@ A0 BA-A@ 1A HA AB-AR AR AR BR-AA A AA AA@ T

.8ARAA13A: BA O A0 BA-08 AR AR AB-BR AR AR BR-20 O B &A@ *
.8AAA14A: ©BA @ A0 BA-08 AR AR AB-BR AR AR BR-AA A BA @A

.8ARAA15A: BA A A0 BA-0@ AR AR AB-BR AR AR BR-AA O BA @A

.80PRP16A: OPR O B0 BA-08 BA DA AO-BR OF B BO-0@ BB BA GOA

.80ARA17A: OGP 08 B0 BA-08 BA PR AO-BR GF B BD-AA B BA GOA

.80ARA18A: OP 0@ B0 BA-08 BA PR AO-BR GF B BO-AA B B GOA

.80ARA193: OGP O B0 BA-08 BA PR AO-BR OF B BD-AA B B GOA

.80ARA1AA: OP O B0 BA-08 BA PR AO-BR GF B BD-AA BB BA GOA

.80PRA1BA: O 0@ B0 BA-08 BA PR AO-BR OF B BR-AA B B GOA

.80ARA1CA: OP 0@ B0 BA-08 BA PR AO-BR OF B BD-AA BB B GOA

.80ARA1DA: OP O B0 BA-08 BA PR AO-BR GF B BR-AA BB BA GOA

.80EAE1EA: OB B@ B0 UA-08 BE BA BE-BR G0 BB BE-08 A B0 GA

.800RE1FA: G B B0 UA-08 BE BA BE-BR G0 BB BE-08 AW B0 @A
HAPEREZAE: U@ 08 B0 BR-08 BE BA BE- =

1 2FilB1k 3CruyBlk 4 [ ? 9 1ALeave
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MBR Alureon 0.02
The 64-bit Rootkit
* First appeared on 8/9/2010

* Ldr64 is no longer empty and 64 bit version
of the payload driver is now also present

* Because of Code Integrity, the print spooler
driver load no longer works, so it writes to
| |sk the oldfashlned Way

WHa :I:hal-l] EIFE- C Jesired Access: Generc Read/Write, Disposition: Open,
SALLO ROUGH_DIRECT
) t- 5 ASS_THRC JUGH_DIRECT
disk 0 I:IF[: ) A A ROUGH_DIRECT
dishc 0" IZIF[: g 'ASS THROUGH_DIRECT
i= JRD A _THROUGH_DIRECT
_THROUGH_DIRECT
_THROUGH_DIRECT
_THROUGH_DIRECT
THROUGH_DIRECT
ROUGH_DIRECT

FAST 10 DISALLO... Contral: 10C .




How Does It Load?
MBR

* The MBR starts with bolilerplate relocation
code to move to 0x600

* After jJumping to the relocated code, it runs
a simple ROR decryption loop (only 12
bytes of code)

* It then decrypts and loads Idrl6 from the
VFS
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How Does It Load?

Ldrl6 — int13h hook

* The first thing |drl6
does after loading is to
hook int13h, the BIOS we
disk read interrupt T

* After starting the ST I e
normal load sequence,
it watches for the load
of a KD communication
extension (usually
kdcom.dll), and replaces
It with Idr32 or |dr64

depending on the PE
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How Does It Load?
Finding kdcom.dll

seq8B88:8112 ReplaceKdcom: ; CODE XREF: seqB00:88BATj
seqa@e:=e112 word ptr es:[bx], SA4Dh ; M2

seqBaa: 117 DoHooks

seqa@a:@11e di, es:[bx+3Ch]

seqa@e:e11F word ptr es:[bx+di], 4558h ; PE
seqBB8:68124 DoHooks

seqO@0:-6128 word ptr es:[bx+di+18h], 16Eh ; Look for 32bit optional header size
seqA@e:e12E i short ReplaceKdcomby

seqB@a: @138 dword ptr es:[bx+di+7Ch], 8

seqAfe:e136 i short loc_186

seqafe:e138 dword ptr es:[bx+di+7Ch], BFAh ; "-°
seqBBB: @141 j DoHooks

seqa@e:e14s 5i, offset aLdr32 :; “1dra32"

seqB@a: @148 cx, 0O

seqBB8:814B j short ReadUfsFile

seqa@e: 14D

seqBaa:a1ub

seqd@a:@14D ReplaceKdcombd: ; CODE XREF: seqB@0:012ETj
seqa@e: 14D dword ptr es:[bx+di+8Ch], @

segAAf- @15, i short loc_Fha

seqAfa:e156 dword pty es:[bx+di+8Ch], BFah ; "-°
seql@e-e16a@ DoHooks

segAAf:- 8164 si, 3BFh

seqA@a:e167 cx, 6

seqB@a:@1o6n

seqBB@B:816A ReadUfsFile: ; CODE XREF: seqB00:814BTj
seqade:e16Aa
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How Does It Load?

Other int13h patches

* The first block swaps
the EmsEnabled library
flag (0x16000020) in
the BCD to be the
WInPEMode OS Loader
flag (0x26000022)

DoHooks :

; CODE XREF:
; seqbpp:aeDo
mow cx, byte ptyr ds:3E1h
shl cx, 7

PatchBcd2Pe: ; CODE XREF:

cmp dword ptr es:[bx], "@861°

jnz short patchEmsToRpp

cmp dword ptr es:[bx+4], ‘B208°

jnz short patchEmsToRpp

nov dword ptr es:[bx], "B862°
dword ptr es:[bx+4], ‘2208°
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How Does It Load?
Other int13h patches continued

* The second block

tweaks the parent of patehEnsTonpp: ; cove aner -
the EmsEnabled Library = g
flag to allow the be  vord pir ent[buse], o2

WinPEMode OS loader
flag to work
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How Does It Load?

Other int13h patches continued

®* The third block changes
the string “"/MIN" to

; CODE ¥REF: se

"IN/M”, hiding the o dors e esctond.h
normal registry option v duord ptr es:[bx], WAL
of “/MININT" that

would be visible for a

WIinPE boot.
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How Does It Load?

Ldr64 fake KD communications DLL

* The kernel loads the fake version of kdcom
thanks to the int13h hook

Most of the debugging operations are set to
return safe values, but KdDebuggerlnitializel
has the first link in the (long) loading chain

Microsoft



How Does It Load?
Ldro4 fake KD communicatic_)ns DLL

KdDebuggerInitializel: lea PCX . —t2
.BAPEAAA1 ' 8AAA194B: [LJFF25F6FaFFFF Jmp PzSetLoadImageMotif yRoutine
.ABEBRAR1 * 8ABA1952: CC int 3
.AARAARA1 * 8AAA1953:= CC int 3
.AgAAAAA1 " 8AAA19AC: IRRIEC28 Lzub rep @28 ;'
.AgAARAA1 *8AAA191A: B33DE1AARBAAAA cmp A8 —
.AEAAAOaA1 " 8AAA1917: 7519 Jnz -.AEaAAAA1 " 8ARA1932 —12
.AgRARAA1 * 8AAA1919: 488D156CFFFFFF lea rdx. —13
.AAAROaA1 " 8AAA192@: 33C9 O BCHM . BCH
.AgAARAA1 “ 8AAA1922 - FF1518F7FFFF call IoCreateDriver
.AEARAAA1 " 8AAA1 928 : CYALCHOARAAAR1 0RAARAA mo v A —H
.AgAARAA1 " 8AAA1932: 4883C428 Z2add PSE.EZB i
-AEARAAAL * 8AAR1936:= C3 B = R O I O A N SR iy
.APARAAL "8ARA1883C: IIBRBDC Smou ril w»=p
-.AAAAAAL *8AAA188F:- 4883ECS8 sub rsp. @58 ;°H’
-APAAAAL *8AAA1893 : D8BFBLAAAA mou eax,.ABBAABLEBF ;* {4°
-ABAAAAL " 3AAAR1898 : BnAlB0OAAaA mou edx.1
.AAAAAAAL * 8ABA1 89D 4ACRBCY mou r?, . rox
.ARAAAA1L "8AAA18AA: 6689442444 mou A
.AAARAAL " 8ARA18A5 = BRDA116ABAA mou eax AAAA11DA ;- S ot
-.ABAAAAL *8AAP18AA = 4DED43ES lea .
-AAAAAAL *8AAPR18AE: 6687442446 mouw sAX
-AAAAAAL "8AAA188B3 : 488DAS36A1AEAA lea rax. —41
-.ABAAAAL “3AAR18BA: C744244AA763F553 mou ~B53F563@7 ;'Slc=’
.AAARAAL " 8AAA18C2: 498943D8 mow APa
.ABARAA1 " 8ARA18C6:= 49894BDA mou ~PCX
.AAAPAADL * 8AAA18CA: 488DASFFFCFFFF lea Pax ., —12
-AAAAAAL “8AAA18D1 : 8D4AA1 lea ecx.
-APAAAAL " 8AAA18D4: CH44244894 mou -824 ;’'G’
-ABAAAAL *3AAR18D? = C6442449F2 mou ~BF2 ;’:’
.AAAAAAAL * 8AAA18DE: 498943CH mou SPax
. AAAAAAL "8AAA18E2 = Ch44244A80 mou -8
.AAARAAL " 8ARA18EY: Ch44244BAA mou -anA ;*a’
-ANAAAAL *8AAPN18EC: Ch44244CCY? mou -BC? 'R’
-AAAAAAL " 8AAA18F1 : Ch44244D1E mou ~B1E
-.AAAAAAL " 8AAA18F6 : CH44244EFDB mou =T I
-.ABAAAAL " 8AAA18FE: C644244F8R mou ~-B8E ;’%1’
.AAAAARAAL " 8ARA198A: FF1532F7?FFFF call IoRegisterPlugPlayMotification
.AAARAA1 " 8ARA1986 = 4883C458 add PSE,EEB Ha
- ARPAAR1 * 80AP196A - C3 B = e I A



How Does It Load?
Ldre4 fake KD communications DLL cont.

-HBBEANR] " SHAR1 S5 DA =
- IAAAARAR]L * 8AAA15D3 :
-BPPEREA] * 8PAA15D7 -
- IAAAAAA]L * 8AAA15DE :
-BPPERER] * 8PAA15DY9 -
- IAAAAAA]L * 8BAA15DA :
-BPPEREA]1 * 8PEA15DC -
- IAAAARAA]L * 8AAA15DE :
-BPPERER]1 * 8PAA15ER -
- IAAAAAA]L * 8AAA1SE2 :
-BPPEREA] * BPAA15E? -
- IAAAAAA]L * 8AAA1SED :
-BPPEREA] * 8PAA15EF -
- IAAAAAR]L * 8AAA15F2 :
-BPPEREA] * 8PAA15E? -
- IARAAAA]L * 8AAA15FC:
-BRPERER] * 8PBR1G6BA -
- IAAAARAA] * 8AAA1 6AS :
-BRPERER] * 8PRA1 68D -
- IAAAAAAL * 8AAA1612 :
-BPPERER]1 * 8PAR1G61A -
-IAAAAAAL * 8AAA161F :
-BPPERER]1 * BPBA1 627 -
- IAAAAAA]L * 8AAA162C:
-PPPERER] * 8PBR1631 -
- IAAAAAA]L * 8AAA1 639 :
-BPPERER] * 8PAA163F -
- IAAAAAR]L * 8AAA1 641 :
-BPPBRER]1 * 8PBA1 647 -
- IARAAAA]L * 8AAA164F :

= HEEEEEEL OUEOHIDCLE -
-BRRRRAA] * 8A0A1 700 :
. AAAAAAA] * 8AAAL 7A3 :
-ARRRRAA]L * 8ABA1 705 :
. AAAAAAA] * 8AAAL 7AC :
-ARRRRAA]L * 8ARA1 711 :
. AAAAAAA]L * 8AAAL 715 :
-APRBRAA]L " 8ABA1 71D :

s EDC

49895818

55

56

5?7

4154

4155

4156

4157

4881 ECEARZAAAA
48884128

33FF

4CHEBFA
4CRD4C2468
4C8D442438
498D4B18
BAW#1 BE1 ABA
C74424282000008H
4889442448
C744243830000A8A
48897C24404
C74424504002 BA8A
4889°7C2458
48897C246A4
C744242007A0BAAA
FF15D1 F?FFFF
JBC?
HF8C1 882 HAAA

488 BRC24DAAZ BAAA
4CED4C243A

oD r

488 BDF

8BC2
4188D3D5AFAFFFF
B?86AA0AEA

48C1 EARAS
488DB4A486 000064
Fiae

mou
mov
push
push
push
push
push
push
push
sub
mou
Xop
mou
lea
lea
lea
mou
mov
mou
mov
mou
mov
mou
mov
mou
call
cmp
Jl
mou
lea

[ULULE]
mou
mov
lea
mowv
shl
lea
rep cmpsh

rll.r»=p
»Phx

rhp

rsi

rdi

riz2

ri3

rid

r15
rsp.0BEAAZEA ;" &G’
rax,

edi.edi
r15 . prdx
r?.
8.,
PCX,.
edx . BBB1 BBBHE1
-~ AHABRABAZ A
SPax
-~ AHHEARARA3A
~pdi
-~ AHHEAA2 48
~pdi
SPdi
.7
ZwOpenFile
eax.edi
.APEAAAA1 " 8AAA1857 — 11
PCX,
L
FUX . UL
rhyx,.rdi
eax,.edx
rdi.
ecx.b
rax.5
rsi.

L1} L1} L1}
- -
- -

;tdreedt ——15
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Differences From Sinowal

* While both follow the MBR -> 16 bit loader
pattern, they take different approaches after

-

that

Sinowal hoo
loader, then
driver after t

ks the kernel to install its driver
nooks IolnitSystem to load its
ne rest of the drivers are loaded

Alureon replaces the debugging
infrastructure and relies on built in kernel
routines to do the work thereafter
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How About Patchguard?

* 64 bit Alureon does not bypass Kernel Patch
Protection (Patchguard)

Patchguard only guards the code and
structures used by the kernel, not all loaded
drivers

The drv64 payload, once loaded, behaves in
a way consistent with normal third party
extensibility in the kernel

-

-
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What About Code Integrity?
No, seriously, how does it load?

* In this case, the BCD was patched to inform
winload that this is Windows PE booting,
not a normal version of Windows

Winload does not check code integrity in
this case

As seen before, the malware also trashes
the “/MININT" string which prevents the
rest of Windows from treating the OS
Instance as WinPE
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What About Windows XP-647?

* In the case of Windows XP-64 and Server
2003 64-bit, the fake version of kdcom.dll

breaks the boot sequence
* This renders the machine unbootable

Windows could not start because of an error in the software.
Please report this problem as :

load needed DLLs for kernel.

Please contact your support person to report this problem.
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Detection

* Detected as
* Trojan:Win32/Alureon.DX (Dropper)
* Trojan:DOS/Alureon.A (MBR\Rootkit)

Infected machines also no longer list the system disk in
diskpart

BN Administrator: cmd - diskpart

Microsoft Windows [Uersion 6.1.7688]
Copyright <(c¢) 2089 Microsoft Corporation. All r»ights reserved.

N\Windows\systen32>diskpart

icrosoft DiskPart version 6.1.7688

Copyright <C) 1999-2008 Microsoft Corporation.
H#O0n computer: TEST-PC

UDISKPART> lis dis

There are no fixed disks to show.

IDISKPART >

I —
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Cleanup

* Since the only trace of the infection outside
the virtual file system is the MBR, that is all
that needs to be disabled

* Online cleaning is problematic, but currently
offline cleaning is trivial. Use fixmbr for
XP/Server 2003 (32 and 64 bit), and bootrec
for Vista+. Future variants may break this.
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Conclusions

* As of July 2010, 46% of Windows 7/
machines are 64-bit

* Server 2008 R2 only supports 64-bit

* As more machines move to 64-bit Windows,

we can expect more malware to move into
the 64-bit kernel

Thanks to Scott Molenkamp, Jimmy Kuo, Vincent Tiu, Mady Marinescu
for their help on this presentation.
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Questions?



More Reading

* MMPC blog -
http://blogs.technet.com/b/mmpc/archive/2010/08/27/alu
reon-evolves-to-64-bit.aspx

Threat/Cleaning details --
http://www.microsoft.com/security/portal/Threat/Encyclop
edia/Entry.aspx?Name=Trojan%3aD0OS%2fAlureon.A

* Active discussion on latest TDL3 developments --
http://www.kernelmode.info/forum/viewtopic.php?f=168&t
=19

Early TDL3 paper --
http://www.drweb.com/static/BackDoor.Tdss.565 %28aka%
20TDL3%29 en.pdf
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