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Threat categories worldwide and in eight locations  around the world, by incidence among all 
t l d 2H09computers cleaned, 2H09
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Eff i P i A O i & Cl dEffective Protection Across On-premise & Cloud



Exchange Model Evolves to Meet ChallengesExchange Model Evolves to Meet Challenges
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Challenges Solutions

Lack of driving
incentive and

Promote adoption (up the 
stakes in the pot)incentive and 

value
stakes in the pot)

Encourage shift in industry g y
testing methodology 
toward incorporating 
t l t d ttelemetry data.

Technical
Complexity

Educate, demonstrate

Develop and share toolsDevelop and share tools 
and proven methods



AVGAVG
AVAV TestTestAVAV--TestTest
CiscoCisco

McAfeeMcAfee
MicrosoftMicrosoft

PandaPanda
SonicWallSonicWall
SymantecSymantec
SophosSophos
TrendTrend

WebSenseWebSense
and many othersand many othersand many othersand many others......



http://grouper.ieee.org/groups/malware/malwg/Schema1.1/

Detail schemaDetail schema 
documentation 
and help



Scenarios

Dynamic Prevalence
Malware File Properties
Threat Classification
URL, IP, Domain
Region
And many others…
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Trend of Test Set Sizes Invalid Files in Test Sets
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Concerns Solutions

Collate data from different sources, 
prevent subset of feeds from dominating, 
not much different from samplesnot much different from samples.

IEEE ICSG Data Exchange Schema
Source normalizationSource normalization

Need to take a step forward to set in p
positive feedback cycle.

Add additional sub-test or create 
experimental test, for example, test with 
telemetry-base score.

k i h i d dWork with IEEE ICSG, industry wants and 
welcomes changes.


















