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‘A long time ago...’ KASPERSKYE

Trojan-SMS.J2ME.RedBrowser.a
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Mobile malware vs. Trojan-SMS: the numbers KASPERSKY?
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Evolution of SMS Trojans

Notable examples



Evolution overview K ASPERSKYﬁ

* Primitive J2ME Trojans

\

» 'Advanced’ J2ME Trojans, primitive

gl - Symbian and Windows mobile Trojans

J

N
» ‘Advanced’ J2ME Trojans, ‘complex’

e Symbian and Windows Mobile Trojansj
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Primitive: Trojan-SMS.J2ME.Konov I(A$PERSKY§

* One of the first widespread SMS Trojans:
—Small (1.5 — 6 kB)
—No encryption
— No social engineering

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC-1.0@
IDlet—Mame: rega
reated-By: Private Light Compiler
IDlet—Vendor: Living Mohile
IDlet—1: rega, icon.png. SendMIDlet
IDlet—Version: 1.0
icroEdition—Pumofila- MINP_3 [
Cend-Text—1: ephox 1290
Cend-Text—2: epbhox 1270
Lend-Text—3: Hsmsmoney 1270
Gend-Text—4: 18+erbhox 1270
Cend—-Text—-5: Hmavhnyx 1290
Cend—Mumber—1: 4460
Cend—Mumber—2: 5537
Rend—Mumber—3: V?733
Rend—Mumber—4: 1171
Gend—Number—5: 2395
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Konov and VKontakte

« Spam in social networks

[} xoHTakTe

Moa CTpaHuua  pen.
Maou Apysea

Mo PoTorpadim
Mo BuaeosanMcu
Mowm Ayguozannad
Mow CoobiyeHus

Ma 3aMeTkK

Mow Mpynnel

Mo BoTpedn

Mo HosocTH

Mo HacTpoitk

Mpeanos#eHna
MHEHIA
MpynoseHuA

Bonpockl

09/29/2010

rnaBHan NOHCK rpynnbsi cobeiTuA nwoan NpArnaciT b BbIATH Mowak I

Axuna "Bodyc 3a Haw cuer :)"

I'Ic-nyl-m ﬂE‘HEH{HbIﬁ NMPH= Ha CYeT CBoero mobunbHoro
IppascTeyiiTel

Pagbl Bam coobwmTe, 4To @it vikomntakte roc 1 HoRbpa 2008 roga
OPraHUsYeT aKuMio ANA SCEX Nons30BaTENeR pecypa,
Tenepe Bbl MOKETE NOAYHMTE ONPEAENEHHYIO AeHEMHYHO Cymmy (BoHyc)

Ha CHeT Bawero ModunsHoro TE.I'IEdJDHa 3@ Hall CHET

BoHYC 33BHCHT OT A&THI BaLUE PErlcTpal EENEHHBIX YacoB Ha caiTe.

=i

Baw Gonyc Ha nanHsi moment cocrasnsel] 200 D‘fﬁﬂErl
YTobbl MONYYHTE CBOIM QEHEMHBIA ODME ,
HYH#HO CKaqYaTe JAYVA Nporpammy Ha CEO MODMIBHEIN TENEQOH, (FHCTIOVRLE IO FETSHOSHE HIHE)
Cnewm! AKLMA He beckoHeuHa!

Ons Bac NoWen oTCHET BPEMEHM, NOCNE MCTEYEHMA KOTOpOro,

Ebl HE CMOMETE BOMONBI0BATCA AGHHEM BoHycom AFROTA .

¥ BAC OCTAN0 [ 1

JAVA nporpaMMa CKAUMBAETCA NPH NEPEX0NE HA CAHT (CChINKA HIDKE

hitp:/ v ru

Kak 3anycTurb :

1. CKauYaTb NporpaMMy © MoBMNBHOro TENehoHa K YCTAHOBMTE &&

2. CKa4aTk MporpamMmy C KoMMbkoTepa 1 nocpeacTam kabens, wk-nopta wim BlueTooth nepegate e& Ha MoBuABHEI
TenedioH U YCTEAHOBMTE

0 CATE TEXMOAOSMHKA Onor nNpEBWMNa  pPeKnaMa  MoMole

B KoHTakTe © 2006-2003
MNagzn Oypoe

KASPERYKY2
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Advanced’: Trojan-SMS.J2ME.VScreener KASPERSKY§

¢ ‘Faulty’ video player HacTpoiika Bugeo

ELITH VIR PR
APFArpeEATRBNA H
SCEY R O L1y

* Must be ‘tuned’ by user:
— Quick press left soft key

* SMSs are sent during ‘tuning’

HacTtpownka Buaeo
ELITH FIRAEST FECREY MR
ApEArpLIEATABMNA HaHHMEATS
Neoyw o KoKWy .

 Premium rate number and SMS text
are stored in ‘load.bin’ file and encoded
with ADD and ‘OxA’ key
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‘Complex’: Trojan-SMS.SymbOS.Lopsoy KASPERSKV‘S

* Signed SMS Trojan for Symbian S60 3" edition devices

Field Value

Version V3

Serial number 00a76c000100 234532 1f83c033a361
Signature algorithm shalRsa

Issuer Symbian CA I, Symbian Limited, GB

Valid from July 03, 2009, 10:32:33 (UTC)

Valid to July 04, 2019, 10:32:33 (UTC)

Subject O llov. Symbian Signed Contentl...

Public key RSA (1024 Bits)

Certificate details: Certificate details: Certificate details:

Issuer: 04/07/2019
Symbian CA I Valid from:
03/07/2009 Serial number:
Subject: 00A76C0001002345321F83(C03
\ Valid until: 3A361 |
04/07/2019

OK
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Lopsoy ‘source’ K ASPERSKYE

* Article on the website:
— Description of how the Trojan works
— Instructions on ‘How to sign your Trojan’

BOT 1M MEHA BUDMENKEDOM OKPECTHNK 3a CcTaTek: hitp.//
html XoTA,no-moemy 1 pebeHKy

NOHATHO HMTO LIENb ObiNa - NpeaocTepeyb

‘Because of this article
<url> they’re saying I'm
a virus writer. Even
though anyone could
see that my goal was
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How Lopsoy gets SMS information KA$PERSKV‘6

* Connects to author’s URL

61 68 74 00 69 08 08 68 22 60 00 60 68 A0 74 60 _g
¥4 BB 70 60 3 B0 2F 00 2F @8 6C 00 6F 80 75 60
5 B8 6F 88 6C B8 2E 688 77 A8 73 B0 2F 80 64 60
65 B8 76 B8 69 B0 63 B8 65 H@O 63 B0 6F B0 6FE 6O
74 B8 72 08 6F 08 6C B0 2ZE 60 70 00 68 00 70 00

http://lou***.ws/devicecontrol.php

» Gets SMS text and premium rate number
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How Lopsoy spreads K ASPER$KV‘6

* Various ‘smartphone games’ websites

Mowck No canTy:

| || Haiiti |

aeTop: game | 3-07-2010, 19:07 | MpocwoTpoe: 106

570 dnew wrpa!
Bam Hy#HO cOOPYANTE BOAOKAHAN 33 oNpefengHHoe BpemMA. Mocne 3aBeplWeHUA cBoeil paloThl OTKDLIEASM BUHTENE M CMOTPUM Ha TO, YTO NOMYYMNOCE... HAOEKCh |

Koumentapnn (0] Noapobres

asTop: game | 3-07-2010, 13:06 | MpocwoTpos: 45
MpUKONBHAR 3KOHOMWYECKAR CTpaTerna. Mourpaite u cami yieanteck!

Kommentapun (0] Noapobres

aeTop: game | 3-07-2010, 19:06 | MpocmoTpoB: 21

3kl AHIMMACKW
CocToaHue: Demo
Paapaforyni: CrazySoft

Koumentapum (0] Noapobres

aeTop: game | 3-07-2010, 19:04 | NpocwoTpoe: 28

lNog eeinycka: 2010
Paapafiorunk: picoBrothers
CucTemHele TpedoeaHnA: s60vE
Akl MHTEpdeca: aHIMUACKNA
Dopmar: sis

Pa3peweHue 3kpaHa: 360x640
CocTosHue: cracked
YNpasneHne: ceHcop

Koumentapum (0] Noapobuas

aeTop: game | 3-07-2010, 13:02 | Mpocwotpos: 21

Mod Bwinycka: 2009

Paapaforuyni: 3D arts

CucTemHele TpeforaHuA: 60 3rdisB0 5th
FAablk MHTEpdeica: aHMWUCKA

MopMar: sis
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‘Complex’: Trojan-SMS.WiIinCE.Sejweek KASPERSKY§

» Connects to web server
* Downloads XML configuration file

Tuml version="1.0" encoding="windows—-1251"?>

get:u:ml} ublic static void Fi eTable
phone >¥GLYGLMKTYGL< /phone > public static void FilCodeTabled
text > LAtext > codeTable = new GeneralD5.5hifrDataTable();

interval *YGLYGLL A1interval > codeTable.AddShifrRow("YGL", "1");

codeTable.AddShifrRow(" HKR", "2");
sgetxml> codeTable.AddShifrRow("DPO", "3");

codeTable.AddShifrRow("WHR", "4");
codeTable. AddShifrRow("MET", "5");
codeTable AddShifrRow("PQA", "6");
codeTable. AddShifrRow("LOO", "T"};

* Decodes phone number and interval  coaerasieadgasnitrrow v s

codeTable AddShifrRow("XRE", "3");

* Regularly updates XML file | codeTable AdeSHIROMUN' D'
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How Sejweek spreads

* Various ‘PDA appl

YTHUANTBI WHTepHET YuTanku MynbTuMeaua

ication’

KASPERYKY2

websites

HOBWHKW NPUIOXKeHUA

X-Plore v1.33
DaAN0BLIA MEHEAKED - MOXET CTaTe gocToiHoi Storage Gard

anbTePHATMBOM TakMM CepPbe3HbIM, HO "TAXenbiM" NpoaykTaM, (=1 \Application Data B7MB/17.MB
Kak Resco unu Commander. [+C3\ConnMgr B7MB/17.8MB
=(3\dochive B.7MB/17.9MB
#(0\decprof B.7MB/17.9MB
F0\Documents and Sett. . B7MB/17.8MB
(=L \MAPI B.7MB/17.9MB
{#1\My Documents B.7MB/17.9MB
{#J1\Program Files B.7MB/17.9MB
=1 \Storage B.7MB/17.9MB
#[J1\Storage Card 548.7MB/1868
(3 \Temp B.7MB/17.9M8
=[1\Windows B.7MB/17.9MB
]
=)
=)
B \mxip_langvol 212KB!
81 \mxip _notify vol 132KB!
=]
Meno Buxoa

UCWEB v7.0.0.41 RUS

UCWEB - kuTaiCKuid MHTepHeT Gpaysep Ana npocMoTpa WEB cTpaHWL Ha KOMMYHHMKaTope

Mpu paGoTe MCMONb3YET NPOMEXYTOUHBIA KMTAWCKWIA CepBep, KOTOPBIA CKUMAET TPathuK.

MMeeT yuTanky RSS, 3arpysuqK ¢ainnos, BCTPOeHbI MSN KIMEHT, noanepxka Cookies W javascript,
@ TaK Xe MHOXECTBO HaCTPOEK.

UCWEB WMeeT nHTepdeic, NoxXoxuiA Ha Onepy MUHM.

Total Commander v2.52 beta 1
Total Commander - K NpOBepeHHOMY roAaMi cTaHAapTHOMY FRRine ke
WHTepdency ann-meHekepa Windows AoDasneHo HECKOIBKO

AOMNONHWUTENBHBIX BO3MOXHOCTEN, oGneryatowmx padoTy c| \windemis\start menul i
hafnamm pasHeix hopmaTos, | Hame /B | sie [oaemime

[ proarams =DIR=  01f23/01 204

(2] settings =DIR= 01230120

=] calendar Ik 43b  04f12/00 04

B cecmdexe 2680k  12/04/02 15,

=] contacts Ink 43b  04f12/00 04

11h 0471200 04;

internet explorer Ik ab  04f1z/00 04

notes.Ink, 14b  04712/00 04

[E]tasks Ink 40k 04f1z/00 D4

BceM M3BECTHO, 4TO MO PYHKUMOHaNbHOCTH KITK He ycTynatoT GoMbWMM M MOLLHBIM KOMMBIOTEPaM WK HOYTOYKaM, XOTS
N0 pasMepy oYeHb CUNbHO OTAMYAKOTCA APYT OT APYra. MOXeT COKWTBCA BNEYaTEHME, YTO M3-3a HeOOMbLIOro pasMepa
KMK MOXHO MCNONB30BaTH MCKITHYMTENBHO KaK ODFBHBI‘;BED‘ Ho Ha camom Aene, HanagoHHWK OGJ’IBAEET OrpoMHbIM
KOJIMHECTBOM BO3MOMHOCTEH M MOXET KOHKYPMPOBaTh CO CBOMMM HAcToMbHBIMK «KoneramMus. MporpaMMel ana KNK
TalKe HECMNbHO OTIMYaOTCA OT NPOrpaMM AnA GoMbLMX KOMMBTEPOB, C MX MOMOLLBK) MOXHO MPOMIPhLIBaTh ayavo- U
BUAeo-hainel, paboTaTb C JOKYMEHTaMM, SMEKTPOHHBIMK TabNMLEaMK, MOXHO YCTAHOBMTE AM3aMHEPCKUE UMW
OﬁpaBOEaTEJ’Ith\E nporpamMmmbl 1 MHOIOE pYroe. ﬂE)KE Ha3BaHWA TaKoro COE]}TB NPaKTU4HECKKM HE OTNWUYAKTCA OT aHanoros
A5 KOMMbIOTEPOB, HanpuMep, Pocket Word mnwn Pocket Excel. Ina Toro 4Todbl BoiBpaTe nporpamMmel 4ns KMNK, KoTopole
vaeanbHo NogorayT Bam v ByayT BbINOAHATL BCe Bawu TpefoBanus, MOXKHO MPOKOHCYNbTMPOBATLCA CO CMELManMcToM W
KYMWUTb MpOrpamMMy B CNeLManM3MpoBaHHOM MarasuHe.

Ha ceroaHAWHWI AeHb CYIWLECTBYIOT CaiTel, rae MoxHo 6e3 npobnem ckavaTh codT AnA KIK. Beifop nporpammM,
NpeacTaBneHHbIX Ha Takux CaiTax, HeBepOATHO pa3HooOpaseH, NPM 3TOM MOXHO HalTU 1 BecnnaTHbIi codT Ana KNK,
4TO MOMOKET C3KOHOMMUTL Balle BpeMa M AeHbru. [1ns Toro 4yTobsl NPOBEPUTL TaKue nporpamMmel Ana KIMK Ha KayecTso,
MOXHO NMOCMOTPETb Ha OT3bIBbI NOJb30BATENEN, 3TO NOMoXeT Bam BbIDpaTh camble Nydywme nporpamMMsl. Ha camom aene,
ckayaTb COMT AnA KK HecnoxHo, CTOMT NPOCTO BbiOpaTe W3 NpeAnaraeMblX BapUaHTOB TOT, KOTOPbIM NOAXOAWUT MMEHHO
BaM. HekoTopble ONacakTca ckauusaTh GecnnaTtHbli codT ana KK, HO B 3TOM HET HMYEro CTPALWHOIo, KONMWYECTBO
CKAuYMBaHMWIA CPasy roBOPUT O KayecTBe NMPOrpaMMbl U ee penyTaLMK Cpen Nonb3osatenei. CyWecTsyeT U AeRCTBUTENBHO
BecnnatHeid codT gns KNK, Hanpumep ICQ MK HEKOTOpbIe KapTol. TakKe Ha CalTax, KOTOpble NPearanT cka4aTb codT
Ans KNK MOKHO HaiTW M Apyrve NpUSTHbIE MENOYM ANA HaNaAoHHUKE, HanpUMep MIpbl, TEMbl, NPOWMBKKM CIIOBAPKU W
MHOroe gpyroe. BeliSop Haunyywero codTa Ana Bawero HanafioHHWKa 33aBMCHMT TOMLKO OT Bac, No3ToMy CTOMT oOpalats
Ha 3To Donble BHMMaHWA, U Toraa Baw KMK Oyaet pagosats Bac HeMcyeprnaeMbIMM BOSMOKHOCTAMM.

Ton 3arpysok

1406 ckaynBaHHi

Total Commander v2.52 beta 1
Total Commander - K NpoBepeHHOMY roAaMW CcTaHAapTHOMY MHTepdeiicy dain-menemxepa Windows nobasneHo
HECKOMbKO AOMOAHUTENBHBIX BO3MOXHOCTER, obneryawwmx paboTy ¢ Gaiinamu pasHeix GOpMaTos.

1334 ckauuBaHuna
PIGEON! ICQ v 1.2.7.2 Alfa

PIGEON! - HoBbIA, yHMKaNbHBLIA ICQ kAneHT ans KNK Ha base PocketPC 2003, Windows Mobile WM5, WM6E, WM6.1,
WindowsCE

PIGEON! - ICQ KNMeHT, 3T0 yAoOHas M Kpacueas nNporpaMma, paspaboTaddas Ans koMpopTHoro obleHvs o BpeMs
patoTsl ¢ KMNK.

OTHMYUTENBHOM 0CODEHHOCTBIO ABMNAETCH COBPEMEHHBIA MHTEpdERC, OPUEeHTMPOBaHHLIA Ha paboTy Des cTunyca, TonbkKo
HaxaTHWeM nanbLamMi.

1223 ckaynBaHHA
NV AMahila NDinsrns e N N2
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The root of all evil



Trojan-SMS.J2ME.Konov KASPER§KY 2

anifest—Uersion: 1.0

icroEdition—Configuration: CLDC—1.0 Subtenant ‘epbox

IDlet—MName: reg 1290’ on

reated—-By: Private Light Compiler \Aﬂtrll[)
IDlet—Uendor: Living Mobile 4460 and
5537

IDlet—1: vrega, icon.pnyg, SendMIDlek
IDlet—VUersion: - 1290
icroEdition=-P»ofila=- MIDP-2 0

ephox 1290
ephox 1290

Rend-Text—3: ﬁsmﬁmuuuy 12790

Cend-Text—4: 18+erbox 1290 ; )

cend-Text—5: Hmauhnx 1290 ‘apbox’ epbox

Cend—HNHumber—1: 4460 p 4460

Gend—Numhgw—27 5537 on

Yo renter and 5537

$10 or 93085
$6 per SMS

Mobile Content
operator provider
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Who are ‘epbox’ and ‘epbox 1290°? K ASPER$KY§

Affiliate network
owner(s) (the
partnerka)

‘epbox’
renter

Affiliate A Affiliate B Affiliate C

‘epbox
1290’

‘epbox M’ ‘epbox N’

subtenant subtenant
~ subtenant |
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The root of all evil KASPERSKYﬁ

* Affiliate network registration form NO

sensitive
¥ ___datal

Gizma

Perncrpaums. ..

Mona, BelAENeHHEIE KPaCHEIM 0BAZETENBHEI K SEM0MAHEHWID! N am e

Bawe u1ma;

Bawe e-mail: oFc Emall
Baw caiT: B http:Y Aﬂlllate ID WebSIte URL
Website name

‘epbox

1290° WMZ and WMR
- ICQ (optional)

ICO (Toneko wdpe):

Beinnate! WebManey:

d7c89
BEEOMTE SHEYEHKME!

A ozHakomneH(a), M NoNHOCTERD cornacer{cHa) ¢ mybnwuHoi odepToil npoekTa
PErMCTPHPOEATh
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Typ|Ca.| affiliate website KASPERsKv.g

CkayaTb celiyac!

Crauzare/3g0,mpd Remote Referrer check -
t > Affiliate ID
Ka4aTb/3C Se rVer

JAR constructor l

SMS Trojan
with affiliate
ID

Thousands of websites!

P Jimm c SEX cmaiinamu

P ICO wnuoH 5.2! NEW
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How much do they make?



Revenue sharing KASPER§KY 2

1-5% of SMS

price
Infected The |
affiliate
phone owner(s)
1-5% of SMS 40-67% of

SMS price SMS price

Mobile Content

operator provider
31-50% of
S—— SMS price
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‘Death penalty, KASPERSI(Y§

 Largest mobile affiliate network ‘Perlag’ was fined:

LWrpad 25% 3a McNone30BaHWe ABa
ervcTpauu Bes yKasaHma CTOMMOC
-1,588,999.54 PoTVCTPAU Y
W OTNPABKOM MHOMXECTEEHHBIX CMC
3anpocoe.

* The fine was equal to 25% of the affiliate network’s
weekly revenue

1,590,000 rubles or $53,000
Weekly income ~$212,000
Monthly income ~$850,000

People were losing at least $1,200,000/month
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Today and tomorrow



Today

KASPERYKY2

 Various SMS Trojans for different platforms
* Increasingly sophisticated techniques
* Hundreds of criminalized mobile affiliate networks

* Multi-million ©
* Cybercrimina

ollar losses
S go unpunished

 Detection pro

nlems on simple mobile phones

 Targets: Russian and CIS users

* Reason: legislation loopholes

09/29/2010
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Tomorrow (with legislation loopholes) KASPERSKV%

 Various SMS Trojans for different platforms
* Increasingly sophisticated techniques
* Hundreds of criminalized mobile affiliate networks

* Multi-million ©
* Cybercrimina

ollar losses
S go unpunished

 Detection pro
 Targets: ?

nlems on simple mobile phones

09/29/2010
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New targets K ASPERS KV3

o [0 0 T Onl HEV -800-100-73-3
CHCTEMBI MMKDONNATEXEH Cnyxba aboOHeHTCKOW MOALEPHKKM 6-800-100-73-37
(3BoHOK M3 Poccuun DecnnaTHbI)

MHpopmMaunsa o CTOMMOCTN KOPOTKUX HOMEPOB ANSA
aboOHeHTOB

B pa3sHblX CTpAHAaX NPOLEHTHARA CTaBKA

[:.-“I'DEIHEI‘FD}'EHH Iv Homep 8012 LI T Haaag HIIC (M CTOMMOCTL NS 260HEHTA)
i MO¥ET BapEMPOBATECA

Mapanne
VpnaHgua Lena SMS ona aboHexTa Llena 5MS ona abonenta (c HOC)

GeocfVcnaHnA 0.84 gel 0.99 gel
KaaaxcraH
Magti[Kuprnana 0.84 gel 0.99 gel
NartewnA —
Nutea
Monewa
MopTyranua
Pocowa
ETE,D}KHKHCTEH
TaleaHb
YEpanHa
PpaHumA
Yexua
SJCTOHKWA
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Thank you! Questions?

Denis Maslennikov

Senior Malware Analyst, Mobile Research Group Manager

Kaspersky Lab
Denis.Maslennikov@kaspersky.com
http://twitter.com/hEx63

KASPCRIKY
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