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Purpose

Authentication
… who are you?

Integrity
… has what you’ve got been tampered with?
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Signatures in the physical world…
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Signatures in the digital world…
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-----BEGIN PKCS7-----
MIIXaAYJKoZIhvcNAQcCoIIXWTCCF1UCAQExCzAJBgUrDgMCGgUAMGgGCisGAQQB

gjcCAQSgWjBYMDMGCisGAQQBgjcCAQ8wJQMBAKAgoh6AHAA8ADwAPABPAGIAcwBv

AGwAZQB0AGUAPgA+AD4wITAJBgUrDgMCGgUABBT9dwcRaU+XH04Qja1rllaVtnBG

faCCEjAwggRgMIIDTKADAgECAgouqxHcUP9cncvAMAkGBSsOAwIdBQAwcDErMCkG
A1UECxMiQ29weXJpZ2h0IChjKSAxOTk3IE1pY3Jvc29mdCBDb3JwLjEeMBwGA1UE

CxMVTWljcm9zb2Z0IENvcnBvcmF0aW9uMSEwHwYDVQQDExhNaWNyb3NvZnQgUm9v

dCBBdXRob3JpdHkwHhcNMDcwODIyMjIzMTAyWhcNMTIwODI1MDcwMDAwWjB5MQsw

CQYDVQQGEwJVUzETMBEGA1UECBMKV2FzaGluZ3RvbjEQMA4GA1UEBxMHUmVkbW9u
ZDEeMBwGA1UEChMVTWljcm9zb2Z0IENvcnBvcmF0aW9uMSMwIQYDVQQDExpNaWNy

b3NvZnQgQ29kZSBTaWduaW5nIFBDQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC

AQoCggEBALd5fdZds0U5qDSsMdr5JTVJd8D7H57HRXHv0Ubo1IzDa0xSYvSZAsNN

2ElsLyQ+Zb/OI7cLSLd/dd1FvaqPDlDFJSvyoOcNIx/RQST6YpnPGUWlk0ofmc2z
LyLDSi18b9kVHjuMORA53b0p9GY7LQEy//4nSKa1bAGHnPu6smN/gvlcoIGEhY6w

8riUo884plCFFyeHTt0w9gA99Mb5PYG+hu1sOacuNPa0Lq8KfWKReGacmHMNhq/y

……….

……….
……….
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Digitally Signed Malware
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Microsoft Authenticode Signature Basics
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Public-Key Cryptography Standards
PKCS #7 , x509, etc.

Ensures authenticity / integrity of the EXE
… for the most part

A few references…
“Windows Authenticode Portable Executable Signature 
Format” (ms docx)

WinVerifyTrust function (MSDN)

http://download.microsoft.com/download/9/c/5/9c5b2167-8017-4bae-9fde-d599bac8184a/Authenticode_PE.docx
http://download.microsoft.com/download/9/c/5/9c5b2167-8017-4bae-9fde-d599bac8184a/Authenticode_PE.docx
http://msdn2.microsoft.com/en-us/library/aa388208.aspx
http://msdn2.microsoft.com/en-us/library/aa388208.aspx


Malware samples with digital signatures
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* NB: 2010/09 only up to Sept 15



Malware Digital Signature – FAIL!
Copy / Paste -- invalid hash
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EXE

decrypt



Malware Digital Signature – FAIL!
MakeCert.exe – generated test certificates
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¨Root Authority¨ 
Certificate

is not trusted



Malware Digital Signature – FAIL!
Rogue custom generated certificates
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Custom certificate
is not installed



Malware Digital Signature – OK
Illegitimate company registration
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Malware Digital Signature – OK
Stolen/compromised certificates
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Principal´s 
Private key

stolen



Online Fraud with Digital Certificates
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FakeAV Payment Sites
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SSL Certificate Re-use – FAIL!
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SSL Certificate Re-use – FAIL!

20



SSL Certificate Re-use – FAIL!
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Implementation issues
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Revocation Issues – Safe Defaults
Major browsers lack safe defaults

Gap with IE8/Firefox3 

Certificate Revocation Lists
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Revocation Issues – Response Time
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* NB: 2010/09 only up to Sept 15



Verification Issues – Permanent Timestamping

Authenticode timestamps preserve signature indefinitely
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Signature Timestamp Jan 25, 2010

Certificate Revoked  July 16, 2010



Verification Issues – Any Root Cert. Will Do…
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Troj/BHO-QP installs a rogue “Verisign” root certificate

Rogue ¨Verisign¨ 
Certificate installed

Rogue ¨Verisign¨ 
Certificate absent



What have we learned?
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Some things that we already knew…
Cheap and anonymous helps out the bad guys

… a lesson from .cn tld registrar
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Some things that we already knew…
End users will get themselves into trouble
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No, that’s what AntiMalwarePro is for!

Yup, I clicked on that ‘cleanup’ link.

The good folks at betasoft, of course.

It will cleanup my malware infection.



The AV Advantage… Automation

Plenty of improper use/abuse fodder for detection
Broken signatures

Certificate x-domain reuse
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The AV Advantage… Reputation Management

Revocation is broken

Certificate reputation
Fraudulent certs - Blocklist

CAs -- root vs. intermediate vs. compromised - Greylist

30



The AV Advantage… Enforcement Flexibility  

Auto-update mechanisms already in place

Escalate decision to the IT admin
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Thank you

Questions …?
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