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Digital Signature Fundamentals




Purpose

@® Authentication

@® ... who are you?

@ Integrity

@® ... has what you've got been tampered with?
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Signatures in the digital world...
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Digital Signature Basics — Object Signing
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Digital Signature Basics — Certificate Creation

\_

/ A Certificate Authority (CA) issues a certificate to a Principal \

Date.. >
| Pr1n01pal

“Name”

Date...

Public key

=] ¢

Principal
Public key

| hash I |

enerypt Signed
/’ > hash
& CA

Private key

/




Digital Signature Basics — Certificate Creation
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Digital Signature Basics — Certificate Creation
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Digital Signature Basics — Cert. verification
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Digital Signature Basics — Cert. verification
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Digital Signature Basics — Cert. verification
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Digitally Signed Malware
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Microsoft Authenticode Signature Basics

@ Public-Key Cryptography Standards
@® PKCS #7 , x509, etc.
@ Ensures authenticity / integrity of the EXE

@® ... for the most part

® A few references...

@ “Windows Authenticode Portable Executable Signature
Format” ( )

@ WinVerify Trust function ( )

H



http://download.microsoft.com/download/9/c/5/9c5b2167-8017-4bae-9fde-d599bac8184a/Authenticode_PE.docx
http://download.microsoft.com/download/9/c/5/9c5b2167-8017-4bae-9fde-d599bac8184a/Authenticode_PE.docx
http://msdn2.microsoft.com/en-us/library/aa388208.aspx
http://msdn2.microsoft.com/en-us/library/aa388208.aspx

Malware samples with digital signatures

Digitally Signed Malware
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124345 6 7 '8 10321218 2 4:°5°6 78 9101122 2% -4 561 B9

2008 2009 2010

== Malware with any digital signature = Malware with a valid digital signature

*NB: 2010/09 only up to Sept 15
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Malware Digital Signature — FAIL!
@® Copy / Paste -- invalid hash

Digital Signature Details 7| x|
s U —=E; Digital Signature Information
S This digital signature is not valid.
Name: [ aspersky Lab
Emak Pt avaiable - Signer information
Segning time: [Tussday, October 20, 20099:33]  Name: |Kaspersky Lab

mmm-rr—
e EXE :>E'

WeriSign Time St...  Not avalable _Tuesday, October 20, 200

" | . %/g

E
H
il
-
£




Malware Digital Signature — FAIL!

@® MakeCert.exe — generated test certificates

Digital Signature Details 7| x|

General | advanced |
% Digial Signature Information —EE; Digital Signature Information

o The certification path terminates with the test root
nok trusted with the current policy settings. The certification path terminates with the test root which is

not trusted with the current policy settings.

Signer information

Name: 5 . : -
proosch - Signer information

E-mai: Jiot avalable

MName: IMicrosoft

Sagning time: Jot avaiable

- (ortifiectte ‘
Name of signer:  E-mad address:  Timestamp l |
“Root Authority”
Certificate

1s not trusted
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Malware Digital Signature — FAIL!

@® Rogue custom generated certificates

Digital Signature Details 7| x|
General |Advanoed |
[—= Digital Signature Information

: A certificate chain processed, but terminated in a root
cert¥icate which is not trusted by the trust provider.

Signer information —2), Digital Signature Information
Namsl [Symantec Corporation : A certificate chain processed, but terminated in a root
E-mail faradnin@symantec.com certificate which is not trusted by the trust provider,
Skgring time: [Monday, December 14, 2009 2:50 _. - .
Signer information
Name: ISymantec Corporation
Countersignatures
Name of signer: | Timestamp ;3
Comodo Time Stamping Signer Monday, December 14, 2009 Cortifocts |
«| | > | |
Detas l

Custom certificate

x| 1s not installed
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Malware Digital Signature — OK

@ lllegitimate company registration

Ganeral | Advanced |

3, Digital Signature Information
R T cetmicate TP
i Wfmatn Genersl | Detaks | Certfication path |
e = —
o
E-mad: feodbetasofti.info Clticate Tt
Signing time: h"‘ 1 This certificate is intended for the followng purpose(s):
*Ensires software came from software publsher
sProtects softwars From aiter ation after publcation
e Issued to: betasoft lic

Name of signer:  E-mad address: ™ * Refer to the certfication athorky’s statement for detnll

Issuved to:  betasoft k

Issued by: UTN-USERFirst-Object

Issved by: UTN-USERFrst-Objmct

valid from 5/23/2010 te 5/24/2011 ¥alid from 5/23/2010 to 5/24/2011




Malware Digital Signature — OK

@ Stolen/compromised certificates

21
General | Advanced |
|
=3, Digital Signature Information
2] This dighal signature i OK. =12, Digital Signature Information
»1  This digital signature is OK.
[~ Signer information
Name: [Realtek Semiconductor Corp
Signer information
E-mai: [Nt available
e Paesory ze; 2010 7iae 1 |Realtek Semiconductor Corp
- Countarsignatures
Name of signer:  E-mall address: | Timestamp l ’
VeriSign Tme ...  Not avaiable January 25, 2010 7-... {
Principal’s
Detale | Prlvate key
stolen

1+




Online Fraud with Digital Certificates
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FakeAV Payment Sites

-

| You are connacted to
- fast-payments.com
which is run by
(unkvown)
Verdied by Equifax

prevent saverdeopping.

£5  Your connection to this veb site is encrypted te

!’Mom Information l

httpa://fast-paymaents. com/index.phptprodideantus_02_018afide

Enter your personal details

(" as it appears on Your card and Your card statement)

First Name:

Billing Address:

City:

State: Select State
2P Postal Code:

Country: Select please
Phone:

E-mait

Last Name:

Fully Secure & Encrypted r& Your Email Address and
Cvdening - Even Safer Than  [peumegal  Parsonal Information aee private

COwer the Phone

Tramsaction amount: $68.45

and NEVER resold

(Actavation fee: 51 50 10t price: 569.95l

Enter your card information

Select Card Type:  VISA

Card Numbes:

You are connected to

fast-payments.com

which is run by
(unknown)

Verified by: Equifax
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SSL Certificate Re-use — FAIL!

This Connection is Untrusted
You have askad Fusfos te connedt seourely te www hilgusicess 4o, hut va
can’t confirrm that your connection i tecwre
Marmally, vhen you try to comnact sacurely, sites will gresent trusted Idestfication

10 prove that yau are 4oing 16 the nght place. Hovever, Ths sfe's dantity (an be
verfad.

What Should I Do?

If you usually connect to this site vEhaout preblems, this emor coudd mean that
somesna |3 brping to rrgenenate the ste. and you sheuldn't continue

Get me owt of hoco'l

Technical Detalls b

vew, bilingsuiiess. com uses an invalid seounity cartficate

Thae certificate i3 enly valid for wev. bestbilngcerter. com

{Error code: sel_emor_bad_cert_domain)

I Understand the Risks TeCh nical Details

www.billingsuccess.com uses an invalid security certificate.

The certificate is only valid for www.bestbillingcenter.com
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Implementation issues
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Revocation Issues — Safe Defaults

@® Major browsers lack safe defaults
- - Internetoptions x
® Gap with |IE8/Firefox3 2

Genevdl SMI P""WI CWI Corlnchms' Programs  Advanced
Certificate Revocation Lists Sewax
5 Secuiy a]

] Allow active content ficen CDs to run on My Compuier

] Allow active content to run in files on My Computes

[ Adlow software to run of nstall even i the signature is nvald

Check for publisher's cartificate evocation
|j:' ] Check for sarver carttificate ievocation (lequres restar) -':I

" Check ior sgnatures on downloaded programs )

[ Do mot save encypled pages to disk

[ Empty Temporaty Internat Fles folder when beowser is closed
Enable Inlegraled Windows Autharbcation [requires reslail)

she cerlifcaes J

en secue and not secure mode -
| b|

Restore Detouks |

Check for publisher's certificate revocation
[] Check for server certificate revocation [requires restart])
Check for signatures on downloaded programs

OK Concel | 2oy |
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Revocation Issues — Response Time

Malware Arrival vs. Cert. Revocation

1.2 4 526 F B 1N I13211: 2 '3 &5 F B.9008010.52 3 456 &89

B Malicious cert. already revoked B Malicious cert. not yet revoked

*NB: 2010/09 only up to Sept 15

23




Verification Issues — Permanent Timestamping

@ Authenticode timestamps preserve signature indefinitely

3 20
Gererdl | advarced | . .
SRR Signature Timestamp Jan 25, 2010
This dgtal signature & 0K,
Soner infoemation
Narve: Pwd Senkcondctor Corp /
C-nal: M.\»m .
i, (e Certificate Revoked July 16, 2010
f vew Contente |
Countersignatures
r“ﬁ wﬁ:, m 010 7
=), Digital Signature Information
- | *4%] This digital signature is CK.
L Signer information
Name: [Reakek Semiconductor Corp
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Verification Issues — Any Root Cert. Will Do...
@ Troj/BHO-QP installs a rogue “Verisign” root certificate

v Command Prompt . o+ Comeand Prompt

J a1l \directdbres.dils
Verified: 11r1m‘i Pyosoce:
Syriiry Hat 5:12 Fnl 5/26/2010 . sag = CENEE
FLJL-]‘] h»-'r h11| rosoft Corporation FuU‘n‘h»—-r M1 r"--ff Co rpnrdfjun

Rogue “Verisign” Rogpe “Verisign”
Certificate installed Certificate absent




What have we learned?

26




Some things that we already knew...
@ Cheap and anonymous helps out the bad guys

@® ... a lesson from .cn tld registrar

.cn TLD spam domains by day

| 400000

| 350000 —f- —t

| 300000

| 250000

| 200000

| 150000

! 100000

50000

i |||1..|In.||I.....ulllll ||||||

$ S =) ) o Q ) o) o o [
o 0c¢,\° & ’LQ\& ,\-'\‘P °,,,\\ \Q\'» \,\\\ ’L‘\ W 6‘\\’ KRR
\\0 ‘\1'\ \‘\' \q' '0’\ Q¢ 6‘\ Q\ 0\\

Ll

\'9
@
o”\ 6‘\ 6"\ 6"(" 6&

M .cn TLD domains seenin spam messages
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Some things that we already knew...

@® End users will get themselves into trouble
X

Do you want to run this software?

Name: AntiMalwarePro
Publisher: betasoft lic

iIMae wuons Run Don't Run

g While Files Ffrom the Internet can be useful, this File type can potentially harm
your computer. Only run software from publishers you trust, What’s the risk#

Have you scanned the file for
viruses?

Did you ask for the file?

# Do you know who published the
file?

# Do you know what the file will do to
your computer?

Related Topics

No, that’s what AntiMalwarePro is for!

*

Yup, | clicked on that ‘cleanup’ link.

The good folks at betasoft, of course.

It will cleanup my malware infection.
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The AV Advantage... Automation

@ Plenty of improper use/abuse fodder for detection

@ Broken signatures

@® Certificate x-domain reuse
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The AV Advantage... Reputation Management

@® Revocation is broken

@ Certificate reputation

@® Fraudulent certs - Blocklist

@® CAs -- root vs. intermediate vs. compromised - Greylist
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The AV Advantage... Enforcement Flexibility

@ Auto-update mechanisms already in place

@® Escalate decision to the IT admin
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Thank you

Questions ...?
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