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Overview

* Windows 7 Impact Upon Rogue AV?

* Key Security Features Examined
— User Account Control (UAC)
— Windows Defender

 Win7 Tests of Rogue AV & Malcode
e Legacy Code and Adapted Codes for Win7
e Key Takeaways of Anecdotal Research
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Key Security Features

* Notification area settings Control Panel

 Windows Defender
e User Account Control (UAC)
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Notlf cation Area Control Panel

e Allows modification of taskbar icon and
notification behavior

=
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& Act : .
I3 ﬁ_kcltu:urlﬁge.nter . i |5hm-.r|ccrn and notifications T|
Solve PC [ssues: 2 important message
I{D merfrk P T—— |5how icon and notifications v|
Q) \{D|Llr:r'|E S |5howiccrn and notifications v|
Speakers: 100%
W Wlndu:uws Explu:ur_ler s |Clr1|],f show notifications v|
fely Remove Hardware and Eject M
ﬁ ‘-waareTu:u:ulstra}r application |Gr1|],r R T|
ware Tools can be upgraded
H S}rslnternals Process Explorer |Clr1lj,r e v|
CPU Usage: 0%
1
¢ U:r_ITEC Exe,__q_w |Gr1|],r show notifications v|
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Windows Defender \ - W
e The included spyware monitoring package for
Windows Vista and Windows 7

e Can be disabled or limited by the end user
e Moderately successful at catching malicious code

Windows Defender Alert

@ Review harmful or potentially unwanted software

Programs that might compromise your privacy or damage your computer were detected. What do the
alert levels mean?

Detected items Alert level Action Status
kd Trojan:Win32/FakeXPA Severe Remove ¥ | Active

Clean system ] | Apply actions | | Close |
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User Account Control (UAC)

e Introduced with Windows Vista
e Effective, yet perceived as an annoyance

%l User Account Control

| ¢ Do you want to allow the following program from an
~2/ unknown publisher to make changes to this computer?

Program name:  INTERMETAMTIVIRUSPRO.exe

Publisher Unknown
File origin: Hard drive on this computer
¥ | Show details Yes |[ Mo

Change when these notifications appear
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs frorm making changes to your computer.

Tell me more about User Account Control settings

Always notify

Mever notify

Default - Motify me only when programs try to make
changes to my computer

® [on't notify me when [ make changes to Windows
settings

o Recommended if you use familiar progrars and visit
familiar websites,




The Purpose of UAC

NOT a security boundary but rather a
convenience.

An attempt to take advantage of the fact that
most Malcode requires admin rights to
function properly.

L] L]
L~ MAAI ] [ ] L~ llﬁﬂﬁ Alﬁlﬂﬁ -~

Prevents modification o
registry hives.

Prevents full compromise, not necessarily full
functionality.
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Testing Malcode in Windows 7

e Codes tested in a Windows 7 environment fall
Into two main categories:
— Rogue AV
— Trojans

e Tested with UAC at “Always Notify”, Windows
Defender on and updated, and no traditional

AV.
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e Designed to intimidate
 Chosen for testing because of:
— Popularity
— Potential impact of Windows 7 security features

e Typical attack vector involves online
exploitation

e The con artist of the malcode world
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o AKM Antivirus 2010 Pro

@ AKM Antivirus 2010 Pro  Heips Protect your BC 3 ) Windows

is in danger

_:5._- | System Scan | O Scanning for viruses ¥
! ARM Antiviruzs 20010 Pro evaluation
Syst Thiz werzion of Ak Antivirug 2000 Pra is for evaluation purposes anly.
A The removal feature iz disabled. You may zcan your PC ko locate malware
& Priv: threats.
3 Fleaze purchasze the full version of AKM Antivirus 2000 Pro o remove g 15
_ identified threats. .
i re and viruses
@ Firet »  Purchaze full verzion | * Continue Ewvaluating |
Upd.
Q P AKM Antivirug 2010 Pro activation
p B Sett - |f your have already purchazed a licenze, pleaze enter activation code;
T, )
&") ert level -
0 - 3
*‘ Ente @ Activate AKM Antiviruz 2000 Pro Mowl -
ETTOVADTE TTea.
G sumpor T
4 4k Trojan.Win32.Agent.azsy
) i Alert level: Medium
. _You Security Status: "This malicious orooram is a Troian. It is a Windows  Trojan MEDILIM il
' At Risk < - |
" Activate Protection [ — ]
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Success by Accident

 Rogue AV does not typically need extensive
control or rights

 Many are unintentionally successful...
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Prograrm name:  Antivirus?.exe
Publisher: Unknown
File crigin: Hard drive on this computer

(w) Show details Y || No |

Change when these notifications appear

a Antivirus?7.exe has stopped working

Windows can check online for a solution to the problemn.

2 Check online for a solution and close the program

2 Close the program

(v) View problem details




Trojans

e Often a secondary payload

 Extremely varied, but usually designed to
control and/or glean data
e Via: Keylogging, DDoS, form injection, webcam
control, and more
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e Typically need admin access
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***STOP: 000000001 (000000000, 0xF73120AE, 0:xC0000008, 0=xCO000000)

A spyware application has been detected and Windows has been shut down to
prevent damage to your computer

SPYWARE.MONSTER.FX_WILD_0=00000000

If this is the first time you've seen this Stop error screen, restart you
computer. If this screen appears again, follow these steps:

Check to make sure your antivirus software is properly installed. If this is a
new installation, ask you software manufacturer for any antivirug updates
vou might need.

YWindows detected unregistred version of Antivirus 2010 protection on your computer.
If problem continue, please activate your antivirus software to prevent computer
damage and data loss.

** SHV.5YS - Address F73120AE base at CO000000. DateStamp 36b072a3
Beginning dump of physical memory...

Physical memory dump complete. Restarting...
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Prograrm name:  bytedefender.exe
Publisher: Unknown
File arigin: Hard drive on this computer

(v) Show details

If this program didn't install correctly, try reinstalling using settings that
are compatible with this version of Windows.

Program: bytedefender
E Publisher: bytedefender
Location: Ch\Usersh \Desktop'bytedefender.exe

® Reinstall using recommended settings

= This program installed correctly

o What settings are applied?



Rogue Anti-virus

Malcode Result of Installation Attempts
AKM Antivirus 2010 Success: Installed with full functionality

Antivirus 2010 Partial: Ran initial scare tactics; failed to install.

Digital Protection  Partial: Ran initial scare tactics; failed to install.

Rapid Antivirus Partial: Ran initial scare tactics; failed to install.
Security Tool Success: Installed with full functionality
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— Thwarted initially....

...but then adapted

o[ 1« Users » » AppData » Roaming » Ayt v [ %3 |[ Search £

Organize = Include in library « Share with = Burn Mew folder

~

* Favorites MName Date modified Type
B Desktop 5/10/2010 4:59 AM  Applic
m Downloads

"5l Recent Places

Libraries
Docurmnents
J'I Music
[ Pictures
™ videos




Spy-Net  Success: Installed with full functionality.

SpyEye Success: Installed with full functionality.
Zeus Success: Installed with full functionality. Adapted
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Interest in the Underground

e Common questions, Easily answered
e Actors adapt: Following the money

M . I )T " n -
n00b 2 on: February 19, 2010, 11:27:36 pm
Posts: 3 Hello Community,
Reputation: 0
' I 'm locking for the best RAT, who is compatible with Windows 7 and runs very stable! Previously, as T know Bifrost, Poison
‘v . vy, Shark and Spy-Net were very wall known. But since Vistz/Win7 they are all have difficultes.

What would you recommend?

PS: Somry fir my language, english is not my mother tongue 9
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Key Takeaways

e Rogue AV: From accidental success to trendsetter
o Kernel level access difficult to obtain

e Zeus: A microcosm of the Malcode community

e UAC s a big step in the right direction

e Additional defenses are recommended
— Data Execution Prevention (DEP)
— Network level filtering
— Patching
— Traditional AV
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Questions?




