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Arrival 



Arrival 
FakePlayer 

 

 

 

Found in August 2010 

‘Legitimate’ app: Movie Player 

Simple SMS Trojan 

Used a black SEO for delivery 
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Statistics 



Statistics 
Mobile malware 
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36% 

48% 

11% 

2% 3% 
Platform distribution 

Android

J2ME

Symbian

Windows Mobile

Others

Total 3194 modifications 273 families 



Statistics 
14 months 
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49% 

46% 

3% 1% 1% 

Platform distribution 
01.08.2010 – 01.10.2011 

Android

J2ME

Symbian

Windows Mobile

Others

Android 1144 

J2ME 1055 



Statistics 
Android vs. All 
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Variety of malware 
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Premium rate SMS 

 

Send expensive SMS messages 

Popular in Russia, China 

Requests permission to send SMS  
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Data Theft 

Steals multiple types of personal information 

• IMEI 

• IMSI 

• Language 

• Country 

• SMS messages 

• Call logs 

• Contacts 

• … 

Uploads to a remote server 
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DroidDream 

 

March 2011: DroidDream Trojan arrives in Android 

Market 

More than 50 different apps in Android Market 

Complex malware with: 

• data theft functionality 

• root exploits 

• botnet-like capabilities 

Tens of thousands of infected users 
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Spyware 

 

 

Spying tools created for 

  ‘educational purposes’ 

Usually are not very expensive 

Often require physical access 

   to target phone 
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Man-in-the-Mobile  

 

 

ZitMo: ZeuS-in-the-Mobile 

SpitMo: SpyEye-in-the-Mobile 

Target: mTANs 

Malware incarcerated 

   for specific purposes 
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Three pillars 
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Money 
• SMS Trojans (or dialers) 

Data 

• ‘Steal-everything’ malware 

• Spyware 

Target 
• ‘Targeted’ malware 



Malware sources 
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Malicious websites 
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Malicious websites 
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Android Market 
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Alternative Chinese app markets 
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Evolution of affiliate networks 



Current state 
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News feed 
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Malware generator 

 

 

Number and cost of SMS 

• From $1 to $10+$5+$5 

Type 

Name 

Icon 

Size (20 – 3000 kB) 
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CMS for websites 

Own CMS 

• Based on legitimate ‘DataLife Engine’ 
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CMS for websites 

Own CMS 

• Based on legitimate ‘DataLife Engine’ 

QR module was added on August 25 

 

 

 

Based on Google Chart Tools 
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Malicious QR code 
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$$$ 
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$$$ 
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~$2200/5 days 

~$5800/5 days 



Conclusions 



Conclusions 

In terms of numbers 

• Android has already beaten Symbian 

• Android will beat J2ME very soon… 

– …at least till the end of 2011 

In terms of complexity 

• More complicated examples 

• More simple examples 

Number of malware sources can be reduced 
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Conclusions 

In terms of numbers 

• Android has already beaten Symbian 

• Android will beat J2ME very soon… 

– …at least till the end of 2011 

In terms of complexity 

• More complicated examples 

• More simple examples 

Number of malware sources can be reduced 

It’s time for… 
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