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Arrival
FakePlayer

Alarm Clock  Browser Calculator Camera

»Found in August 2010 |
»‘Legitimate’ app: Movie Player 'ﬁ ﬁ'

Car Home Contacts Custom Dev Tools

»Simple SMS Trojan Locale
»Used a black SEO for delivery = é | ’

Email Gallery Messaging Movie Player

Cettines Spare Parts
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Statistics
Mobile malware

Platform distribution
2% 304

® Android

m J2ME

= Symbian

® Windows Mobile
m Others

48%

Total 3194 modifications 273 families
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Statistics
14 months

Platform distribution
01.08.2010-01.10.2011
3% 1% 1%

49%

® Android

mJ2ME

= Symbian

®m Windows Mobile
m Others

46%

Android 1144
J2ME 1055
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Statistics
Android vs. All
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Variety of malware
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Premium rate SMS

»Send expensive SMS messages
»Popular in Russia, China
» Requests permission to send SMS

v Services that cost you
money

CRAC

SENAa > Messages
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Data Theft

» Steals multiple types of personal information

* IMEI

* IMSI
 Language

- Country

* SMS messages
- Call logs

» Contacts

»Uploads to a remote server
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DroidDream

»March 2011: DroidDream Trojan arrives in Android
Market

» More than 50 different apps in Android Market

» Complex malware with:

- data theft functionality
* root exploits
* botnet-like capabilities

» Tens of thousands of infected users
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Spyware

NICOLA

» Spying tools created for
‘educational purposes’

»Usually are not very expensive

» Often require physical access
to target phone
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Man-in-the-Mobile

%m 8 2:33em

»ZitMo: ZeuS-in-the-Mobile H HL “ D*f.
»SpitMo: SpyEye-in-the-Mobile

Locale

> Tar g et m TA NS Email Gallery I‘u’lez-zaging Music
» Malware incarcerated . # .
for specific purposes Setings  Spare Paris  Speech

Trusteer
Rapport
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Three pillars

 SMS Trojans (or dialers)

» ‘Steal-everything’ malware
* Spyware

» "Targeted’ malware
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Malware sources
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Malicious websites

Opera Ha cMapTdoH Opera Ha TenedoH Opera Ha KOMMbIOTED

OPER A ...... « Alcatel, BenQ, Fly, LG « Windows

phoneru Apple Phone . Sagem, Samsung, Sien

A - SonyE

Co3znan cebe yHuKkanbHyto Onepy 1 3akayan Ha cBou
MOOUNbHbIN TenedoH

yHnbiibil Gpaysep CBoiA TenegoH,

3arpyauis ceityac

Opera Ha Android Hasurauums

3QpascTByWTE, Nepeitaem cpasy K aeny. Android — 3TO A0BONLHO HOBas OMNepaLVnoHHas cucTeMa ans (=5 Opera (Onepa)
MOBUNBHBIX NNATHOPM, KOTOPas BbllNa COBCEM HEAABHO, HO YIKe YCMEeNna XOPOoLO 3aKPEnuUTbCS Ha PbIHKE 1 [ Opera Ha KoMMbioTEp
HabupaeT nosuuMK. KOHEYHO, TaK OHO M JOKHO 6bITh! Beab 3Ta caMas NpoAyMaHHas onepaLuoHHas
CUCTEMa, pearnbHbiM KOHKYPEHTOM KOTOPOW ABNAETCSA, HABEPHO TOMBbKO MacOS ans MOBWMbHLIX NAaTdopM.
@yHKUMOHaNbHOCTb Android o4eHb BbICOKA, U, YTO CaMOe rMaBHOe, OHa MOCTOSHHO OBHOBNAETCH, (X Opera Ha iPhone
[[063BNAIOTCA HOBbIE OYHKLWMM, UCMPABNAIOTCA HEKOTOPbIE HEAOYEThI MPOLBIX BEPCHIA, HACTPanBaeTCA [= Opera Ha Windows Mobile
CTabWNbHOCTb PaboTbl ONpPeAeneHHbIX CTaHAAPTHbLIX NPUIOKEHWI, OAHUM COBOM, 3Ta PEBOMIOLIMOHHAA OC
WAET B HOry CO BpeMeHeM. HECOMHEHHO, YTO NpW TakuX TeHaeHUusX, nnatdopma Android cocTaenseT
BECOMY0 KOHKypeHuumio Windows Mobile n Symbian. (= Opera Ha Android

[Z3 KoHCTpyKTOp Opera

[ZJ Opera Ha TenedoH

[ Opera Ha Symbian

MOMMMO CTaHAAPTHBIX NPUNOKEHMIA CYLIECTBYET elle Ky4ya ApYriX, KOTOpbIE MOMYT OBMerYnTh Xu3Hb
cBOeMy 061agaTento, 06 OAHOM M3 HUX Mbl 1 MOTOBOPUM HIKe. Kak Bbl yike 40raganich, TEMOI MOEro
pacckasa 6yaeT Opera Ha Android. Huke Bbl CMOXETe NpoYnTaTh, B YEM MPEMMYLLECTBa onepbl Ha Android = Owmbku Onepsl

(X Hacrtpoiika Onepbl
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Malicious websites

| ¥ &
\ -
. -

BLACK S€0
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Android Market

Gmail Calendar Documents Photos Reader VWeb mora v Sgnin

@ Android Market ANDROIDAPPS ¥ | BOOKS ¥ a

#® APPS BY MYOURNET

Fallmg Down
YOURHET  RACING

|'| ' h ke h (1)

Hese iz the classic version of fallng doan game. This game 15 a simple bt

Visit Website for myournet >

fast-.paced and addictive game. Just tikt your device or use trackbal or touch
scraen (dape

5uper Guitar Solo
YOUNMNET « ENTERTAINMENT

l'l ok (19)

Supar Guitar Solo, Android's most popular pocket guitar played by Enc
Clagton on TV! Super Guitar Solo 55 Androwd's most popular velual guitar. Uss
110 play to you..
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Alternative Chinese app markets

BERR | WAPRR | RIEBEIR

IMobile
FHZRX

BEHEESNFH

B &E B B8 APK  FHZRBF S9F 2FHXE Bk

f ) @ P 2R (W R R K-Java %N ERR @ Fhitk ’O‘ B ®E FR BINTH SHEN
1y UR £8 ‘ R I8 AT | Q | &RF RERAE Q RoER | I SR TR 3G | RN T3 R
gy B HOB FH 8F APK ZRF FHxe HHT 245 4R itEWE +R Wig 3158k BE EERHE BH
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Evolution of affiliate networks
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Current state

[nasHan Y10 30ech nponcxogut MNpenmyulecrea Bonpoc-oteet MNpasuna

i

~'o"~ kMM‘:'».‘ M&wpw»mcm'm\ams::mwmiﬁﬁp‘i.f‘w%vm.l-ﬁv«‘.;.\Yfe:mmufs:z\‘.
Hobpo noxanosatb Ha ZipWap.ru!

ZipWap.ru - napTHepckas nporpamma, No3BonsAtoLLas MakCMMaNbHO NPOCTO U 3PPEKTMBHO MOHETU3NPOBATL
MOGHTBHYIO ayANTOPKIO. MIMEeA NoB0oe KONMYECTBO MODUNBHOTO TPAHKa Bbl MOKETE MAKCMMANbHO NPUOLINBHO
KOHBEPTMPOBATL CBOIO AYAMTOPHIO HA HALLWX PeLeHNAX. Mbl npeanaraem Cambli LMPOKUIt BbIGOP
NPOMOMATEPUATIOB U CAMbIE BbIFOHbIE YCNOBUSA paboThi.

o2 SR AN AN S

3a0uinu napons?
Bam ocTaeTca TONbKO HalTK Tpaguk, a 000 BCeM OCTAanbHOM N03aboTUMCS Mbi!

Y3HaiTe Bonblie 0 cxeMe paboThl NapTHEPCKON Nporpammbl ZipWap.ru! Hayatb 3apa aTbiBaTb!
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News feed
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CratMcTnka Mpomo Mpoduns TUKeTbl HoeocTtin Bbinnatbl Pedepansi
— Banauc: h 2
l a MpoLeHT Bue
vy e ' M
Hoeoctun
Tex. paboThl

Bnixe k Bevepy DyoyT NpoBoAUTCA NNAHOBbLIE TEXHWUYeCKHe paboThbl NO HapalWWBaHUo MOWHOCTER. B CBA3K ¢ 3TMM BO3MOMHbI BpEMEHHbIE
nepebown B paboTe.
MpocuM 0THECTUCE C MOHMMaHWENM, HE NaHWKOBaTk. Bac ox1aaeT oYeHb A0CTONHAA KOMNEHCaLWA 3a NpMYeHeHHble HeynobcTea.

Kypc nonnapa
Mo MHoroYrcneHHeIM NpocsBam Teneps ¥ HAc NPOW3BOAMTCA CHHXPOHU3AUMA Kypca pybne/gonnap ¢ UB P®. Tak xe gobagunyu MHOTMMI Kenaemyro

thyHKUMIO 330aHuA cobeTeeHHOro Kypea. B cnyyae, ecnu Bel BeICTaBKTe Kype B pasaene Mpodune, oH ByaeT MMeTs NPUOPUTET MO OTHOLLEHHID K
kypcy MNMN. Ycnewxoi paboTe!!

YKpauHa
BosobHoBneH npuem cmc oT aboHeHTOB YKpauHC KUK onepaTopoB. YonewHoih paboTsi!

OBHoBneHnA

Ha 37Toit Hegene NogroToBUNM pAA MENKKX AopaboTok:

-} yBENWMYEHEI OTYMCNEHNA No cTpasam CHI,

-} aopaboTtad MynbTH Mogynk;

-} QR-koabl B Mogyne DLE Tenept ABNAKTCA HE TOMNBKO KOAOM ANA CKAHWPOBaHWA, HO W CChINKOM HA MUANET,

-) nobaeneHa BO3MOKHOCTb YKa3aHWA AMana3oHa pasmepos MuaneTos B mogyne DLE (y Hac paGoTaeT asToMaTH4ecKoe onpefeneHne pasmepa, Ho
ECNW pasMep He OnpegfeneH Ui NpeBbIWasT YCTaHOBMNEHHBIA BaMK AMana3oH, To Balu HacTPoiku ByoyT MMEeTs NPUoOPHTET NpK reHepaLyui
MUaneTa).

YenewHoi paboTe!

Buinnatsi
MNpow3eeneHsbl BeINNaTel 3a nepuog 19.09.2011 - 25.09.2011. He 3abeigaiiTe NnapKoBaTe CEOM AOMEHBI. YcnewHoi paboTel!

HoBoe Mpomo: .htaccess ynakoBUMK

He 3Haem kak Tenepbt aHOHCWPOBaTh HallK oYepefHble 0SHOBNEHNA M BKYyCcHOCTK. VX BCerga Tak MHOMo, YTo He BCE YCNEBaT NOHATL CMbICA W
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Malware generator

Cratnctnka MNpomo Mpodwune TukeThbl

»Number and cost of SMS ZipWap,
* From $1 to $10+$5+%$5

< Typ € Co3pnaHue Mugneta

» Name

Kon-so CMC 105+55+5% v
b I C O n CyOakkayHT

Tun Muaneta default ~
’ Size (20 — 3000 kB) Android ~

URL danna: URL

HassaHWe NpUNoKeHnA: Malware

WrkoHka daina:{jpg, pna) OBaop...

Paamep muaneta(20-3000k0) Size
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CMS for websites

»Own CMS
- Based on legitimate ‘DatalLife Engine’
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CMS for websites

»Own CMS

- Based on legitimate ‘DatalLife Engine’
» QR module was added on August 25

ObuoeneHue moayna DLE: QR-koab

TpagwyuoHHo cnewnn obpafosaTs NapTHEPOE CBEXEHBKUM tyHKUWoHanoMm. OBHosneHd mogyns DLE. Hogaa dumwka - , KoTopkle cefvac
nproBpeTatoT Bee BonbLWYH NONYNAPHOCTE 3@ CYET NPOCTOTHI Nepeaayn AaHHbIX M NPOCTOTEl B3aUMOAecTBUA C NONb30BaTENeM, a TaK xe
Gnarogapa NpoABKEHWHD OAHHOA TEXHOMOMMKM CO CTOPOHbL! paspaboTyukos Android.

[aHHas HafcTpoiiKa No3BONAET BIBOAWTE Mo 0GLIMHBIMU CChINKaMKM Ha KOHTEHT W3obpakerna QR-konos. MNonb3o0BaTtens, HageaA KaMepy CBOETD
TenegoHa Ha u3oDpakeHue NoNyYaeT CCbINKY Ha MUANET. Tem caMbiM HacTHYHO pewaeTcA npobnema c AB 1 yBENWYMBAETCA KOHBEPCHA, NOTOMY
YTO H03EpY HE HYKHO CHAaYano cKa4yMBaTk MUONET Ha KOMMBITEp, a 3aTem NepeHocHTe Ha CBOIA annapar, oH DyneT ckadveaTbCcA NpAMo ¢ Tenedona.

Ona paboTtel QR-kogos Heobxogumo 0OHoBMTE Mogyne DLE, a Tak #e BeINONHUTE HOBBIA War (8) M3 MHCTPYKU MK NO HACTPOAKe MoaynA.
YcnewHoi paboTel!

» Based on Google Chart Tools Google Chart Tools: Infographics
[m] =% ]

[=

“ou can create a R code on the fly with a URL GET request.

. com,/chart?cht=qr&ch
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Malicious QR code

MpocTo BBEOMTE BO BCTPOEHHLIA Gpay3ep cBoero TenedoHa Cohinky:

& http:/ Tu/fimm.apk

-
»[m]
ol o al"ula’s

o ol
I.-I:_'_l

gt
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$5$

CraMMBAHMA | T : PaTuo crC sk CymMma | T
22.07.2011 4350 245 1:17 320311 p. 0.00 p. 13933.585 p.
23.07.2011 4385 243 118 318005 p. 0.a0np. 13944 40 p.
24.07.2011 1634 221 1:20 2910.50 p. 0.00 p. 13487 25 p.
26.07.2011 4932 406 112 2400.21 p. 0.a0np. 16939.85 .
26.07 2011 2068 212 1.12 J389.48 0. 0.00 p. ob93.92 n.

lITara 209149

kE3HMBIHMA | T CME
22.07.2011 16234 835 114 2922.08 p. 0.00 p. 47437 23 p.
23.07.2011 11482 627 1:149 274636 p. 0.00 p. 3290693 p.
24.07.2011 10378 a72 1:18 296934 p. 0.00 p. 30814586 p.
25.07.2011 18017 49495 1:18 2570.04 p. 0.00 p. 46304 .34 p.
26.07.2011 7370 329 1.22 217371 p. 0.00p. 16035.01 p.

lTToro
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$$3

CKaHHMEaHMA | T : FaTio cMmc [0 b CymMMa | T

22.07.2011 4340 0.00 p. 13433585 .
23.07.2011 4385 0.00 p. 13944 50 p.
24.07.2011 4634 ~$2 2 00/5 d ayS 0.00 p. 13487 .25 1
25.07.2011 4932 0.00 p. 16939.85 n.
2607 2011 2568 0.00 p. 8693.92 .

CKa4MEaHMA | T CHIEC PaTHO CMC 2. CyMmMa | ]

32.07.2011 16234 0.00 p. 4743723 .
33.07.2011 11982 0.00 p. 32006.93 p.
2407 2011 10378 ~$5800/5 d ays 0.00 p. 061566 p
25.07.2011 18017 0.00 p. 4630434 p
26.07 2011 T3T0 0.00 p. 160535.01 p.
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Conclusions
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Conclusions

»In terms of numbers
* Android has already beaten Symbian
* Android will beat J2ME very soon...

—...at least till the end of 2011
»In terms of complexity

* More complicated examples
* More simple examples

» Number of malware sources can be reduced
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Conclusions

»|n terms of numbers

* Android has already beaten Symbian
» Android will beat J2ME very soon...

—...at least till the end of 2011
»In terms of complexity

* More complicated examples
* More simple examples

» Number of malware sources can be reduced

> It’s time for... ﬂl | II"I
B
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Thank You

Android Malware I1s on the Rise

Timothy Armstrong, Researcher, Kaspersky Lab
Timothy.Armstrong@kaspersky.com

Denis Maslennikov, Senior Malware Analyst, Kaspersky Lab
Denis.Maslennikov@kaspersky.com, @hEx63

07.10.2011, Virus Bulletin Conference, Barcelona, Spain m



