Web Browsers: A History of Rogues
Chris Boyd, Senior Threat Researcher — GFI Software
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2006/07: Interesting Times

Adware industry VS the FTC, NYAG, rest of the World
Slowly moving away from desktop fireworks
Rogue browsers: an attempt at stealth

Many tactics shared by Fake AV groups
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February 2006: RedBrowser

Downloaded from the net or via bluetooth
Claims to send free SMS
Sends SMS in an infinite loop

Phone owner charged for each message

RedBrowser

CAegyouee onHCIHME
nporpamuel RedBrowser
JlaHH3A NporpaMMa
NO3BOAAET NPOCHATPMEATL
WAP CcTpaHMLEl HE HCNONL3IYA
coeguHeHqe C GPRS.
RedBrowser CBA3LIBAETCA C
5HS cepeepoM BaWIEro

Options -
Image Copyright @ F-Secure Corporation
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April 2006: YapBrowser

A/Yap

Download yapbrowser Adull ervion




April 2006: YapBrowser

; 100% free
8 gallerys for aduliS i
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April 2006: YapBrowser

YapBrowser is a browser which will male searching for any information online much simpler. Dovwnload YapBrowser for free and forget about getting te sites containing
harmful expleits. Your computer will be free from viruses breeding online. Attention! You can download a 100% free adult version of YapBrowser. There is a 100%
guarantes no system infection will occur when vsing our software. YapBrowser is the only browser which gives you safe search and browsing capabilities. Now you can
download free!
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April 2006: YapBrowser

Webmaster Login
Passnord [

enter




April 2006: YapBrowser

V YapBrowser

|
|
| - |
’ C» E@j G’T ' Wi, microsoft. com '

Site Name: SHADOW COMMUNITY

Description: New site for you”'
__||:|| new Red L_:qu:n:ln site {C

Premew Yes Pnce 9.00.% fm 1 month

Site Name: YOUNG PASSION
Description: New site for you!!!
nrlfh»::r new extreme site from Red Lagoon

area,

Preview: Yes Price: 79.00.% for 1 month

Site Name:

URL:heep S

Site Screenshot:

URL: ey

Site Screenshot:




April 2006: YapBrowser

Larges Lolitas Photos and Video Archive LOLITA THUMBNAIL GALLERY ...
T ey v Lo

P 21k - Cached - Similar pages

Pass Board Teen Preteen lolitas

members : http:

- 20k - 24 Apr 2007 - Cached - Similar pages

LOLITAS BBS

20k - 24 Apr 2007 - Cached - Similar pages

LOLITAS BBS

_ - 20k - 24 Apr 2007 - Cached - Similar pages

In response o a legal request submitted to Google, we have removed 8 resuif(s) from this page. If yvou wish, vou may read more about the
request at ChillingEffects.org.
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April 2006: YapBrowser

your time

Hello dear visitors! Recently there were events
which have spoiled reputation of our site and our
program not on our fault.

some links of our browser direct on 404 page on
which our hosting provider promoted an illegal
content. At present time we solve the given
situation and we apologize before all victims.
Including our partners which sponsored to us
installation of a browser. have suffered most of
all. Separate apology to them. We promise that
will not repeat such thing.

Download

d

pcas h.com contact: su PpRor t@g,-a pbrowser.com




April 2006: YapBrowser

& hi, Christopher {yapbrowser) - Thunderbird
File Edit Vew Go Message Tools Help

. 2 B B lw g X § & 3

Get Mail W}i_t-e Address Book Reply Reply all Forward Delete Junk Print Stop

—

= Subject: hi, Christopher {(yapbrowser)
From: John Sand:
Date: 11/05/2006 14:33

To: I

Hello, Christopher!

After recent events happened with my project I have
started to read constantly your blog.

Also has noticed, that you are very aggressively set
up not in my benefit.

Understand, if I was involved in all these illegal
actions, I would not began to justified on public.
Probably I would not be such person whom I am. Yes, I
understand these people are ugly creatures, with them
it is necessary to struggle all ways, but understand,
Christopher, I would be glad with them to

understand and solve all problems. Understand, that I
am not involved to this. &s I could has helped to
public in this problem. My fault consists only that I
have contacted unknown to me people, and for this wvery
rmuch regret as has lost the projecg and whether is
confident there can be work now. “2)

You speak that i have more installations of the
program. It became probable more after when my site
becawe popular in bad sense *SE After that I did not
keep

up how many person install my prograwm, and zango have
disconnected my account. Whether understand me also

t.!!lnE 1T 138 necesSsary to accusSe 1nnocent peop!e. !C

seems to me looks not beautifully.

N K
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April 2006: YapBrowser

2006
3 pages
Feh 21,2006 *
Apr 23, 2006 *
Apr 23, 2006 Download vapbrowser: Adult ersion

YapBrowser is a hrowser which will make
: 3 ing for any inforraation online rauch
B s e o
Link Properties ghout getting to sites containing harraful
ts. Your coraputer will be free frorm viruses
ng online. Attention! You can dowmload a
free adult version of YapBrowser. Using it
will be able to search for and browse adult
votent for free. There is a 100% guarantee no
systera infection will occur when using our
software. VapBrowser is the only browser which
gives you safe search and browsing capabilities.
Now you can download it for no cost at all.

Address: http:/fweb.archive.orgiwebf20060221053729/http: { fwww.yapbrowser .comjyapbrowser .exe
Will openin:  Same window

©2006 Klass Media. Design by Artelectrons
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April 2006: YapBrowser

5 - npu BBOZe agpeca B address bar n Ha:xaTHu enter w3ep nonazaet Ha [ypi]

5 — When user types web address and presses enter he will be redirected to certain URL

6 - mpu BBoZe agpeca B address bar u Ha:xaTHH eHTep NpPOBepAETCA HATHYNE KEHBOPIOB
(OTIIMOHATBHO) - €CIH OJHH H3 KeHBOPIOB HAllIeH, TO BMECTO BBEISHHOIO agpeca
noKasbIBaeTCA [ypa)

6 — When user types the web address and presses enter then application checks if there are
keywords in user’s input (optional) and if so then the browser shows some URL instead of
the original web address

6it crioco® - JomycTHM Hazo (DHIBTPOBATH TOIBKO 10 teen B keiiBopaax ykaselBaeM
FEteen,young*®*#

Ecau rosep BBex <website removed> To on nomazet Ha maturepics.com Ecau ox sBex <website
removed> w1 <website removed> 1o oH monazeT Ha TBOI YpI»

(PS Takoii KOHCOIBHEIH COPT y:Ke ecTh. Ero TOIpKO IHIIE HAZ0 HEMHOTO I0padoTaTh-
YIYYIIHTh)

6 — Example: say we want to filter all users’ input by a keyword “teen™. In this case the
keyword list would contain words “**teen,young™*"", If user typed maturepics.com then
he’ll be directed to maturepics.com. However if he entered the exact full domain name then
he will be redirected to that URL that we need.
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April 2006: YapBrowser

6) 3amera 404 , home page/ search page u JloxanpHsIi (.

3aMeHa OyIeT MPOHCXOINTH Ha JoKatbHyo html crpannmy (1okamshsli ¢ux) [leppoHauaasHo
OH OYIeT 3arpy’keHa Ha KOMII F03¢pa B HECKOIBKIX BapHAHTAX AM3aiHOB. JomycTUM S BHIOB.
Ju3aitHel OYAT TAKOro IIaHa Kak TyT Www. yapsearch(dot)com

JlokanpHEI GHI HY:XEH 4714 TOTO YTO OBl He IPY3HTh JHIIHHI pa3 KOMII 103epa. 1.e. JomycTHM
€C/TH OBI MBI CTABITH Ha home page Kakoi-To ypII, TO IIPH KaKIOM OTKPBITHH Opay3epa
TPY3HICA OBI KaKOH-TO CAHT, a 3TO OUYEHb HANPATALT 03epa. HaMHOro yao0Hee ecan rpysHIca
TOKaIbHAA CTPAHHUKA. A Ha 3TOH CTPaHHIIE MPOCTO OYAST CIHCOK KEHBOPIOB, CO CCHLTKAMH Ha
PPC.

EcTecTBeHHO IPH KETAHUH HAII AJBEPT MOKET HOMPOCHTH 3aMEHATH JOMAIIHIOK CTPAHHUKY HA
HYKHBII eMy caifT. C1e10BaTeIbHO JTOKATHHEIT (PHI yiKe He OyIeT HYKeSH.

Replace 404 error page, home page, search page and local page.

Replacement will be done with local html page (local feed). Local pages will be loaded to
user’s PC in multiple forms and different designs. They might look like this:
www.yapsearch(dot)com
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April 2006: YapBrowser

All Yap domains registered to John Malkovich

Same detalls used for sites at Eltel (a Russian ISP) including paradise
dialer.com which pushes exploits and Trojans

Paradise Dialers Whois info links it to the CWS group Dimpy AKA BigBuks

BigBuks and Yap domains share the same whois details (Mix-click)




May 2006: The Safety Browser

P o re— I —

Jocuments and Settings|AdministratoriStart Menu T I
X

‘ > p Internet Browser
// Programs / Shorkcut
| 2KB

ents [

ter

ppy (A
disk (C:)

Reading:-[0 of O

— — / j

DONT WASTE THITPIEGOUNTALENT

YOUR FIRST INTERNET DEMO TV STATION

GFI



May 2006: The Safety Browser

File on PC contacts a URL providing ever changing instructions for IM, IRC.
Geolocational technology ensures affiliate adverts served to victim
Safety Browser occasionally redirected users to “free gift” virus payload URLs

Desktop hijacked with looped 10 second thrash metal guitar riff




June 2006: Browsezilla

' Hrowsezilla - Browsezitla

R S Type kary plu ase:

18
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June 2006: Browsezilla

Name, lizard logo similar to Mozilla
Claimed to help stay hidden on porn sites, store bookmarks remotely
“Security level” features, no tracking

Installed adware that clicked hidden pornographic content
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March 2007: NetBrowserPro

File Edit View Go Bookmarks Tools Help

<::l - LI > @ '[:7!} |_ http: [ o, moviessurf, com/ i

[*%] Firefox prevented this site from opening a popup window,

Opening cyber.wmf 7

You have chosen to open
E] cyber.wmf

which is a: WHMF file
from: http:/{search-buy.info

- What should Firefox do with this file?

(" Save to Disk

[T Do this automatically For files like this from now on.

Today NetBrowserPro men

Free Pictures Galleries: 21

Free Movies galleries: 432

New! Link exchange forum

High quality porn movies




March 2007: NetBrowserPro

Website shared same IP as Browsezilla (216.255.178.220)
“All bookmarks are being kept on the remote server”
Common theme: promises of security (website lists Firefox vulnerability stats)

“NetBrowserPro uses only features, which are necessary to surf porn, it
switch everything except this off. So there is absolutely no gap for the virus.”




No money, Mo problems

Adware industry fired into the heart of the Sun
Traditional installs lose ground to survey scams
Fake AV: your new favourite band

Rogue browsers gone, mostly forgotten

As the Adware model died out, so too did the rogue browser
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March 2009: The Myspace Lottery

Previous |

Mext | GrouplD

T opicz |

i B

i§ Myspace.com

Home

Brows

Boery R

_— Go | ¥ Skip all Invalid Groups

*W T
|

I

Loty | previous URL _
G

“¢gco0,

Find People  Forums — Music More =
Groups » N Group
Listing 15901-15911 of 15911 1 == 1081 of 1061 < Previous
Forum Topic Posts | Last Post Topic 5tarter
=3
9
= e I

Pimp Your
Free- LayoL
Frofile Gem
Free

webfetti.sm

Local UK P
Postcode M
Partner.
Find and Cf
Join!

www single

Pimp Your
Cownload F




The future of fake web browsers?

A move to mobile: Fake Opera Mini browsers, update sites
Fake AV still a better business model

Difficult to encourage downloads




Thank Youl!

GFI Software

GFI Labs Blog:

Twitter (Personal account):
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http://www.gfi.com/
http://www.gfi.com/
file:///C:/Users/Paperghost/Downloads/sunbeltblog.blogspot.com
file:///C:/Users/Paperghost/Downloads/twitter.com/paperghost
file:///C:/Users/Paperghost/Downloads/twitter.com/paperghost

