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Web Browsers: A History of Rogues 
Chris Boyd, Senior Threat Researcher – GFI Software 
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Adware industry VS the FTC, NYAG, rest of the World 

 

Slowly moving away from desktop fireworks 

 

Rogue browsers: an attempt at stealth 

 

Many tactics shared by Fake AV groups 

2006/07: Interesting Times 
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February 2006: RedBrowser 

Downloaded from the net or via bluetooth 

 

Claims to send free SMS 

 

Sends SMS in an infinite loop 

 

Phone owner charged for each message 
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April 2006: YapBrowser 
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April 2006: YapBrowser 

All Yap domains registered to John Malkovich 

 

Same details used for sites at Eltel (a Russian ISP) including paradise       

dialer.com which pushes exploits and Trojans 

 

Paradise Dialers Whois info links it to the CWS group Dimpy AKA BigBuks 

 

BigBuks and Yap domains share the same whois details (Mix-click) 
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May 2006: The Safety Browser 
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File on PC contacts a URL providing ever changing instructions for IM, IRC. 

 

Geolocational technology ensures affiliate adverts served to victim 

 

Safety Browser occasionally redirected users to “free gift” virus payload URLs 

 

Desktop hijacked with looped 10 second thrash metal guitar riff 

May 2006: The Safety Browser 
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June 2006: Browsezilla 
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Name, lizard logo similar to Mozilla 

 

Claimed to help stay hidden on porn sites, store bookmarks remotely 

 

“Security level” features, no tracking 

 

Installed adware that clicked hidden pornographic content 

June 2006: Browsezilla 
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March 2007: NetBrowserPro 
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Website shared same IP as Browsezilla (216.255.178.220) 

 

“All bookmarks are being kept on the remote server” 

 

Common theme: promises of security (website lists Firefox vulnerability stats) 

 

“NetBrowserPro uses only features, which are necessary to surf porn, it 

switch everything except this off. So there is absolutely no gap for the virus.” 

March 2007: NetBrowserPro 
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Adware industry fired into the heart of the Sun 

 

Traditional installs lose ground to survey scams 

 

Fake AV: your new favourite band 

 

Rogue browsers gone, mostly forgotten 

 

As the Adware model died out, so too did the rogue browser 

No money, Mo problems 
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March 2009: The Myspace Lottery 
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A move to mobile: Fake Opera Mini browsers, update sites 

 

Fake AV still a better business model 

 

Difficult to encourage downloads 

 

 

The future of fake web browsers? 
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GFI Software 

www.gfi.com 

 

GFI Labs Blog:  

Sunbeltblog.blogspot.com 

 

Twitter (Personal account): 

@paperghost 
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