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Same Guys?!

• There are less malware authors than malware 
samples!

• Malware authors evolve over time!
• What are their motivations?!
• What is their next move?!

• How are they adapting to the security industry 
efforts?!
• AV detection!
• Take downs!



Presentation Outline!

• Win32/Kelihos !
• Software characteristics!
• Evolution!
• P2P network architecture!

• Comparison with Win32/Nuwar and Win32/
Waledac!
• Software !
• Network!
• Operation!
!



Win32/Kelihos 

4 



First Samples!



First Versions!



Software Protection!



LNK Exploit (CVE-2010-2568)!



Propagation Evolution!



Spam Engine!



Spam!



Spam!



Pump and Dump!



Canceling Transactions!



Peer-to-peer network 



Packet Content!

• TCP Port 80!
• GET Request with 
data appended!

• Zlib compression!
• Blowfish + DES + 
Blowfish (?!)!



Botnet Architecture!



Geographic Distribution of Peers!



Operation b79!



Win32/Kelihos, Win32/Waledac, Win32/Nuwar 
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Binary Comparison!

Number of Functions Size of packed 
executable 

Win32/Nuwar 438 15K 
Win32/Waledac 2778 305K 
Win32/Kelihos 3145 988K 
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Functionalities Comparison!



Peer-to-peer Comparison!



•  Same features, different code 

•  Same business partners  

•  Different coding partners? 

• Often trying new things, not really learning 

Same Guys? 



•  Could be much worst 

•  As long as there is money and freedom, it will continue. 

•  Malware operator does not seem affected by take down efforts of 
the security industry. 

Conclusions 
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