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Fingerprint

GET /1/1/typical.php HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg,  application/x-shockwave-flash, */*
Referer: http://www.trendmicro.com/news
Accept-Language: en-us
UA-CPU: x86
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 
2.0.50727)
Host: www.just-a-stie.com
Connection: Keep-Alive

browser OS

referer

language
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System

Main TDS functionality
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Traffic Direction 
System

Control traffic directions

Main TDS functionality

By Browser

By OS

By Geo location

By Time

By Referrer
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Traffic Direction 
System

Control traffic directions Filter non wished traffic

Main TDS functionality

By Browser

By OS

By Geo location

By Time

By Referrer

By Know IP Subnets

By Search Engine Ref.

By already seen IPs

Tuesday, October 18, 11

mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com


VB2011 - the 21st Virus Bulletin International
TDS Traffic Direction Systemmax_goncharov@trendmicro.com

@ppats77

Traffic Direction 
System

Control traffic directions Filter non wished traffic Collect statistics

Main TDS functionality

By Browser

By OS

By Geo location

By Time

By Referrer

By Know IP Subnets

By Search Engine Ref.

By already seen IPs

For Partnerka

For Referrals

Into Database
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Farma Black 
SEO

Exploit Adult SMS

Areas of usage.
Traffic Direction 

System
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Volume makes money
Traffic Direction 

System
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Web User Fraud : <IFrame/>

iframe
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Web User Fraud : <IFrame/>

iframe

EN

DE

FR

EN
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Web User Fraud : <IFrame/>

iframe

Traffic Direction System
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Web User Fraud : <IFrame/>

iframe

Traffic Direction System
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Web User Fraud : <IFrame/>

iframe

Traffic Direction System

DE DE DE DE
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XP
+
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Malware Vector TDS

iframe

Traffic Direction System

MPack

DE

XP
+ +

Phenix Eleonore
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Malware Vector multi layer TDS

iframe Traffic Direction System #1

MPack PhenixEleonore

Traffic Direction System #2Traffic Direction System #3

Tuesday, October 18, 11

mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com
mailto:max_goncharov@trendmicro.com


Partnerka is an affiliate marketing program, in which the 
partners are payed off for online distribution of legal or 
illegal content.

VB2011 - the 21st Virus Bulletin International
TDS Traffic Direction Systemmax_goncharov@trendmicro.com

@ppats77

Partnerka - Possible fraud
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TDS Partnerka - Possible fraud

TDS Partnerka is an affiliate marketing program, in 
which the partners are payed off for exchange of the 
Web Traffic and its monetization 

TDS
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TDS Partnerka - Possible fraud
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TDS Software
Web Server Application Database
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Simple TDS
Sutra TDS 
Crazy TDS
Kalisto TDS
ILTDS 
Advanced TDS 
Keitaro TDS

TDS Software
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White to Black
Sutra TDS 

Sutra TDS 

Sutra TDS 

Simple TDS

Simple TDS
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Traffic Fraud using TDS
intentional unintentional 

traffic sold to the 
traffic market 

traffic sold to PPI 

traffic paid as usage fee 
of the TDS software

traffic paid as usage 
fee of the TDS service

stolen traffic
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Traffic Fraud using TDS
stolen traffic

User
HTTP 

Request
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TDS for ransomware
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Ransomware example

crawler
 US IP Address

+
en-gb header

TDS Direct 
traffic by 

Geo IP and 
Language

French IPs

Mixed IPs

Binary drop 
page

Re-Sale 
traffic TDS
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Ransomware example

crawler
 RU IP Address

+
ru header

TDS Direct 
traffic by 

Geo IP and 
Language

French IPs

Mixed IPs

Binary drop 
page

Re-Sale 
traffic TDS
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Analytic Synthetic

request

result

Detecting TDS
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Detecting TDS

Analytic
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Detecting TDS

IP

Analytic

85.114.156.56
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Detecting TDS

IP

Language

Analytic

85.114.156.56

EN-US / DE / FR / RU
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Detecting TDS

IP

Language

Browser

Analytic

85.114.156.56

EN-US / DE / FR / RU

Mozilla / IE / Safari
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Detecting TDS

IP

Language

Browser

OS

Analytic

85.114.156.56

EN-US / DE / FR / RU

Mozilla / IE / Safari

Win95 / WinXP / MacOS
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Detecting TDS

IP

Language

Browser

OS

Date/Time

Analytic

85.114.156.56

EN-US / DE / FR / RU

Mozilla / IE / Safari

Win95 / WinXP / MacOS

AM / PM / Day / Night
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Detecting TDS

Synthetic
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Detecting TDS

Web Server Structure

Synthetic

http://domain.com/path
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Detecting TDS

Web Server Structure

 Known File Names

Synthetic

http://domain.com/path

README.txt Version.TXT
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Detecting TDS

Web Server Structure

 Known File Names

Known Folder Names

Synthetic

http://domain.com/path

/config/ /logs/ /temp

README.txt Version.TXT
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Detecting TDS

Web Server Structure

 Known File Names

Known Folder Names

Variable Names

Synthetic

http://domain.com/path

/config/ /logs/ /temp

GET /go.php?q=1

README.txt Version.TXT
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Statistics: Top 25 Hosts
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Statistics: Top 25 Countries
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Statistics: Top 25 Cities
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Statistics: Top 25 ISPs
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Conclusion
Traffic Direction Services

New form of underground business

Really difficult to observe

Mixed with legitimate traffic resale

Challenge AV industry in investigations/sourcing

Combined targeting
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Questions?
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Thanks!

Maxim Goncharov

TREND MICRO Inc.
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