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About me (1)

e Software engineer at Symantec Security Response

— Threat analysis & research
— Developing signaturesi3

Symantec.
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About me (2)

e [rojan.Kardphisher
— Phishing Trojan horse eg. MS dialog

T\ Activation form

*» Windows

Microsoft piracy control.

Your copy of Windows was activated by another user

To help reduce software piracy, please re-activate your copy of Windows now.

We will ask for you billing details, but your credit card will NOT be charged.

You must activate Windows before you can continue to use it

Microsoft is committed to your privacy. For more Information, wwwmicrosoft. compiracy

Do you want to activate Windows now?

@ Yes, activate Windows over the Internet now
@ No, | will do it later

To continue, click Next

GPGPU AND THREAT ANALYSIS




About me (3)

e [rojan.Pidief family
—Using ASCII85Decode

<< fLength 2339 /Filter [/ASCII8SDecode /FlateDecode]

>>
stream

Gh" /¥="3(U%), 7NQaE\g87s ! ="B<f ! F+0IB=h(31"@Ax$1Za; d-2HHpL

endstream

— PDF as container
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{ save 444 Search
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About me (4)

e Some Android threats
— Android.Walkinwat

— Android.Uxipp

GPGPU AND THREAT ANALYSIS

@ Processing

‘ ' Cracking...

@i @ 3:28em

Application Not Licensed

We really hope you learned something from this.
Check your phone bill;) Oh and dont forget to buy
the App from the Market

s
,_-:. ra b,
WSt ASUA
T Movies by Flixster FREE
ot fRnes Buy from market Exit
FREE
-

%, Mystique, Chapter 1: Fo
¥,

w Wapedia: Mobile Wiki FREE
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Inception (1)

e [hreats use simple encryption
e |f this can be decrypted easier...

GPGPU AND THREAT ANALYSIS

v Symantec.



Inception (2)

e Brute-forcing is not only for password cracking
e | want to introduce brute-forcing for analysis
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Inception (3)
e Majority of malware employee simple algorithm for
encryption such as

— XOr
—add (sub)
— rotation

e Encrypted data such as

— URL
— Dropped PE file
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Inception (4)

® How to find it?

e Need more powerful CPU?
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Inception (5)

e Once CPU power depended on frequency

e Now it depends on number of cores

* Need parallel processing code

®2 e O’géggm ge 25
@ @
Coro-
Wm@}e farwi‘l;? Core 25
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Core 25 25 treme 25 teme Core 25
Fe
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Inception (6)

e Also GPU has many cores to calculate

e GPGPU (General-Purpose Computing on Graphics
Processing Units)

* Need parallel processing code

«%

RADEON

n\lIDIA GRAPHICS

AMD ¢
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Inception (7)

e No one standard on SDKs when it comes to parallel
processing

r

o ion?
e What's is best solution® <ANVIDIA.

o | CUDA. |

Grand Central

S} Dispatch

" Intel

Parallel

STREAM"

TECHNOLOGY

T oStudio

OpenMP
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Agenda

Introduction

For Threat Analysis

o Pros, Cons And Performance Of OpenCL Coding

e Further Implementation of PyOpenCL




OpenCL (1)

66 OpenCL™ is the first open, royalty-
free standard for cross-platform,
oarallel programming of modern
orocessors found in personal
computers, servers and handheld/
embedded devices.

9

from OpenCL official site

GPGPU AND THREAT ANALYSIS v Symantec. “



OpenCL (2)

e Cross-platform

e Portable

e For both CPU and GPU

e Khronos Group leaded by Apple

KHRCJONOS

GROUP
CONNECTING SOFTWARE TO SILICON
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OpenCL (3)

e ? parts of the structure

—host code (Standard C programming)
—kernel code (OpenCL C programming)
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PyOpenCL (1)

e Python binding for OpenCL
® host code is now Python code
e Runtime compile for kernel code

@ python’
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PyOpenCL (2)

e Fasy to set-up for Ubuntu Desktop 11.04

— |nstall the NVIDIA official driver from the Additional
Drivers menu.

— Install ‘python-pyopencl’ from the Synaptic Package
Manager.

-
. 3 ubuntu
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PyOpenCL (3)
e Easy to set-up for Mac OS X Snow Leopard 10.6

— Install MacPorts
— Install pyopencl

Mac OS X Snow Leopard

Pandos) MOUS X SO e
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PyOpenCL (4)

e Basic structure

-
[ \\
/ B

4 N Input >/ )

Host code Kernel code y
Python - OpenCL C y J
\_ Y Output \_ J
4 I 4 I
CPU OpenCL device
o 4 - J
Control Parallel computing
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Case for GPGPU use in security

e “Bitcoin Mining with Trojan.Badminer” by Poul Jensen
— A Trojan horse uses GPGPU to mine BitCoin

GPGPU AND THREAT ANALYSIS

167.5 MHash/sec

0.10 per day 0.70 per week

) ) ) ) J )

11.44 dollars

1 bitcoin

758 MHash/sec

0.45 per day

3 per week
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Generic keyword search (1)

e Find specific encrypted “keyword” in any binary file
— EX. encrypted URL in Downloader

e Simple encryption method

— XOr
m m
—add (sub) 0 %
— rotation (right and left) 76543210
olofof1fof1|1]1
AN N N N N N N

\

- |

Y

nred
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Generic keyword search (2)

® [ncrease or decrease

— 0 (no increase)
— +1
— -1

e This is very common way found in real threats

GPGPU AND THREAT ANALYSIS

\/Symantec.n “



Generic keyword search (3)

e Encryption block length
— byte (0x00 - OxFF)
—word (0x0000 - OxFFFF)
— dword (0x00000000 - OXFFFFFFFF)

e Not performance friendly

GPGPU AND THREAT ANALYSIS
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Generic keyword search (4)

algorithm Xor
increase 0
block byte

GPGPU AND THREAT ANALYSIS

add (sub)

+1

word

rotation

dword

\/Syma ntec.



Generic keyword search (5)

e The main part of the kernel code is on Listing 1 of the
Appendix
— findKeyword()

ecalled by host code in parallel
— searchKeyword()

emain part of brute-forcing
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Generic keyword search (6)

for (long k = (inc == 0 ? startValue + 1 : startValue); k <= endValue; ++Kk) {
long j;
for (j = O; ] < keywordSize; ++)) {
BYTE a = data][j];
BYTE b = (BYTE)(k + inc * ));
if (decrypt(function, a, b) '= keyword[j]) {
break;

}
}if (j == keywordSize) {
*resultValue = k; return TRUE;
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Generic keyword search (7)

e The main part of the host code is on Listing 2 of the
Appendix
—host code reads kernel code and compiles it in runtime
— execute()

®|0ads input data
e nitializes memory

—Buffer
—LocalMemory
ecngueues kernel code

GPGPU AND THREAT ANALYSIS v Symantec. “



Generic keyword search (8)

e kernel code (OpenCL C)

— 435 Instructions
e host code (Python)

— 171 Iinstructions

GPGPU AND THREAT ANALYSIS

if (resultFunction[id] !'= f_not
return;

3

uint localPosition = localld *

for (int i = 0; 1 < keywordSize
datalLocal[localPosition
keywordLocal[localPosit

3

__local uchar* dataPointer = da

_found) {

keywordSize;

; 1) {

+ 1] = data[id + i];
ion + i] = keyword[i];

talocal + localPosition;

__local uchar* keywordPointer = keywordLocal + localPosition;

if (searchKeyword(dataPointer,
{ resultFunction[id] = f_xor |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_xor |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_xor |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_add |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_add |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_add |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_ror |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_ror |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_ror |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_rol |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_rol |
if (searchKeyword(dataPointer,
{ resultFunction[id] = f_rol |
{ resultFunction[id] = f_not_fo

return;

__kernel void
findKeyword_w(
__global __const uchar* data

s uint dataSize

y __local uchar* datalocal

, __global __const uchar* keyword
, uint keywordSize

s __local uchar* keywordLocal

N uint startValue

keywordPointer, keywordSize,
0x00000000; } else
keywordPointer, keywordSize,
0x01000000; } else
keywordPointer, keywordSize,
0x02000000; } else
keywordPointer, keywordSize,
0x00000000; } else
keywordPointer, keywordSize,
0x01000000; } else
keywordPointer, keywordSize,
0x02000000; } else
keywordPointer, keywordSize,
0x00000000; } else
keywordPointer, keywordSize,
0x01000000; } else
keywordPointer, keywordSize,
0x02000000; } else
keywordPointer, keywordSize,
0x00000000; } else
keywordPointer, keywordSize,
0x01000000; } else
keywordPointer, keywordSize,
0x02000000; } else

und; }

startValue,

startValue,

startValue,

startValue,

startValue,

startValue,

f_ror,

f_ror,

f_ror,

f_rol,

f_rol,

f_rol,

endVa’

endVal

endva’

endVa’

endVal

endva’
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W32.Qakbot!conf (1)

e Configuration file of W32.Qakbot
e Ak.a. “.cb”file

v W32.QAKBOT
e Simple encrypted

nNSTALLATION INFORMATION THEFT

W Process injection Clipboard data é
W API hooking

¥ Modifies registry
W Drops files Key strokes
WV Modifies files/folder

permissions

Banking

& encrypted.bin =] decrypted.bin
e — credentials

alias_ms A
7661 7069 3332 |advapi32 EI
2E64 6CHC 3D6C 6565).dll=lee

PROPAGATION

Private encryption

6ERS 3475 REZE 646C [nidun.dl WV SMB shares keys
6C0A 616C 6961 735F|1l.alias_ W USB drives i .
SF71 626F 742E 6362 |_gbot.ch ¥ Www Web site login &

3D6C 6565 GE6I 2E64 |=leeni.d $eig browser history
6C6C 0A61 6C69 6173(11.alias

SFSF 7162 6F74 696E|__gbotin
BAZE 6578 653D 6C6S|j.exesle
6S6E 6934 2E65 7865 |eni4.exe
0A61 6C69 6173 SFSF |.alias__
7162 6F74 2E64 6C6C gbot.dll
3D6C 6565 GE6I 342E |=leenid.
646C 6COA 616C 6961(d11.alia
735F SF71 626F 746E |s__gbotn
7469 2E6S 7865 3DEC |ti.exe=1
6565 6E6Y 3476 6S2F |eenidve.
6578 6S0A 616C 6961 |exe.alia
735F 7365 636C 6F67|s_seclog
[2E74 7874 3D6C _6565].txt=lee ¥|

(CGRaRU AND THREAT ANALYSIS T (Ysymantec. D)
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W32.Qakbot!conf (2)

e The encryption is combination of xor and rotation right
e Block is dword

el el e2 e3 ed ed eb e’
l l
xor(dword_key) xor(dword_key)

l l | | | l l l
ror(0) ror(1) ror(2) ror(3) ror(0) ror(1) ror(2) ror(3)
| | | | l l l |
do d1 d2 d3 d4 dd dé d7

GPGPU AND THREAT ANALYSIS
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W32.Qakbot!conf (3)
e Decrypted data

alias__qgbot.cb=eaoiot.dll
alias__qgbotinj.exe=eaoioto.exe
alias__qgbot.dll=eaoioto.dll
alias__qgbotnti.exe=eaoiotouo.exe

e How to decrypt

1.Try to decrypt some bytes by each dword key.

2.Search for keywords such as ‘gbot’ to confirm whether
the key is correct or not.
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W32.Qakbot!conf (4)

e host code is almost same as Generic keyword search
e Kernel code

for (int dwordKey = startValue; dwordKey < endValue; ++dwordKey) {
for (inti = 0; I < searchLength; ++i) {

int |;

for (j = O; | < keywordLength; ++j) {
uchar x = (dwordKey >> (8 * (j % 4))) & OxFF;
if (dec(datalLocalli + |], X, | % 4) '= keywordLocallj]) {

break;

J

J

if (j == keywordLength) {
result[0] = dwordKey;
return;
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W32.Qakbot!conf (5)

e kernel code (OpenCL C)

— 52 Instructions
e host code (Python)

— /6 Instructions

W32.Qakbot infection
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Finding Hidden PE Files (1)

e Find hidden MZ header and PE header

e M/ = 4D, 5A

1.x0r(0Ox37, Ox4D:’M’) = Ox7A
2.xor(0x20, 0x7A) = Ox5A:'Z’

GPGPU AND THREAT ANALYSIS

% encrypted.bin

7E7A
C27A
3A7A
7A7A
7A7A
7A7A
7A7A
7465
SBC2
1309
1B17
OESA
SA13
1715
SE7A
96FF
D29E
1191
1191
1191
D29E
1191
1191
1191
2813
7A7A
7A7A

2A3F 7AT7A

7A7A
7A7A
7A7A
TA7A
7A7A
7A7A
7A7A
C074
7B36
SADA
SA19
181F
145A
1E1F
7A7A
21DB
4F88
4088
2F88
1288
4EB8
11848
1088
1588
1912
7A7A
7A7A

8585
TA7A
7AT7A
TA7A
7AT7A
7A7A

EE!!!I!!!!

7ACE
B7SB
0815
1B14
SA08
3E3S
5477
TATA
D29E
D29E
D39E
D39E
C19E
199E
D3YE
CS9E
D39E
D29E
7A7A
7A7A

7A7A
7A7A
7A7A
7A7A
7A7A
7AT7A

73B7
2E12

1D08|..
1415]..
0F14|.

2954

7770(....

7A7A

4F88|..
4F88|..
4F88|.
4F88|.

4F88

4F88|..

4Kgd
4F88
4F88
4F88
7A7A
7A7A

B906 6A3B 7A7A 7A7A

~2z2z..22Z
.ZZZZZZZ
1Z2ZZ22Z
2ZZZZZ2ZZ
2222222Z
ZZZZZZZZ

(een.. 0.
ZZZZZZZ2Z
ZZZZZZZZ

..i:zzzz ¥ §l000D00ES

& decrypted.bin

B800
4000
0000

0000
0000
0000

0000
0000
0000

EDOOD
00B4
cD21
726F
616E
2072
444F
2E0D

BAOE
014C
2070
2063
6265
6E20
6465
0000 000D
SBA1 ABE4
35F2 ABE4
3AF2 A9E4
S55F2 ASE4
68F2 BBE4
34F2 63E4
bBEZ AYE4
6AF2 BFE4
6FF2 A9E4
6368 ABE4
0000 0000 0000
0000 0000 0000
5045 0000 4C01
C37C 1041 0000

DE1F
21B8
6973
616D
7420
2069
6D6F
2400
EC8S
ABE4
6BEB
6BEB
6BEB
ABE4
bBEB
6BEB
6BEB
5269

0000
0000
0000

0000
09CD
5468
6772
6E6F
756E
5320
ODOA
0000
35F2
35F2
35F2
35F2
35F2
35F2
352
35F2
35F2
35F2
0000
0000
0300

0000 .

is progr

am canno

t be run
in DOS

B .
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Finding Hidden PE Files (2)

e | isting 4 in the Appendix is the kernel code for finding a
hidden PE file

WORD key = decrypt_w(function, *((WORD*)(data + offset)), SIG_MZ2);
if (offset + Ox3C >= dataSize) {

return FALSE;
J

WORD peOffset = decrypt_w(function, *((WORD*)(data + offset + 0x3C)), key);
if (offset + peOffset >= dataSize) {

return FALSE;
J

if (SIG_PE != decrypt_w(function, *((WORD*)(data + offset + peOffset)), key)) {
return FALSE;
}

if (Ox00 != decrypt_w(function, *((WORD*)(data + offset + peOffset + 2)), key)) {
return FALSE;
J

resultValue[offset] = key;
return TRUE;
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Finding Hidden PE Files (3)

e kernel code (OpenCL C)

— 220 instructions
e host code (Python)

— 97 Instructions

GPGPU AND THREAT ANALYSIS

v Symantec. n



Agenda

° Introduction
e Background

e Actual Tools For Threat Analysis

e Further Implementation of PyOpenCL




Pros (1)

e Follows a write once, deploy everywhere philosophy

e Supported hardware is widely available and reasonably
priced

e Many products support OpenCL — GPU, CPU and
specialized devices such as NVIDIA Tesla

W32.Qakbot infection
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Pros (2)

e Helps in vector calculation

e Provides additional power by adding GPU to the machine

e Allows users to use multiple devices at the same time
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Cons (1)
e Requires an understanding of how to divide the target data
or the whole process to fit parallel computing

e Non standard development tools with different learning
Ccurves

e The OpenCL device endian is not always the same
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Cons (2)

® |n some cases, pointer-cast is not feasible

o \With the NVIDIA device, the parallel calculation cannot be
ended until five seconds have elapsed
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Performance (1)

e Details of the devices used to evaluate the performance

Device Platform OS Core |Freq Release date
Core Duo 1400 iMac (Early 2006) Mac OS X 2 1.83GHz |2006/01
Core 2 Duo P7350 MacBook (Early 2009) MacOS X |2 2.0GHz 2009/01
Core 17 860 iMac (Late 2009) MacOS X |8 2.8GHz 2009/10
Geforce 9400M MacBook (Early 2009) Mac OS X 16 450MHz |2009/01
Radeon HD 4850 iMac (Late 2009) MacOS X |800 |[625MHz |2009/10
Radeon HD 6950 DELL PRECISION T1500 |Linux 1408 | 800MHz |[2010/12

GPGPU AND THREAT ANALYSIS
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Performance (2)

e The results for traditional serial processing compared with
parallel processing

Device Bytes/sec Words/sec Dwords/sec
Core Duo 22942 93.7 0.0017
1400 (s)

Core Duo 85590 377.9 0.0044
1400 (p)

Core 2 Duo | 27829 117.9 0.0016
P7350 (s)

Core 2 Duo | 344900 1725.5 0.0126
P7350 (p)

Core i7 860 | 48607 201.6 0.0031
(s)

Core i7 860 | 1321000 5911.2 0.0388
()

GPGPU AND THREAT ANALYSIS

B Byte per sec B4 Word per sec [ Dword per sec

12
1
0.8
0.6 -
04

0.2

Core Duo 1400 (p)
Core Duo 1400 (s) Core 2 Duo P7350 (s)

==Al

Core 2 Duo P7350 (p)

Core i7 860 (s)

AT
IR

Core 17 860 (p)
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Performance (3)

e [he parallel computing performance

Device Bytes/sec | Words/sec | Dwords/sec
Core Duo 1400 85590 377.9 0.0044
Core 2 Duo P7350 344900 |1725.5 0.0126
Core i7 860 1321000 |5911.2 0.0388
Geforce 9400M 265500 |975.9 0.0201
Radeon HD 4850 487000 |[1971.2 0.0265
Radeon HD 6950 2095700 |8478.2 0.1321

GPGPU AND THREAT ANALYSIS

1.2

1

0.8 -

0.6 -

04 -
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0
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=
. =
% =
== = 0 B EAI EAl
Core 2 Duo P7350 Geforce 9400M Radeon HD 63950
Core Duo 1400 Core i7 860 Radeon HD 4850
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Agenda

Introduction

e Background

For Threat Analysis

o Pros, Cons And Performance Of OpenCL Coding

G Conclusion
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IDA Pro

e |DAPython and PyOpenCL

e Set-up
— Ubuntu Linux Desktop 10.10 32-bit
—IDA Pro 6.0 Standard for Linux
— Python 2.6.6 (installed by default)

GPGPU AND THREAT ANALYSIS
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IDA Pro (2)

e Generic keyword search in IDAPython

2 onvens % D evers ¥ 9 s % O G % D s X E ewon %

* 20g000:0000001A °
°
: }
°
°
o

* 50g000:00000018
* 20g000:0000001C
* 50g000:00000010
* 20g000:0000001

: 00000020

* 2eg000:00000040
* 20g000:00000041

» * 20g000:00000042
0000003F 0C00003F: segld0: 000000

=

¥




i

e

23l

1118 RS
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Other Python applications

e \Wireshark can extend its function by using Python.

e Py|DS is IDS made by Python so it should be easy to
implement using PyOpenCL.

e Immunity Debugger can be extended using Python.
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Conclusion

e By introducing 3 simple tools and advanced IDA Pro use, |
showed brute-forcing is useful for threat analysis.

e \Writing a parallel computing program is not always easy

e OpenCL can be the standard and one code can be
created for all devices that support OpenCL

e PyOpenCL is the OpenCL interface for Python, and it
allows easier creation of OpenCL programs

e The usage of GPGPU and OpenCL will increase and
eventually become ubiquitous

e How to use for threat analysis depends on you!
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Thank you!

Takashi Katsuki
takashi katsuki@symantec.com
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