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Introduction

 Security researchers study MDNs to counter malware
* Block and take down network components
 Detect malware binaries
« Understand intent of malware

- MDNs are designed to evade the scrutiny of security
researchers
« Rapidly updating MDN structure and MDN content
« Obfuscating content across various components
* Identifying and blacklisting researchers through various methods
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Introduction

* These behaviours introduce two problems for
researchers:

« Unbounded growth in working set: There are too many URLSs to
(re)evaluate

« Accuracy of content: URL evaluation can be tainted by
blacklisting

* OQur goal: Optimize re-evaluation algorithm to reduce the
number of evaluations per URL
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lypical FakeAV Attack

User performs

a search

Profit!
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 Often on legitimate but compromised sites

 Serves keyword stuffed content to crawlers

* Google Trends or Auto Complete abuse
Redirects user to next hop in redirect chain

We focus on social engineering, not drive-by

GOOSIQ [printable teacher wall planner
Search: ® theweb O pages from the UK

Images for kate middleton + william - Web ¥ Show options.. R

Repor’( images Non-Dated 12-Month Laminated Wall Planner [HOD6421 - $23.20 ...
TeachersParadise.com Teacher Supplies School Supplies | Teaching Supplies

| Lesson Plans | Educational Toys Non-Dated 12-Month Laminated Wall

Planner ...
www.teachersparadise.com/.../nondated-12month-laminated-wall-planner-p-
66201.html - Cached - Similar -

» “"ﬂ

Eree Tools For Teachers

Pre School Printable Certificates - Printable Award Certificates - Reading
Medals ... Teacher Templates and Resources. Back to Top. Places to Post
Homework ...

www.suelebeau.com/freetools.htm - Cached - Similar -

Printable mini planner
... Please Note: Some of the mini courses in aromatherapy 2009 Wall
Planner Book Agencies of Adelaide This planner has ... printable stationary
for teachers ...

.com/woander/17431.php?id=printable+mini+planner -
Cached - Similar -

Printable Classroom Forms for Teachers, Grades K-12 ...
Browse a printable teacher resource book that will save you time and help
you work more efficiently. You'll find: checklists, planners, awards, inventories,

v;\.lvw,teachervision,fen.com/school-forms/",/6231‘html -
Cached - Similar -

Success Planner :: Student Wall Planner :: Testimonials
Student Wall Planners: Testimonials, Testimonials from Principals, Teachers

and Parents. Student Wall Planners: PPT Presentation, PowerPoint
—<PHOS

Presentation ...
www.academicai.com.au/student_comments.php - Cached - Similar -




Traffic Direction System (TDS)

Install

* Not always present
L — J e SutraTDS, SimpleTDS, ...
* Redirect traffic to malicious content

based or

« Country

- OS

Payload » Keywords searched
e efc...

Payment
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~Redirector

Doorway - Again, not always present
» Adds to the level of complexity
« Could have multiple redirectors

» Often hosted on bulk subdomain
service sites

TDS

(Redirector
_Promo_
Payload _
_install _
Payment

Payment

Redirector
Promo
Payload

Install
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Bulk Subdomain Service

 Popular sites: co.cc, cx.cz, co.be, rr.nu,
Cz.Cc, etc...

» Offer low-cost subdomains - as low as

Redirector $0.07-$0.10 each

« Some AV vendors reluctant to block
these services due to FP risk

* In June, Google began flagging many
of the popular domains on their Google

Safebrowsing list

TDS
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“romotional Page

Doorway » Fake "My Computer” (or Finder)
scanner page

_-— s A

bl 52 |2 anthooyabl

Redirector

Favorite Links Hard Drive Antivirus scanner -
E Documents . Local Disk (C:) 100% __ Local Disk (D:) 100%
i vk X - — w - —
P romo I Pictures @ 5 infected files & 6 infected files
p Music
‘_fj Recently Changed Windows smﬂw -
B Searches 4
P | d 3 Public @ Antivirus Protection Disabled
y Threst Name Threat type Threat Level
& W32.Pykspa.F Virus Medium c
& W32.Daprosy Virus Critical =
¥ Trojan.Clampilgen Virus High
I t | | ¥ Suspicious.S.Vundo.2 Virus High
nsia @ Backdoor. Tidserv.K Virus Critical i~
Recommended: Click "Erase infected” to erase all infected and [ Erase infected l

suspicious files and make your system protected.

Payment

||I ‘II\ |II |I| : |I|
| O
n

e Status:Windows Infected, 11 threats detected. ¥ ‘
@ Browser:IE 7.0 ’ | 1&'-‘! 100% I
Operation, . i 3
s Windows Vista
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~ayload

 Often hosted on the same location as
the promo page
* Fully or partially polymorphic

TDS

Redirector

-: SystemDefender

Automatic virus removal YOUR SYSTEM MAY BE

ComGuad Ay COreGuard Antivirus 2009 automatically detects and '
river to scan your PC

e .
Sca 3
eGuard Antivirus 2009 detects, recognizeand disinfects all |0l @ ™™

or
-~

Internet trheats and viruses found:

Promo

Payload
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* Not concerned with anything past the
binary for this research
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As an aside, a few points worth
mentioning on the payment front:

» FakeAV is extremely profitable

* “The Underground Economy of Fake
Antivirus Software” by Stone-Gross et
al.

» Targeting them at the payment level
has proven to be an effective method
of reducing the amount of FakeAV
seen in the wild
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Why 1s Re-evaluation a problem?

» Daily volume of new potentially malicious URLs needing
analysis is in the 100,000’s
« A subset provide additional value upon subsequent evaluation
* Which URLs yield value, and for how long the URLSs yield value is
not well understood

* Every re-evaluation exposes the research IP pools to
adversary

« Assumption: More re-evaluation increases probability of
blacklisting
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Approach

» Systematically study malicious web sites over time to
identify the distribution and prevalence of malware
update behaviours

* Develop and evaluate optimizations to the re-evaluation
logic based on update behaviours observed

* [dentify the prevalence of IP blacklisting by MDNs and
propose strategies to avoid blacklisting
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Tachyon Detection Grid

* In house research tool developed to fetch and
reschedule monitoring of URLs fed into the system

» Used to detect cloaking behaviour used by MDNs

» Uses a high interaction fetcher also developed in house
* Virtual Box

 Windows XP

* Firefox + various addons
* Sikuli
* Number of custom scripts

* Generated PCAP files for post-analysis

15
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[dentitying MDNs

Three characteristics used to identify specific MDNSs:

1) Each MDN identified had only one repository active at
a given time

2) The repository URLs contain distinct patterns

- e.g., http:\V\Wwww[0-9)\.[a-z]+\.rr\.nuV/

3) The injected code at the doorway is distinct for each
MDN
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Side Note...

* Early days of black SEO, scripts used server side 302
redirects

- Lately they tend to use Javascript/Meta instead
* Why the change?

 Easy for researchers to fetch with a low interaction
fetcher by spoofing referrer checks, need a “real”
browser for Javascript handling
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Ungrouped Repository Litetimes
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"_J Repository: 31.44.184.238
LT: 332,339 s = 3.85 days

Malware Repository Hosts
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Time in Days, Starting on 6/24/11
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Grouped Repository Litetimes

Malware Repository Hosts
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MDNs

MDN # Mal Repo Details

Binary Update
Behaviour

Blacklisting?

1 Randomly generated strings
of .info TLD

Hosted on findhere.org, rr.nu

Snowshoeing through
multiple ranges of Ips

4 Static base string
incremented numbers
appended, .info TLD

Periodic updates

Periodic updates
Fully polymorphic

Periodic updates

IP Blacklisting,
redirection to non-
malicious sites

None observed
Possible

None observed
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Slacklisting
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- Blacklisting

P

Malware Repository Hosts

e

-~

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28
Time in Days, Starting on 6/24/11
Gaps indicate no successful fetches of binaries were

made during that time

SOPHOS



25

ome Kind Words

Fetch ID TAsE6ET
Feich Time 2011-07-05 12:09
i high_interaction_best_protection__julya

high_interaction_best_protection__julya-
rotating__proxies

pink
get rawe json
url surmrmary

Structured Pages

200 - meltemdaysal.comiteachingfecon20arabnormal-gre-complexé&page=6
stream O fFE01289342e607 451591 fhdd86a2597 c3b8cheald, detection:MaliSECORed-A, filetype ASCI text
Link wia jswar

200 - iozbireddestinfoffast-scans
stream OC doefdEbfE@26ae@1o5bhch02066cBedc0od01 280550, detection:Undetacted, filetype:HTWL
Lirnk wia irmg

200 - iozhireddest.infoffast-scarnfimodriloading. if
stream OC b2feb85TBh23587a591528cB7Ya1 5967161221 e8eh, detection:Undetected, filetype: GIF

Link via ifrarme

302 - iozhireddestinfoffast-scandownload. php?g=av-sucks

Link via server_redirect

stream O adcB83bh1 927934591 bl ch e & Skt T, detection: LUindetected, filetype:very shor file (no rmagich

|iuzhireddest.inﬂ:|.l'fa stantivirus2011 .exe
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Not Quite Blacklisting

« On July 20", domains from the same MDN started
resolving to an IP belonging to Denis Sinegubko’s
unmaskparasites.com

« Site was not hacked, just trying to confuse us

* From July 8-19, 3.9 million requests were made to his
server, have full server logs

At one point people were being redirected to:
http://blog.unmaskbullshits.com/penis-sinegubko-was-
found-shit-in-the-park-even-worst-than-previous-one-
part-3213.html
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~ossible Blacklisting

document.write(“<img
src="http.//counter.yadro.ru/hit;JohnDeer?t52.6,;r’+escape(document.referrer
)+((typeof(screen)=="undefined”) ?””:”;s”+screen.width+”*”+screen.height+"*”
+(screen.colorDepth?screen.colorDepth:screen.pixelDepth))+”;u™+escape(d
ocument.URL)+”;”+Math.random()+”"+"border="0" width="88" height="31">");

« JohnDeer perhaps a reference to John Deere Tractors used in harvesting
fields

» Screen width and height when run in headless mode had values of O
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Optimizations
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Fake AV MDN Structure and Optimizations

Two proposed optimizations:

1) Exploit high 'Fan In Factor’ between Landing Pages
and Repositories in an MDN

2) Reduce exposures to repositories if we suspect the
binary has not updated

We performed a number of simulations to evaluate their
effectiveness.

29 SOPHOS



Re-Evaluation Interval vs Sample/ Network Discovery
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Sample and network discovery rates quickly decline as
the re-evaluation interval increases
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Impact of First Optimization

300000 . . 400

Num Fetch s
j Num Repositories Discovered mmmm
| N ‘Number Samples Discovered r==n-

g/Samplés:

B
eﬁ.

Repositori

No opiimization  Opfimization 1 900

i Simulation Details
Drastic reduction in fetch volume at small discovery cost
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Impact of Second Optimization
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Repository Re-Evaluation Threshold (RRT)
* RRT = Do not revisit repository more frequently than X

* Further reduction in fetch volume, with minor cost to
sample discovery rate

* This optimization does not work well with fully

polymorphic MDNs
32 SOPHOS



Conclusions

» Blacklisting Is a valid concern when developing
automated systems to monitor MDNSs

* URLs should be grouped into MDNs and a re-evaluation
strategy should be applied wherever possible to reduce
resource requirements and chance of blacklisting

* Grouping binary samples by MDN is also an effective
strategy when writing detection

* Using knowledge of MDNs and their lifetimes allows you
to prioritize which samples require immediate attention
versus which can potentially use a quick checksum
detection

* SOPHOS



Thank you!
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