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« SMS scam campaigns
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General scheme...
...in a nutshell

Money

SIM cards Preparations The attack laundering
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SIM cards
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SIM cards

k 08.06.2011, 22:45

ancichEs

vap

Hoeu4or

Perucrpauma: 05.09.2010
Coobwenns: 0

Mposen Ha dopymne:

1 aeHe 3 4aca 32 MUHYTHI

Penytauwna: 0

& 15.06.2011, 15:50

anbichas

MNMpoaam chm KapThl BunaiH € Hynespim 6anaHcom

B Nponam cum kaprei Bunaiin € nynesmin Ganancom

MpoaaM cMM KapTbl BUNaiH C HyneebiM 6anaHCoM, 2aperMcTPUPOBaHbl Ha $Uz/NWL, OTNEXanUch 6 MecALEB, CTOMMOCTb 6 py6/wT, Npu onToBoi Nokynke no 5 pyGneid, ceiluac B

Hanudui 700 WT, OTNPaBNAK NOYTOR HANOMEHHBIM MA3TEMOM, KOHTaKT B IMYKY unn ICQ
Bo3amoxHa nvuHan BcTpeda B ExatepuHbypre
MiuHuManka 100 wTyk

Mocraannii pas paaakTposamoce veip, 30.06.2011 & 21:32.

g

Mokynan camkk! Bce oTnnyHo! CMMKW BCE KWBbIE!

Beeline SIM cards... $0,15 per unit...
700 units... 100 SIM cards is
minimum
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SIM cards
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Three pillars

Ransomware, mobile malware, SMS scam campaigns
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Ransomware

Windows 3a610KMpOBaH!

of fl 2 sl «l 5] s 2] o] s |[ommll

Baw kon:| BXDAB CHCTENY |

ECnu B Y@ 12 SAC00 CHMOMEHTA NOARNEHMA AANHOID COOCWEaMMA, HE OUOBT BEEOEH K04
OCR A8MHME, BrMOYaa Windows 1 bios sunyr BEIBOIBPATHO SOANEHDN Nonwrka
NEPEYCTOHOBUTE CHCTEMY NPUBEAST K HOPUWEHUAH PAGOTH KOMNLKOTEPD
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Ransomware

[nagHas > Ceityac Ha caiiTe 508 yenoeeka CmoTtpu 6e3 CMC BOMTH Ha caidT | PermcTpauma

12366 ponikos | 5126 Nnonb30BaTenei

Mydwee 2a cerogHAa | Niydwee 3a Hegenw | Mydwee 2a mecAay | Ton100

Kareropuu

benbe
211243
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Ransomware

BHMMaHMe!

Bpena BecnNATHOMD 3-X YACOBOrD MPOcMOTRAE MOPHO POMMKOE SaKoHWANOCE,
ZOMNACHO AKUEMTOBAHHOND Baki PaHee COrNallEHINA Bl YCTAHOBIIA PeknamMHEIR MOy e,

OaHHBIA MOy ME HOCHT MCKIHOHUMTENEHO PEKNAMHEIR XApaAKTED, PERNAMHEIA MOy b By AST HAXOAMTCA HA BALLEM KOMMBHOTEDE B TEYeHA 30 AHeiA,
Mo MCTEYEHMM 30 gHEl pernamHEIR Moy e By AT YAANEH W Bbl CHOBA CMOXETE HACNAKAATECH MPOCMOTROM MOPHD POMMKGOE,

B ciydae, echid Bel BONee He MOMeNaeTe MPOCMATRMBATE MORHO POMMEL 1M MOXENAETE YAANATE PEKNAMHEIA MOLY M PAHBLIE YKAZAHHOM CHOKA,

BiaM HEOEXOQAMO BEINMONHATE CREAYHILLME ASMCTEIAA;

MoMoAHMTE CHET aboHeHTa BINAFH M

HAa CyMMy 320 pybnai,
Mocne ONAAaTEl, HA BEIGAHHOM TEPMAHANOM Yeke ONIaTEl Bel HAMAETE KOA, KOTOPEIA HEOEX0AMMO BEECTI B MONE, PACIONCHKEHHDS Hitke,
Mocne BEOAA KOAA PEKNAMHEIA MOAY b AETOMATIAYECKM Y AAMATCA,

BEEOMTE K20:

QK
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Ransomware

MICROSOFT SYSTEM SECURITY

THTE Py REHE HAPYILEHHA HCNDALIORDAHHA CETH HHTEPHET

CHCTEMHMA AHTHEMPYC NPODOAHT HEIADHCHMYH NPOBEPKY HA HAAHYHE
PEZAHYHOND POAA NPABOHAPYILEHHA.

OBHAPYXEHB HAPYLIEHHAL

“ﬂﬂﬂll.lﬂ HHE CAHTOR NopHOTpagHYECEOrD XapaETepa

XPAHEHHE MOPHOTPAGDHYECKOTD BHAED C IAEMEHTAMH HACHAHS

HononsL30BAHHE HEAHLEHZHOHHOMD, 3 TAK X¢ BpeaonocHore M0
B peayaLTATE HAPYLWEHHA BALL KOMNLHTED GHA 2A6N0KHPOEAH
T.K. OH NOTEHUHAALHO NPEACTABEARET ONACHOCTE [AAS NONLI0OBATEACH
CETH HHTEPHET.

UYro EW YEPATE 3T NPENYNPEXAEHHE QOCTATOMHO NOAYYHTE KON
PAIGAOKHPORKH, H BRECTH ErD B COOTRETCTIYM WEE None,

Baw kon: [ YepaTh OEHO ] Moay4uTe Kog ]

23" Annual FIRST Conference
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SMS Trojans

» Transferring money via free SMS

»SMS #1:

« 3116 with text ‘Recipient_cell phone number
Amount_of money to_transfer’
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SMS Trojans

» Transferring money via free SMS
»SMS #1.

« 3116 with text ‘Recipient_cell phone number
Amount_of money to_transfer’

g SMS #2 OTKPbITKA
* 8464 with text ‘1’ Tpocaxompeme oxprmiy?
»Trojan-SMS.J2ME.Smmer:
* SMS spam campaigns
Het N
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SMS Trojans

3116:7654 2 Z2001L8464:1 1

200 rubles ~ $7
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SMS scam campaigns

» Appeared in 2008

»'Mom, I'm in trouble, please replenish +7905XXXXXXX for
500 rubles. I'll call you back later’
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SMS scam campaigns

» Appeared in 2008

»'Mom, I'm in trouble, please replenish +7905XXXXXXX for
500 rubles. I'll call you back later’

» Terrorist attack in Moscow underground

* ‘Help me, I'm in underground, please replenish +7905XXXXXXX
for 900 rubles’

» Explosion in ‘Domodedovo’ airport

* ‘It's urgent, I'm in airport but have no money on my mobile

account. Can you please replenish +7905XXXXXXX for 1000
rubles?’
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Money laundering
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Money laundering

* Credit card

 Bank account

e Unistream

- Another cell phone number
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Money laundering

» Premium rate SMS messages

* Yes, but what about antifraud systems?
* Yes, but it’'s not an immediate cash

» S0, there Is a demand on money laundering
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Money laundering

CashOut (O6Hannuka ) MTC/BunaiH

»‘Hello. Do you have black/grey money in Beeline SIM
cards? Do you need to launder money? | can help you. |
accept all SIM cards. All variants are discussable.
Payments: within 2-3 hours. Commission is also discussable
and depends on amounts of money and request periodicity.’

Virus Bulletin Conference
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Money laundering

Cash-Out Beeline, MTS, Megafon & Smarts only for 30%

L Cash-Out Beeline, MTS, Megafon & Smarts only for 20%

TNiobele cymmbi 0T 50 pyb. Boisogum Ha Qiwi (aanblwe pazbpachieaeTe camu KTO Kyaa xodet). ICQ:

»‘All amounts starting from 50 rubles (1,5 USD). Money will
be transferred to Qiwi. Commission: 30%’ .
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Money laundering

Boieog banauca c Beeline
E Boieop Bananca c Beeline
BbiBedy BaWW AeHeXKY C BanaHca BunaiH.

Komucecna 30%.

icq:

» ‘Will launder you money from Beeline SIM cards.
Commission: 30%’

Virus Bulletin Conference
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Money laundering
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Conclusion
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Conclusion

»Exploitation of legal service

»Various types of attacks

« Ransomware
« SMS Trojans
* SMS scam

» One more cybercrime lifecycle
» Easy to stay unnoticed
»Legislation problems: again
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Thank You

Cell Phone Money Laundering

Denis Maslennikov, Senior Malware Analyst, Kaspersky Lab
Denis.Maslennikov@kaspersky.com, @hEX63

07.10.2011, Virus Bulletin Conference, Barcelona, Spain m



