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General scheme 

Three pillars: 

• Ransomware 

• Mobile malware 

• SMS scam campaigns 

Money laundering 

Cooperation 

| October 7, 2011 PAGE 2  | Virus Bulletin Conference 



General scheme 



General scheme… 
…in a nutshell 
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SIM cards Preparations The attack 
Money 

laundering 



SIM cards 
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SIM cards 
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Beeline SIM cards… $0,15 per unit… 

700 units… 100 SIM cards is 

minimum 



SIM cards 
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Three pillars 

Ransomware, mobile malware, SMS scam campaigns 



Ransomware 
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Ransomware 
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Ransomware 
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Ransomware 
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SMS Trojans 

 

Transferring money via free SMS 

SMS #1: 

• 3116 with text ‘Recipient_cell_phone_number 

Amount_of_money_to_transfer’ 
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SMS Trojans 

 

Transferring money via free SMS 

SMS #1: 

• 3116 with text ‘Recipient_cell_phone_number 

Amount_of_money_to_transfer’ 

SMS #2: 

• 8464 with text ‘1’ 

Trojan-SMS.J2ME.Smmer: 

• SMS spam campaigns 
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SMS Trojans 

 

 

 

 

 

 

200 rubles ~ $7 
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SMS scam campaigns 

Appeared in 2008 

‘Mom, I’m in trouble, please replenish +7905XXXXXXX for 

500 rubles. I’ll call you back later’ 
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SMS scam campaigns 

Appeared in 2008 

‘Mom, I’m in trouble, please replenish +7905XXXXXXX for 

500 rubles. I’ll call you back later’ 

Terrorist attack in Moscow underground 

• ‘Help me, I’m in underground, please replenish +7905XXXXXXX 

for 900 rubles’ 

Explosion in ‘Domodedovo’ airport 

• ‘It’s urgent, I’m in airport but have no money on my mobile 

account. Can you please replenish +7905XXXXXXX for 1000 

rubles?’ 
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Money laundering 



Money laundering 

• Credit card 

• Bank account 

• Unistream 

• Another cell phone number 
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Money laundering 

 

 

Premium rate SMS messages 

• Yes, but what about antifraud systems? 

• Yes, but it’s not an immediate cash 

 

So, there is a demand on money laundering 
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Money laundering 

 

 

 

 

 

‘Hello. Do you have black/grey money in Beeline SIM 

cards? Do you need to launder money? I can help you. I 

accept all SIM cards. All variants are discussable. 

Payments: within 2-3 hours. Commission is also discussable 

and depends on amounts of money and request periodicity.’ 
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Money laundering 

 

 

 

 

 

 

 

‘All amounts starting from 50 rubles (1,5 USD). Money will 

be transferred to Qiwi. Commission: 30%’. 
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Money laundering 

 

 

 

 

 

 

 

‘Will launder you money from Beeline SIM cards. 

Commission: 30%’ 
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Money laundering 

Speed 

‘Clean’ cash Commission 
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Conclusion 



Conclusion 

 

Exploitation of legal service 

Various types of attacks 

• Ransomware 

• SMS Trojans 

• SMS scam 

One more cybercrime lifecycle 

Easy to stay unnoticed 

Legislation problems: again 
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