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100% of the vulnerabilities discussed in this presentation 
have updates available (now) 
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(CVE-2010-2568) 

Lotoor 
CVE-2010-1885 

0

50,000

100,000

150,000

200,000

250,000

300,000

1 2 3 4 5 6 7 8 9

2011

C
o

m
p

u
te

rs
 P

e
r 

M
o

n
th

 

Sality 
Autorun 

Vobfus 
Ramnit 

Stuxnet 
0%

20%

40%

60%

7 8 9 10 11 12 1 2 3 4 5

2010 2011

P
e

rc
e

n
t 

o
f 

C
o

m
p

u
te

rs
 

Families Commonly Found with CplLnk 
(CVE-2010-2568) 



Pdfjsc 89.5% 

Pdfupf (CVE-2008-2992) 3.9% 

Pidief 3.5% 

CVE-2010-0188 0.7% 
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CVE-2006-1359 30.7% 

CVE-2010-3333 21.6% 

Wordinvop (2008) 10.7% 

CVE-2009-3129 8.2% 
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Location Average

Worldwide 3.1%

Czech Republic 0.8%

Japan 0.9%

Slovenia 1.0%

Slovakia 1.1%

Taiwan 1.2%

Bulgaria 1.2%

Argentina 1.3%

Finland 1.3%

Israel 1.3%

Croatia 1.3%

Puerto Rico 1.3%

Poland 1.3%

Lithuania 1.4%

Denmark 1.4%

Switzerland 1.4%

Austria 1.4%

Estonia 1.4%

Romania 1.4%

Sweden 1.4%

New Zealand 1.4%

France 1.5%

Norway 1.5%

Singapore 1.5%

Latvia 1.6%

Location Average

Morocco 1.6%

Hong Kong 1.6%

Chile 1.6%

South Africa 1.7%

Malaysia 1.7%

Costa Rica 1.7%

Philippines 1.8%

Serbia 1.8%

Kuwait 1.8%

Qatar 1.8%

China 1.8%

Colombia 1.8%

Greece 1.9%

Mexico 2.0%

Belgium 2.0%

Ireland 2.0%

Dominican Republic 2.0%

Spain 2.1%

Italy 2.1%

Venezuela 2.1%

Egypt 2.4%

Netherlands 2.4%

Germany 2.4%

Australia 2.5%

United Arab Emirates 2.5%

Location Average

Ecuador 2.6%

Saudi Arabia 2.6%

Iran 2.7%

Turkey 2.9%

Peru 3.0%

Jordan 3.2%

Canada 3.2%

Hungary 3.3%

United Kingdom 3.4%

United States 3.6%

Thailand 3.6%

Ukraine 3.6%

Nigeria 4.1%

Russia 4.2%

India 5.1%

Portugal 5.5%

Brazil 6.7%

Vietnam 7.5%

Pakistan 8.6%

Indonesia 17.0%

Korea Rep. 19.8%
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