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Malware
Overview

e Unusual Command and Control behavior

GET Ahnshotinfo. php

GET Ahnshotinfo. php

guid=cefladoh-fc65-4e3C-5b70-368a70%be51e
installtype=service
version=2.4.4§
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Malware
Overview

e Proxy authentication

— English Command Protocol

version: Z2.4.6
Password: 2099912065
services: http,smtp,socks

cefladgb—fcﬁﬁ—-ﬂ e3c-9h70-368e

Backdoor.Proxybox — Overview

ACCEPTED
FORCE_AUTHEMTICATION_OFF
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Malware
Proxy Component

e Deeper Investigation

— Malware was actually a SOCKS
proxy

— Passing PPC traffic from
Command servers

— Passing traffic for Proxybox.name
users
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Malwa re Al prosy: 37093

24h prosmy: 37093

Botnet OnlLine: 13594
Al by wersion
* Proxy bot network spread across several C&Cs | version] cont
105 5
e Total infected users maintaining around 40,000 |11t |4
1.1.2 7
e High turn over rate 221 153
2.2.10 [|4911
e 6000 uniqgue md5’s per month 222 |[2417
2273 4279
— Repackaging malware often 2a1 2187
2.4.4 1709
2440 || 42%6
245 2087
246 11580
247 2548
248 8924
520 2976
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Malware

Pay per click fraud

* Proxy controllers commanded bots to forward click fraud traffic

— Infected client replays the ad “click”

— Simulates browser activity on target website

<html>

<gcript sreo='fiwvestar.js'r</scripts

</html>

GET /fzitesfall/modules/contrib/fivestar/ js/fivestar. j=s

Ho=zt: www.movieroomrevyiews . Com

Ho=zt: www.movieroomrevyiews . Com

GET fwodules/syaten/ system. o3s

Hos=t:

10—
GET /fzitesfall/modules/panels/js/panels. j=

I

cidn3.movieroomreriews . Com

haz-men—-kblack-role
[0

GET /wodules/ nodefnode . css

Ho=t:

Cdnd . movieroomteviews . Com

B
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Command and Control
Overview

e Multiple botnet command pages

e Performed load splitting to 15 different IP addresses
e Public server monitoring software installed

e Unsecured configuration and statistics pages

Backdoor.Proxybox — Overview f Symantecl_



Command and Control
Bot Command Pages

SET AbnSget_servers. php7?version=2.4.6 HTTR/L.0
® get_ServerS.php HosT : gD%Dg'Ie.cnm.twp i

Connection: Close

— Bot asks for a proxy controller HTTR/1.1 200 OK

server: nginx l.1.1%9

Cate: Mon, 10 Sep 20012 22:29:59 GMT
server Content-Type: Textyhtm]l

Connection: Close

—-Powered-By: PHP/5.4.0-3

— Proxy controller is chosen by the
H - o o a
C&C from list of 15-20 servers T ]

e get _reserved_servers.php T R OdeeTh sV ea—SErVers. php ATTR/L.0

Connection: Close

HTTR/L.1l 200 OK

Server: nginx/Ll.1.1%

Cate: Mon, 10 Sep 2012 22:209:39 GMT
Content-Type: text/ html

“onnection: close

<—-Powered-By: PHP/5.4.0-3

|http:ffpruxybux.nameﬂ
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- PROXYBOX - @ Lagin

. : Forgaot password? Redistration m

Socks/Proxy Service

= 4

T CHECKPROXY

Hormepage Faes Features articles Far) Contacts

Proxybox News

Mewy tariff plans!
We are glad toinform you that we have fully rewmritten the software part of our zervice, making it more functional, simple

and canwenient, ) )
@EE) The number of proxies online exceeds

Features: 2000

¢ Conwenient divizion by countries, statesz, cities, everything iz clickable,

¢ (ality databaze search and alignment according to ywour parameters. @E88 Fayment System Liberty reserve was
# Fully automatic payment and regizstration system wia WebMoney, Liberty Rezerve, Robox, added

¢ We expect over 2000 botz online all the time.

¢ Al reviewed proxies are marked with another calar,
Accepted:

Bazed on our experience, we have developed a conwenient service, which features all the best options and significantly

simplifies the wark with a proxy, We hope that cooperating with us ywou will make your routine work easier, and that our

pricing policy will suit wou, Af‘ Liberty (
mmmm Reserve L

NehMoney

ROBOY.  pebry

Reseller Frontend — Proxybox.name
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PROXYBOX . s

Socks ,;','l;vl',‘ SMYICe )

Payment

Choose payment system: WebMoney

Choose taniff plan:

20 proxy for Y0 days - 9,905 400 proxy for 80 days - 455 Unlimited 30 deoys - 905
150 proxy for X0 days - 255 00 prowy for 90 days - 655 Uniimited 90 days - 1305
X0 provey for 30 days - 305 1200 prosey for 180 days - 1208 Unitmited 120 days - 13

Reseller Frontend — Proxybox.name
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PROXYBOX

Socks/Proxy Service

Proxy Payment

Search proxy

rus eng

I 2

Region

N/A 240
&S EGYPT ABLLIA CAPITAL 7

TERRITORY
ES UNITED KINGDOM 53

AL JIZAH 1

N/A 941

AL KHARTUM Bl
= INDONESIA 29

AL KUWAYT 1
5 TURKEY 27

AL QAHIRAH 36

Address

186.65. .

I7: 239 .

41,45

84,185. ™™

Hostname

186.65. 7

I 239 T -

41,45

84,18 >

Reseller Frontend — Proxybox.name
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City /Region
KINSHASA

N/A
N/A

N/A

C

CK PRO.

UpTime

00:00:02

Speed




Author

Overview

* Proxybox.name advertisements

B 24-08-2010, 17:34 ProxyBox.name - comfortable with us! {+ Action!)

E ProxyBox.name - comfortable with us! (+ Action!)

ond maonth in a gift. To receive the bonus payment
. Dear customers! Introducing you to your new proxy ProxyBox.name ; over which
orking the past six months. Among the features of the service Admin:

antichakt

d in a different caolor, -
m the list for a month far just § 3.
oer.net

Backdoor.Proxybox — Attacker Identity fSyma ntec.



Author

Overview

e Linked to 3 other shady service websites
— Whoer.net

e Proxy verification
— AVCheck.ru
e Malware detection

— VPNIab.ru
e Encrypted VPN access

Thread / Last Post Replies  Yiews

0271172011 19:05
infi d =

Backdoor.Proxybox — Attacker Identity fSyma ntec.



L nucHeck

=, Check and =leep tight

Home UserCP  Tariffz  Terms of use  Contacts

-\

News Home
0M22010 Check.ru - a service test yvour antivirus files, The main difference from similar is that we
CINCe again we do nu:ut_mall vour files for ana_lyr5|s ta antivirus companies. We hu:unu:ur_yrcuur rlght_tcu property : Login
are here for you .. See section and privacy, AVCheck conceived as a convenient service to check files, including the Reqister | Recover
Treriiiiz battery, Advantage of which would be autormated testing with detailed reports via email or

IM client. Rely on us to check and sleep well!

The technical side A¥Check - is:

¢ 20 popular antivirus is updated daily;
e can automatically check your files; Fi
¢ audit reports on e-mail, in icg and jabber; - @ Ly
¢ convenient customer control panel; :
¢ flexible tanff plans - guarantee of privacy for yvou and your files; IE Firefox Opera
¢ full scan of the file within 30-40 seconds; ' ;
¢ change persanal information and passwards; ‘yl % *
¢ courteous and competent support, »
In arder to farmiliarize yourself with the contral panel to reqister and login, After payment of Ica Jabber E-tail
the chosen tariff plan will be available to check files, To test the possibilities, you can buy
one check.
We appreciate vour feedback on our service, All cormments, suggestions and comments, p ‘;:31- m
please send to icg caliper or e-mail. We will try to take into account all realize.

Webmoney  Yandex  Moneymail

&2 459057745

Other services — AVCheck.ru

Backdoor.Proxybox — Attacker Identity \/Syma ntec.




BE&dm

My IP address

Country
Fegion
City

ZIP code

Hostame
IP range
IS

Crganization

DMNS
Black list

Time
zZone
lozal

system

Find out IP address

118

ES United States (US)
California (Ca)

Los Angeles

h- -118, —

0 - 25

n

Covad Communications

Covad Communications

ES LUinjted States

¥es (Illegal 3rd party exploits, including proxies, worms and trojan)
Mo

Armericaflos_Angeles
Wied Sep 19 2012 10:23:52 GMT-0700 {PDT)

flismatch
wed Sep 19 2012 18:24:07 GMT+0100 (GMT Daylight Time

Other services — Whoer.net

Backdoor.Proxybox — Attacker Identity
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-20%
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“ VPNILAB

laboratoty of security

15.08.2012
Summer SALE 50% OFFI

31.07.2012
B= Usa server in PA, Scranton has
been moved to Ga, atlanta

25.02.2012 4
The third WPM server in the B= Usa

23.01.2012
Any server could be used as
reserved

10.01.2012
Mew YPH server in mes Egypt

24.11.2011
-20% FOREYER!

Z20.10.2011
Autumn SALE 50%Ill

Support

@ 538636

= wpn@vpnlab.ru
{guaranteed answer)

HOME TARIFFS TERMS OF USE

" O

CHECHK VPN

WPHMLab is a service providing vour security on the Internet by

; % encryption of original traffic. Our service is designed for a broad

@ spectrum of clients: webrmasters, SEQ-optimizers, traders,

: J businessmen and people, who care about their personal security, Wwe
set a special encrypted channel between your computer and our foreign

servers, The channel is installed based on QpenYPM technology and encrypted using

2048 bit key and thanks to sophisticated algorithms all the information is unreadable

for yvour provider. Average users dont see the necessity of the described procedure

and rmavy even find it useless, however the latest featured legal proceedings

involving people who were just expressing their opinions in their own web-diaries

show the seriousness of Internet security issue.

The creation of WPMLab is based on 5 main concepts:

» Reliability. The reliability of encryption by open 2048 bit key r»dq,
algorithrs is unquestionable and was repeatedly confirrned during the

ten vears of this technology’s existence. Qur servers are located in L
proven foreign datacenters, the DoubleWPN technology will allow yvou to .
set a chain of two servers. WPMLab’s main goal is to provide anonyrous if
and secure connection,

« Convenience, Qur service allows to start working in five minutes

after the registration. All you need to do is to register, pay and start working. vou’ll
receive all the configuration files after the payrment,

additional features:

- monthly {clear for users) change of outgoing IP addresses

- ports forwarding by request

- possibility to set a dedicated IP address

- existence of reserved servers, which can be used in case of work
interruptions

- possibility to switch to other servers in minutes

+ Independency. Qur service is fully independent from technical support, In your
account you will find a user-friendly service control panel that will allow yvou to wark

Other services — VpnlLab.ru

Backdoor.Proxybox — Attacker Identity

FAQ

SOFT

Loagin:

Password:

—

%}

Register

Recover

Accept

| we accept |
WebMoney 6’_

WebMoney e
Cheack passport

Qﬂ Liberty

= Reserve

v Symantec.
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Monetization

Cash flow Average Proxy Sales
® Proxy reseller Low value click sales
— Proxybox Very high click volume
_ VPNLab $150,000 - $170,000 annual income

e Pay-per-click affiliate
— 40,000 bots
— 20 clicks per bot per day
— $.0005 per click
— $150 k per year

m Web Services
1 PPC

(sedoorpronbon=tseericentty T (Msymantec



Attacker Identity
Registrar and Online Payment Gateways

e \/pnlLab.ru

— Private Registration
e AVCheck.ru

— Private Registration
e www.g000gle.com.tw

— Fake Registration Details

Backdoor.Proxybox — Attacker Identity \/fSyma ntec.



Attacker Identity
Registrar and Online Payment Gateways

e Proxybox.name

— Sergej Cherchesov

— Pyleva street, 10

— Arkhangelsk, RU 114593
— +1(410) 6021343

e \Whoer.net

— Ekaterina S Timohina

— str. Pjatnickaja 12, apt. 17
— Moscow, RU 115998

— +7(963) 7902529

Backdoor.Proxybox — Attacker Identity
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Attacker Identity
Registrar and Online Payment Gateways
e Liberty Reserve

— MerchantID: U6060946 (Proxybox)
e Robokassa.ru

— Shop name “SOCKS service”

— Uses WebMoney Passport Account

Backdoor.Proxybox — Attacker Identity
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Attacker Identity

Registrar and Online Payment Gateways

e WebMoney — Passport Account

e WMID: 428272397057 Issued to
Boragan “Bogdan”

e VPNLab lists full name as
“Kramarenko Bogdan Yurievich”

If yvou have any questions, offers or are looking for technical support, please contact us by

& S3ee3s

< wpn@vpnlab.n (guaranteed answer)

Persan in charge of the use of WwebMoney Transfer: Kramarenko Bogdan Yurievich

WMID: 428272397057
WMZr 2304879533221

Backdoor.Proxybox — Attacker Identity

WM Passport

Verification status:

Secondary verification:

Since registration:

Special Notes:

WMID Information

Personal details
P Last name:

ef First name:

e Middle name:

Sex:

Taxpaver Identification Mumber (IMMN):

User location
&f City/Country:
Zip/Postal code:

of Street address:

merchant| Merchant passport
o issued 17 June 2008
[ issued by
cornpleted

e g ypears and 3 months

2

WMIDFd=2527 2397057

Mickname: Borgan

Registration date! 13 June 2008

EL: 586

Comoiaints [Comments ! 0of0

Wiew wser's profile WMID #4282 72397057 on events webmoney v

v Symantec. n




Conclusion

e Russian Malware Author

— Has infected a large number of users and manages a large botnet
— Sophisticated understanding of windows internals

— Many sources of income

— Long standing persistence in the underground scene

— Uses identities associated with several payment gateways
e Next steps

— Monitoring botnet activity and updates

— Command and Control Takedowns

Backdoor.Proxybox — Attacker Identity \/fSyma ntec. B



Yerified Support
2 @ with me of abilities

Crash Override

Ahh, that is MUCH clearer. Thank you for that

Crash Override

Qu Sti n s ? Mowe, are you aware that your employer is a MALWARE DISTRIBUTOR?
e 0 [ ]

Yerified Support
about whats service you mean?

Crash Override
Do you know about Proxybox.name?

1 ¥Yerified Support
. B . yes
verified Support is offline .
, : . Crash Override {03:04:28 25/09/2012)
Th Il be del d when th: tack Available.
Se:j?gsssage willhe deliveredwiien the contact goes Avalable Mowe, are you aware that your ermployer is a MALWARE DISTRIBUTOR?
no i dont
Crash Override what do you want?
Hi

Crash Override

Yerified Support

It would be great to talk with him!
hello

Yerified Support

Crash Override . .
you can write to ermail

Yes hello | have been waiting to talk to you certainly
Do you prefer Russian or English? Crash Override
Ok which ernail do | write to

¥Yerified Support | tried Bogdang@kramarenko. yu but didnt' get a response

if you russian good )
Yerified Support

Crash Override Tell re what you want to coreey to him
Mo, only translator. Let us try English.
First, | would like to just get to know you Crash Override
Great! What an opportunity, thank you very much for this chance!
Yerified Support Hmm what to ask
ok

Crash Override

Crash Override First of all, | would like to know if his mother knows what he does far a living

Howe long has your service been available? Is Mrs. Yurievich in on the malware?!?7717

Crash Override
It seems to be multiples of years? Available even since 2010, this is truly great.

Crash Override
Allow me to "cut the cheese” soto speak, | am interested in your technical abilities. Are you the creator of the

service?

Yerified Support
am suppaort but you can speak with abilities ets

Crash Override
Your english is perfectly clear, my good friend. | was wondering if we can be lifelong friends some day.

Mow who is this "Abilities Ets" you speak of, and what are his hacker ventures | would know about. Make it snappy
young man!

Backdoor.Proxybox

Well actually | am researching his ventures for a paper | plan to publish later on in the year

Crash Dverride3

Ok, well raybe | should come clean | work for an american Anti-virus company

Yerified Support
and?

Crash Dverride
| just want to say | love your guys work, you really are providing a great service to the world

Yerified Support
ok

Crash Override
Especially the filesyster rootkit in the last version of the proxy malware! Oh man that was great

Crash Dverride
Listen, do you know if Bogdan's mom helped him write the FsFilter component? Just curious...

Yerified Support
i dont know

Crash Dverride
How rnuch does Bogdan pay you?
Borgan, right?

Crash Dverride
| feel like we got off on the wrong foot, | don't want to make an enemy you seem like a cool guy.
What's your narme?

Yerified Support
sorry i cant help you

Crash Dverride
Are you familiar with the underground hacker, Morpheus? He was in the matrix. He gave me you as a reference. | was

expecting better treatment
v Symantec. B

Trust me, you really don't want to make Keanu angry...
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Thank you!

Joseph Bingham
Joseph_Bingham@symantec.com
(424) 750 7749

from: Crash Owerride crdshthv3rTd3n@@gmail. com
tor wpn@wpnlab.ru
date: Mon, Sep 17, 2012 at 7:38 PM

| am interested in talking with you about buying service. |
have thousands of customers | need to provide proxy
service. Please contact me as soon as possible

frorr: WPNLab.ru administration vpni&vpnlab. ru
too Crash Cwerride <crdshDv3r! d3nZ@gmail com=
dater Tue, Sep 18, 2012 at 5:50 PR

Good day. Do you want to buy service vpnlab.ru?
Sincerely,
administration VPNLab.ru

from: Crash Owerride crdshthv3rTd3n@omail. com

My associate Acid Burn and | have been studying you for a long
time. We think you may be the one to break us free from the
matrix. We would like to talk to you when you are available in ICQ

frorr: WPNLab.ru administration vpni&vpnlab. ru

Good day. Your suggestion is clear. You will be able to talk to
the owner and creator of the 10 days, he is currently on leave.
Then you can discuss all the details.

Yes, ICQ available now. You can write on e-mail.

from: Crash Owerride crdshthv3rTd3n@omail. com
When you talk to "the owner", please ask him if his
grandmother helped him write the code for the file
system filter "FsFilter.cpp"

fl 3aMHTepecoBaH B pa3roBope ¢ BaMmu
0 NOKyMKe cepsuca. Y meHA ecTb
TbICAYM K/IMEHTOB MHE HEOBX0AMMO
npesocTaBUTb MPOKCU-CEPBUIC.
MosKanymncra, CBAXKUTECH CO MHOM KaK
MOMKHO CKopee

[obporo gHA. Bbl xoTuTe Nprnobpectu
cepsuc vpnlab.ru?

C yBaxeHuem,

agMuHuctpauma VPNLab.ru

Mot konnera Acid Burn v g usyyan
BaC B TeYeHWe J0roro BpemeHu. Mol
AyMaeMm, 4To Bbl MOXKeTe BbITb Tem,
4yTOObl Pa30pBaTb HAC OT MATPULLbI.
Mbl xoTenu 6bl NTOroBOPUTL C BaMM,
Koraa Bbl AOCTYMNHbI B ICQ

[obporo gHsA. Balwe npeanoxeHune
NOHATHO. Bbl cMOXKeTe neperoBopuTb
C BNagenbuem u cosgartenem yepes 10
[OHEWN, OH ceiyac B OTMyCKe.

Toraa Bbl CMOXeTe 06roBopuTh BCe
aetanu.

[Oa, ICQ HepocTynHoO ceityac. Bbl
MOXKeTe NUCaTb Ha MOoYTY.

Korpa Bbl roBopuTe ¢ "Bragenbuem”,
nokanyicra, cnpocuTe ero, eciv ero
6abywKa nomorna eMy HanucaTb Koz,
ona dunbTpa GparinoBom CUCTEMDI
"FsFilter.cpp"
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