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Malware 

• Hooks kernel filesystem 
device stack 

• Obfuscates IRP file buffer 
for protected files 

• Attempts to avoid low 
level anti-virus scanning 

• Author displays a technical 
understanding of windows 
internals 
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Kernel Filesystem Filter 
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Malware 

• Unusual Command and Control behavior 
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Malware 

• Proxy authentication 

– English Command Protocol 
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Malware 

• Deeper Investigation 

– Malware was actually a SOCKS 
proxy 

 

– Passing PPC traffic from 
Command servers 

 

– Passing traffic for Proxybox.name 
users 
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Proxy Component 



Malware 

• Proxy bot network spread across several C&Cs 

• Total infected users maintaining around 40,000 

• High turn over rate 

• 6000 unique md5’s per month 

– Repackaging malware often 
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Botnet 



Malware 

• Proxy controllers commanded bots to forward click fraud traffic 

– Infected client replays the ad “click” 

– Simulates browser activity on target website 
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Pay per click fraud 



Command and Control 

• Multiple botnet command pages 

• Performed load splitting to 15 different IP addresses 

• Public server monitoring software installed 

• Unsecured configuration and statistics pages 
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Overview 



Command and Control 

• get_servers.php 

– Bot asks for a proxy controller 
server 

– Proxy controller is chosen by the 
C&C from list of 15-20 servers 

 

• get_reserved_servers.php 
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Bot Command Pages 



Reseller Frontend – Proxybox.name 
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Reseller Frontend – Proxybox.name 
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Reseller Frontend – Proxybox.name 

Backdoor.Proxybox – Reseller Frontend 14 



Author 

• Proxybox.name advertisements 
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Author 

• Linked to 3 other shady service websites 

– Whoer.net 

• Proxy verification 

– AVCheck.ru 

• Malware detection 

– VPNlab.ru 

• Encrypted VPN access 
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Other services – AVCheck.ru 
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Other services – Whoer.net 
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Other services – VpnLab.ru 
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Monetization 
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Cash flow 

• Proxy reseller 

– Proxybox 

– VPNLab 

 

• Pay-per-click affiliate 

– 40,000  bots 

– 20 clicks per bot per day 

– $.0005 per click 

– $150 k per year 

 

Average Proxy Sales 

Low value click sales 

Very high click volume 

$150,000  -  $170,000 annual income 

Web Services 

PPC 



Attacker Identity 
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Registrar and Online Payment Gateways 

• VpnLab.ru 

– Private Registration 

• AVCheck.ru 

– Private Registration 

• www.g000gle.com.tw 

– Fake Registration Details 



Attacker Identity 
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Registrar and Online Payment Gateways 

• Proxybox.name 

– Sergej Cherchesov 

– Pyleva street, 10 

– Arkhangelsk, RU 114593 

– +1 (410) 6021343 

• Whoer.net 

– Ekaterina S Timohina 

– str. Pjatnickaja 12, apt. 17 

– Moscow, RU 115998 

– +7 (963) 7902529 



Attacker Identity 
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Registrar and Online Payment Gateways 

• Liberty Reserve 

– MerchantID: U6060946 (Proxybox) 

• Robokassa.ru 

– Shop name “SOCKS service” 

– Uses WebMoney Passport Account 



Attacker Identity 
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Registrar and Online Payment Gateways 

• WebMoney – Passport Account 

 

• WMID: 428272397057 Issued to 
Богдан “Bogdan” 

 

• VPNLab lists full name as 
“Kramarenko Bogdan Yurievich” 



Conclusion 
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• Russian Malware Author 

– Has infected a large number of users and manages a large botnet 

– Sophisticated understanding of windows internals 

– Many sources of income 

– Long standing persistence in the underground scene 

– Uses identities associated with several payment gateways 

 

• Next steps 

– Monitoring botnet activity and updates 

– Command and Control Takedowns 



Questions? 
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Thank you! 
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Joseph Bingham 

Joseph_Bingham@symantec.com 

(424) 750 7749 

I am interested in talking with you about buying service. I 
have thousands of customers I need to provide proxy 
service. Please contact me as soon as possible 

 

Good day. Do you want to buy service vpnlab.ru? 
Sincerely, 
administration VPNLab.ru 

Good day.  Your suggestion is clear. You will be able to talk to 
the owner and creator of the 10 days, he is currently on leave.  
Then you can discuss all the details.  
 
Yes, ICQ available now. You can write on e-mail. 

When you talk to "the owner", please ask him if his 
grandmother helped him write the code for the file 
system filter "FsFilter.cpp" 

My associate Acid Burn and I have been studying you for a long 
time. We think you may be the one to break us free from the 
matrix. We would like to talk to you when you are available in ICQ 

Я заинтересован в разговоре с вами 
о покупке сервиса. У меня есть 
тысячи клиентов мне необходимо 
предоставить прокси-сервис. 
Пожалуйста, свяжитесь со мной как 
можно скорее 

Доброго дня. Вы хотите приобрести 
сервис vpnlab.ru? 
С уважением, 
администрация VPNLab.ru 

Мой коллега Acid Burn и я изучал 
вас в течение долгого времени. Мы 
думаем, что вы можете быть тем, 
чтобы разорвать нас от матрицы. 
Мы хотели бы поговорить с вами, 
когда вы доступны в ICQ 

Доброго дня. Ваше предложение 
понятно. Вы сможете переговорить 
с владельцем и создателем через 10 
дней, он сейчас в отпуске. 
Тогда вы сможете обговорить все 
детали. 
Да, ICQ недоступно сейчас. Вы 
можете писать на почту. 

Когда вы говорите с "владельцем", 
пожалуйста, спросите его, если его 
бабушка помогла ему написать код 
для фильтра файловой системы 
"FsFilter.cpp" 


