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Mimic manual descriptions 

Are driven by malware behaviour  

Use a rule-based expert system 

Use small templates 



<malware> changes the start page for Internet Explorer to 

<StartPageURL> by making the following registry modification: 

 

Adds value: "Start Page" 

With data: "<StartPageURL>" 

To subkey: HKCU\Software\Microsoft\Internet Explorer\Main  

 



One or more 

rules associated 

with it  

Sections & 

subsections 

Text formatting 

rules  

 

A prescribed 

order within each 

subsection 

 



Malware type 

Malware name 

Malware activities 

Behavioral 

knowledge  

Created file content 

Multiple runs of 

malware 

Combinations of 

rules 

Rules are based on:  



If (regKey=“HKCU\Software\Microsoft\Internet Explorer\Main  

”  && Value=“Startpage” && Data <>””) 

Then 

 store Data value and mark the Rule passed 

 



Payload  
Modifies browser settings 

The malware changes the start page for Internet Explorer to http://m-.5-b-e-n-t-f-

p-p-7-1-1-0-7-c-q-0-3-00-6-u-7-t-1-n-f-u-d-g-e.info by making the following 

registry modification: 
 

Adds value: "Start Page" 

With data: "http://m-.5-b-e-n-t-f-p-p-7-1-1-0-7-c-q-0-3-00-6-u-7-t-1-n-f-u-d-g-

e.info" 

To subkey: HKCU\Software\Microsoft\Internet Explorer\Main  







<malware name>  ensures the worm copy is executed when certain Windows 

applications are run, including but not limited to<Clean Applications>. It does this by 

making the following registry modifications:   

 

Adds value: "Debugger" 

With data: "<Malware File name>" 

 To subkey: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File 

Execution Options\<Product Name> 

 

where < Product Name > may be any of the following 

<repeat> 

{ 

•  <application name> 

} 

 



Rule-1 

IF (registry key =’HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image 

File Execution Options\’ && Data= malware file name && and Value =’Debugger’ ) 

THEN  

Get from behavior log the subkey and Data and store in system database. 

Rule-2 

IF  (Rule-1  is true ) 

THEN 

 Get from behavior log <Application name> and store in system database 

Repeat Rule-1 and Rule-2 until all such subkeys are exhausted  

Rule-3   

IF( Rule-2 is true  && Application names are known to our system) 

 THEN   

Get from the system top 3 product names that map <Application name>  

 



Installation 
The malware ensures the worm copy is executed when certain Windows applications 

are run, including but not limited to security products, Registry Editor and Task 

Manager. It does this by making the following registry modifications: 

 

Adds value: "Debugger" 

With data: "c:\documents and settings\administrator\administrator1\winlogon.exe" 

To subkey: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File 

Execution Options\<product name> 

 

where <product name> may be any of the following: 

_avp.exe 
. 

. 

_taskmgr.exe 

_regedt32.exe 



http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=TrojanDownloader%3aWin32%2fBanload.AOQ 





• As close as possible to those created by humans 

• Accurate and thoughtful 

• Meaningful to an affected user 

• Well-written, well-formatted – easy to read 

• Consistent (humans are fallible) 

• Published already localized 

• Cheaper and quicker to produce than those created by manual 
methods 

 




