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The Basic Scam

* Something is wrong with your PC, but | can
help you fix it.

— A ‘demonstration’ the problem using Event Viewer,
ASSOC/CLSID, INF, PREFETCH, Task Manager...

— Remote installation of ‘appropriate’ utilities and
additional ‘diagnosis’

— Transfer of funds and ‘fix’
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Event Viewer, ASSOC, INF
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Taken to task

EI windows Task Manager ,_

File Options View Help

=101 |

~CPUUsage — ] [ CPU Usage History

...........................

l Networking I

~PF Usage

—Page File Usage History

~Totals — Physical Memory (K)
Handles 36307 Total 2062564
Threads 1312 Available 648038
Processes 106 System Cache 755460
—Commit Charge {K) —Kernel Memory {(K)
Total 1629224 Total 173032
Lirnit 3453296 Paged 96316
Peak 2147324 MNonpaged 76716

!Processes: 106

fCPU Usage: 17%

‘Commit Charge: 1591M | 3372M




Verily, Verity

e+ Command Prompt

CzsDocuments and Settingzsdharleyiverify

VERIFY is off.

CzsDocuments and Settingssdharleyiuerify -7

Tells cmd.exe whether to verify that vour Files are written correctly to a
disk.

UVERIFY [OH § OFF]

Type VERIFY without a parameter to display the current UERIFY setting.

C:sDocuments and Settingssdharley?
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There’s more to this than phone
calls

* http://blog.eset.com/2011/11/09/facebook-
likes-and-cold-call-scams

e eFIX Ltd, at 8901 Marmora Road, Glasgow,
D04 89GR

* MR ANTHOnNy SCOTT CalLLED ME TODaY TO
OfFER THE E FIX SERVICE, WhiCh has been
fully explained to me and Mr Scott has been
very helpful and patient. Thanks

CSler
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The Problem: Telescammers

e Estimated 350,000 call center agents in India
(New York Times)

e @ estimated 5% = 17,500 rogue call agents

* 17,500 @ 100 calls p/d = 1,750,000 calls per
day

e 1,750,000 cpd @ 0.1% est conversion (avg
$200 p/v x 1750) = S350,000 per day
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Fighting the Telescammers today

* Takedown process
* Biggest obstacle = Indian LE

 We need Banks, credit card companies to get
involved




What can | do? Get involved!

One main issue, is we estimate that the
amount of victims that have come forward to
report this, are far lower than those actually
taken in.

We need more victims to feel comfortable
enough to come forward and report this.

We need more law enforcement involvement

More collaboration between security
companies



What can | do? Get involved!

Steven Burn
Email: sburn@malwarebytes.org

A Malwa rebytes
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Introducing... PC-Optimizers

Select your Country: %% =

Annual PC Support
/¢ PC'optlmlzerS for only £ 119 per year

Technology Simplified Microsoft ijMgAfed Technical Support
SECURE C +44 808 234 8670

B E.l. -I- E E H SU r_) r} U r( | N PC Maintenance & Technical Support

Computer Optimization

INONE PHONE CALL ‘

Wireless Internet Support
Support for PC, MP3s, Cameras, Wire

more. Printer and Scanner Support

Internet Support

lp! L
@ E \ e Virus Removal
o “\ == | Spyware / Adware Removal

Digital Camera and MP3 Support

CALL / Support for Microsoft Office Setup
q

Windows E-mail set up and Support
Data Back up

FRE;:J \ - ‘ SERVICES PLAN
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4% Windows™®  £7Windows7  £7 WindowsVista' Testimonials
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Log me in, please

Vi
2
Shortcut to
Internet

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: 1 iexplore wiww.logmein123.com vl

OK ][ Cancel ][ Browse. .. J

4 start A Hotmail, Messenger, ...




| have a small problem...

8l Event Viewer

File Action VYiew Help

e« AEEFRR @6

Event Viewer (Local)
)} application i - ; ‘
Security Type Date Time Source Cateqory Event = User
| System &Waming 31/01/2012 11:38:32 Msilnstaller None 1015 User
&Waming 31/01j2012 10:59:58 Windows Product Activ... None 1005 NjA
\WinMagmt MNone 63 SYSTEM

:&Warning 31/01/2012 10:52:30
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...0r, perhaps, a big problem?

Options

[®] Advanced WindowsCare ¥2 Personal

Advanced
' | WindowsCare 2

Personal
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-

A Microsoft Windows XP
<@ AMD Athlon(tm) 64 X2 Dual Core Proces...

-]
& 511MB
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Processor Info:
Video Device:

Physical Memory:
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startup items
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[V|Junk Files Clean 36MB files found.
Clean up junkfiles and recover disk space Show details...

@ Need More Windows Care Services?

UpgradeNow! [ Status ] [ Repair ] [ Close ]

f @ (Trial version) PCOpti. .. t;_! Advanced WindowsC. .

En & B 135



Like, a really big problem

)
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A problem worth paying for

4 Welcome To Our Site - Microsoft Internet Explorer

File Edit View Favorites Tools Help

\gj Back [ \) @ @ 'h /’:\ Search \:}:( Favorites @ L::v : \f 7 '3
e
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~
| PC Support and Optimization v |
* Description Flatinum Plan =3
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* Amount }39
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I~ M

# Internet
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Now with added “security”

Date Of Birth

SSN [Last 4 digit only]

* Address

* City/Town:

* State/County:

* Country:

* Zip | POST CODE:

* Best Call Back Time :

* Verification:

<

[DD-MM-YYYY]

lSeIect Time v

Eg g Click here to refresh

| acknowledge the information submitted is accurate to the best of my knowledge

¥ lhave read and agreed to the Terms & Conditions and Privacy Policy

Process Transaction m




...and my computer is secure again

Microsoft Internet Explorer @

' E Your transaction successfully completed,

[;q;fl




But don’t forget the T&Cs

A Tech Support - Service Agreement - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back (i > LIJ sz 9 /‘,'“'Search \“/ Favarites {f) C‘v 4 = 3

Address ‘é] http: / fwww, pcoptimizers.co.ukfpayment_prop.php?name= Jr=GBP&amunt=89&emailid=« LY

Go |Links

Service Agreement

To PC Optimizers,
Billing Department

| ¢ authorize PC Optimizers to charge the Credit Card | have used today for a One-time =
payment of GBP 89 for the serwices being rende&d to me. | also understand that PC Optimizers is an

Independent Organization and in no way is affiliated with dny other service provider .| am happy to have chosen
PC Optimizers to be my service provider in maintaining and optimizing my PC's performance and understand
that | may contact them during the duration of my membership to avail the services listed within the Plan | have

chosen today.

| understand and agree that In the event where | request for this agreement to be terminated and ask for a

reversal of the payment made to PC Optimizers, the decision of the same shall lie at the sole discretion of the

Billing department of PC Optimizers, with the assurance that PC Optimizers is committed to being fair and v

&] Done ® Internet

7,’ start @ (Trial versior) PCOpti. .. EX advanced WindowsC. . 23 Tech Support -5




The call ends



The call ends

...but PC Optimizers’ cleaning service doesn’t!



FiIXIng some issues

B Advanced WindowsCare ¥2 Personal Q = s

= Advanced - Tools Options
% WindowsCare 2

-l Personal

Operation System: AY Microsoft Windows XP

Processor Info: <@ AMD Athlon(tm) 64 X2 Dual Core Proces...
Yideo Device: =
Physical Memory: & S511MB

MSN Installer 7 Sminware Remaval Drahl Rasnhsad
Advanced WindowsCare [ X |

b}) Computer repair is done. Yiew the detailed report?
P

[ View Report J [ Later J

[V|Startup Manage 1 item found.
Contral and optimize Windows startup items Show details...
[V|Privacy Sweep Problems Resolved.
Erase your activity history and surfing traces Show details...

[V|Junk Files Clean Problems Resolved.
Clean up junkfiles and recaver disk

@ Need More Windows Care Services?

pace

1) Summary X
UpgradeNow! l Status l [ Scan ] [ Close | 32539 Problems Resolved. le Bin

36 MB files removed.

4 Start @) (Trial version) PCOpti... B Advanced WindowsC. .



Tidying up the hard drive




Address a http:/|

@ This site might ri

1. Rig}

2, WH

If the
proce

n help you with that,

Buy genuine Windows Troubleshoot

|
The version of Windows you are running is no longer available for purchase.

Check to see if your PC can run Windows 7.

Choose your edition of Windows 7. (Which version is right for me?)

C Ultimate
@ professional
© Home Premium [k
| Country/region: United States (change) Genuine Microsoft Software - Microsoft Internet Explorer 11!

rial version... S i Microsoft Se. ., 3 Genuine Micr.., B Geruine Micr, .. EN &)1




So we're clean, right?

X

W McAfee Security Scan Plus =

An Intel Company Home | Settings | Help

| Your PC is at risk. About McAfee

Virus and Spyware Protection @ Not found
MSN Installer
We did not find any virus protection product on your
PC. Don't leaye your PC defenseless against the Get McAfee protection.
latest threats.

Smart Def 2 k

Firewall Protection £ On

McAfee Web Protection © Not found

Threats Detection &2 None

At Risk Your PC is At Risk \_ About Mcafee |

s -
‘4 start (@) (Trial version) PCOpti... W) Mcafee Security Scan...




Wrap-up (sorry!)




Advice to the public

Not a technical attack.
— Very effective social engineering.
— Is education & reverse victimology the answer?
— Limited success with raising general awareness.

— Many victims don’t realise they have been scammed.



Can’t The Authorities Do Something?

Cross border crime.

Do not call registers are relatively ineffective.
Cross border law enforcement collaboration is difficult.
Large numbers of victims with small losses.

Difficult to gain focus from law enforcement.



How Can We Trap These Scammers?

Act dumb & play along.

Recorded, transcribed & summarised conversations.
Allow remote access on disposable systems.

Any information gleaned may be passed on.

More reporting of incidents may help gain more attention.



What Can People Do To Protect Themselves?

Caller ID
— International Calls

— Number Withheld

Do not call lists:

— Varies from nation to nation.

— Not perfect, but may help.



What Can People Do To Protect Themselves?

Be aware of the scam.

— The elderly are targeted.

— Do NOT give remote control to a stranger - ever!
— If in doubt, see a trusted local.

Be aware of legitimate calls:
— Australia’s iCode.

— Will not offer to fix the system for the user.



What If My System May Be Compromised?

If you realise mid-scam, say so!
If you have already given payment details, demand a refund.
If remote access software is installed, get it removed.

Scan your system for malware.

Get help if needed.




The Bottom Line

ROUGH
ROAD

Difficult to stop.
No technical solution.
Education & awareness are the best defenses.

Moving target.



Flaky versus Criminal

WE ARE PROUD OF WHAT OUR CUSTOMERS SAY ABOUT US

' R ol LEAD
&7 g MR
eFix is one of the leading remote computer
support service providers who take care of even
the most critical computing problems. We make
you aware of the antivirus present in your PC
and then deleting them from it. We use the best

virus softwares for cleaning up your PC.

CtEler
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Q&A/Exeunt Omnes

e Further contact and resources:
— david.harley@eset.com

— sbhurn@malwarebytes.org

— martijn.grooten@virusbtn.com
* http://avien.net/blog/?page id=790

e http://go.eset.com/us/resources/white-
papers/Hanging-On-The-Telephone.pdf,

e http://www.virusbtn.com/virusbulletin/archive/2011/0
1/vb201101-hello

* http://blog.eset.com/2012/04/18/how-to-recognize-a-
pCc-support-scam
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