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The Basic Scam 

ÅSomething is wrong with your PC, but I can 
help you fix it. 

ïA ódemonstrationô the problem using Event Viewer, 
!{{h/κ/[{L5Σ LbCΣ tw9C9¢/IΣ ¢ŀǎƪ aŀƴŀƎŜǊΧ 

ïRemote installation of óappropriateô utilities and 
additional ódiagnosisô 

ïTransfer of funds and ófixô 



Event Viewer, ASSOC, INF 



Taken to task 



Verily, Verify 



Thereôs more to this than phone 
calls 

Åhttp://blog.eset.com/2011/11/09/facebook-
likes-and-cold-call-scams 

ÅeFIX Ltd, at 8901 Marmora Road, Glasgow, 
D04 89GR 

ÅMR ANTHOny SCOTT CaLLED ME TODaY TO 
OfFER THE E FIX SERVICE, WhiCh has been 
fully explained to me and Mr Scott has been 
very helpful and patient. Thanks 
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At Your Service 



The Problem: Telescammers  

ÅEstimated 350,000 call center agents in India 
(New York Times) 

Å@ estimated 5% = 17,500 rogue call agents 

Å17,500 @ 100 calls p/d = 1,750,000 calls per 
day 

Å1,750,000 cpd @ 0.1% est conversion (avg 
$200 p/v x 1750)  = $350,000 per day 

 



Fighting the Telescammers today 

ÅTakedown process 

ÅBiggest obstacle = Indian LE 

ÅWe need Banks, credit card companies to get 
involved 

 



What can I do? Get involved! 
ÅOne main issue, is we estimate that the 

amount of victims that have come forward to 
report this, are far lower than those actually 
taken in. 

ÅWe need more victims to feel comfortable 
enough to come forward and report this. 

ÅWe need more law enforcement involvement 

ÅMore collaboration between security 
companies 

 

 



What can I do? Get involved! 

Steven Burn 

Email: sburn@malwarebytes.org 

 

mailto:sburn@malwarebytes.org


LƴǘǊƻŘǳŎƛƴƎΧ t/-Optimizers 



Log me in, please 



L ƘŀǾŜ ŀ ǎƳŀƭƭ ǇǊƻōƭŜƳΧ 



ΧƻǊΣ ǇŜǊƘŀǇǎΣ ŀ ōƛƎ ǇǊƻōƭŜƳΚ 



Like, a really big problem 


