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The Basic Scam

A Something is wrong with your PC, but | can

help you fix It.

i Ademonstratiordthe problem using Event Viewer,
' {{h/ k/[{L5%Y LbCXZ tw9C¢

i Remote installation ofappropriatedutilities and
additionalaliagnosié
i Transfer of funds andixo

esy



Event Viewer, ASSOC,
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Taken to task

EI windows Task Manager ,_

File Options View Help

=101 |

~CPUUsage — ] [ CPU Usage History

...........................

l Networking I

~PF Usage

—Page File Usage History

~Totals — Physical Memory (K)
Handles 36307 Total 2062564
Threads 1312 Available 648038
Processes 106 System Cache 755460
—Commit Charge {K) —Kernel Memory {(K)
Total 1629224 Total 173032
Lirnit 3453296 Paged 96316
Peak 2147324 MNonpaged 76716

!Processes: 106

fCPU Usage: 17%

‘Commit Charge: 1591M | 3372M




Verily, Verify

e+ Command Prompt

CzsDocuments and Settingzsdharleyiverify

VERIFY is off.

CzsDocuments and Settingssdharleyiuerify -7

Tells cmd.exe whether to verify that vour Files are written correctly to a
disk.

UVERIFY [OH § OFF]

Type VERIFY without a parameter to display the current UERIFY setting.

C:sDocuments and Settingssdharley?
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Theres more to this than phone
calls

A http://blog.eset.com/2011/11/09/facebook
likesand-cold-calkscams

A eFIX Ltd, at 8901 Marmora Road, Glasgow,
D04 89GR

AMR ANTHOny SCOTT CaLLED ME TODaY T
OfFER THE E FIX SERVICE, WhiCh has bee
fully explained to me and Mr Scott has been
very helpful and patient. Thanks
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The ProblemTelescammers

A Estimated 350,000 call center agents in India
(New York Times)

A @ estimated 5% = 17,500 rogue call agents

A 17,500 @ 100 calls p/d = 1,750,000 calls per
day

A 1,750,000 cpd @ 0.1% est conversion (avg
$200 p/v x 1750) £350,000 per day

) @
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Fighting theTelescammertday

A Takedown process
A Biggest obstacle = Indian LE

A We need Banks, credit card companies to get
Involved

! Sinthi
Kolkata, ) Nl
India y e / e
@& Jnlnfeﬂlpla‘(;l‘ﬂ)




What can | do? Get involved!

A One main issue, is we estimate that the
amount of victims that have come forward to
report this, are far lower than those actually
taken In.

A We need more victims to feel comfortable
enough to come forward and report this.

A We need more law enforcement involvement

A More collaboration between security
companies



What can | do? Get involved!

Steven Burn
Email:sburn@malwarebytes.org

A Malwa rebytes
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Log me In, please

Vi
7
Shortcut to
Internet

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: i iexplore wiww.logmein123.com vl

OK ][ Cancel ][ Browse. .. J

(OreTmgy—— 3
s Start 3 Hotmail, Messenger, ... EN ’<, ) 13:46




8l Event Viewer
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Like, a really big problem



