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Win32/Hodprot

ErrorControl CoreSettings HashSeed

Loader     Code Main   Module C&C    URLs

One of the most frequently used droppers in 2011 for delivering 
banking trojans in Russia: Carberp, Sheldor, RDPdoor. 

Relies on system registry to keep its modules and payload 
HKLM\SOFTWARE\Settings 
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Configuration data are stored in a resource of the Flame main module 

Configuration data are encrypted with custom algorithm and 
compressed with DEFLATE algorithm 
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First widely spread bootkit targeting Microsoft Windows x64 platform 

Infects MBR of the bootable hard drive to receive control before OS 

Abuses Windows PE (Preinstallation Environment) boot mode to 
disable kernel-mode code signing policy 

Keeps payload in the hidden file system 

Hijacks pointer to the driver object of the lowest device object in 
storage device stack 



typedef struct _TDL4_FS_ROOT_DIRECTORY

{

  // Signature of the block

  WORD Signature;

  // Set to zero

  DWORD Reserved;

  // Array of entries corresponding to files in FS

  TDL4_FS_FILE_ENTRY FileTable[15];

}TDL4_FS_ROOT_DIRECTORY, *PTDL4_FS_ROOT_DIRECTORY;

 

TDL4 Hidden FS

Growth direction

Disk partitions
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typedef struct _TDL4_FS_FILE_ENTRY 
{ 
  // File name - null terminated string 
  char FileName[16]; 
  // Offset from beginning of the file system to file 
  DWORD FileBlockOffset; 
  // Reserved 
  DWORD dwFileSize; 
  // Time and Date of file creation 
  FILETIME CreateTime; 
}TDL4_FS_FILE_ENTRY, *PTDL4_FS_FILE_ENTRY; 



TDL4 Volume 
device object

DriverObject

...
Vpb

...

TDL4 Physical 
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DriverObject

...

\Driver\PnpManager
Driver object

TDL4
Driver object

Volume 
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DeviceObject

RealDevice

\Device\XXXXXXXX Unnamed

XXXXXXXX – random 32-bit hexadecimal integer

Visible to payload Maintained by rootkit
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Modifies partition table of the 
bootable hard drive to create 
malicious partition and mark it active 

Employs the same approach for 
disabling kernel-mode signing policy 
as TDL4 bootkit 
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typedef struct _OLMASCO_FS_ROOT_DIRECTORY 
{ 
  // Signature of the block 
  // DC - root directory 
  DWORD Signature; 
  // Set to zero 
  DWORD Reserved1; 
  // Set to zero 
  DWORD Reserved2;  
  // Set to zero 
  DWORD Reserved3; 
  // Size of the file system cluster 
  DWORD ClusterSize; 
  // Size of file table in clusters 
  DWORD SizeOfSysTableInClusters;   
  // Size of file table in bytes 
  DWORD SizeOfSysTableInBytes; 
  // Checksum of file table 
  DWORD SysTableCRC32; 
  // Array of entries corresponding to files in FS 
  OLMASCO_FS_FILE_ENTRY FileTable[]; 
}OLMASCO_FS_ROOT_DIRECTORY, *POLMASCO_FS_ROOT_DIRECTORY; 

typedef struct _OLMASCO_FS_FILE_ENTRY 

{ 
  // File name - null terminated string 
  char FileName[16]; 
  // Offset from beginning of the file system to file 
  DWORD OffsetInClusters; 
  // Size of the file in clusters 
  DWORD SizeInClusters; 
  // Size of the file in bytes 
  DWORD SizeInBytes; 
  // Checksum 
  DWORD Crc32; 

}OLMASCO_FS_FILE_ENTRY, *POLMASCO_FS_FILE_ENTRY; 



Mounts a file containing payload & configuration data 
as NTFS volume with transparent encryption 

Keeps payload & configuration data encrypted in 
“C:\windows\$NtUninstallKB35373$” directory  

VS. 
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First known bootkit which infects VBR (Volume Boot Record) with 
polymorphic malicious bootstrap code 

It utilizes debugging facilities of the hardware (debugging registers) to 
persists among processor execution mode switching and set up hooks 

Rovnix bootkit employs modification of FAT16 for hidden partition 

Rovnix bootkit was used in Carberp banking trojan 
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Employs advanced bootkit techniques to load unsigned malicious 
kernel-mode driver on 64-bit version of Windows OS  

Combines bootkit techniques present in Olmarik (TDL4) & Rovnix 

Bypasses PatchGuard by means of modifying kernel before integrity 
enforcement service is started  

Goblin hidden implements hidden file system in a similar way to 
Olmarik (TDL4) 



functionality 
Olmarik 
(TDL4) 

Sirefef 
(ZeroAccess) 

Rovnix 
(Cidox) 

Goblin 
(XPAJ) 

Olmasco 
(MaxSS) 

MBR 
modification 

     

VBR 
modification 

     

Hidden file 
system type 

Custom NTFS 
FAT16  

modification 
Custom 

(TDL4 based) 
Custom 

encryption 
algorithm 

XOR/RC4 RC4 
Custom 

(XOR+ROL) 
 

RC6  
modification 

compression 
algorithm 

  aPlib aPlib  
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