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> Hidden file systems
v Why?
v' Anti-Forensics approaches

» Hidden storage design principles

v Architecture

v" Hidden file systems in the wild
v' TDL3/TDL4/Olmasco/Rovnix/Sirefef ...

> HiddenFsReader forensic tool
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Hidden File Systems Evolution Over Time
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Why do modern complex threats need a hidden FS?

v’ Secure storage of components and configuration file(s)
« bypass standard forensic methods for extraction

v High level of stealth
« there are no malicious files in the file system to detect

v High degree of survivability
« difficult to detect and remove

v Abllity to disable and bypass security software
« the malwareis launched before security software




Bypass typical forensic techniques

» Problems:
v" Malicious files are not stored in the file system (difficult to
extract)
v' Hidden storage cannot be decrypted without malware
analysis
v Typical forensic tools do not work out of the box

» Solutions:
v' Malware analysis and reconstruction algorithms

v' Development of custom tools for extracting hidden content
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One of the most frequently used droppers in 2011 for delivering
banking trojans in Russia: Carberp, Sheldor, RDPdoor.

Relies on system registry to keep its modules and payload
HKLM\SOFTWARE\Settings

Loader# Code

.

ErrorControl CoreSettings HashSeed
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Winlogon Address
Space

Browser Address
Space

Getupapi.d@

Inject Payload

Assemble = Payload

: I
<sfcflles.dll D

User-mode

Inject / Payload Kernel-mode

Install & Load Assemble Payload

< sfc.sys >

Driver
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Configuration data are stored in a resource of the Flame main module

Configuration data are encrypted with custom algorithm and
compressed with DEFLATE algorithm

Block Data Data
Length
1 Byte 4 Byte Data Length Bytes
BIOCk Data Offset of the | Offset of the Unicode string
block with next item {name of the item)
Le ngth item data block
@ erT 1 Byte 4 Byte Data Length Bytes 20 1 2
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Flame configuration data storage
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1 Byte 4 Byte Data Length Bytes
BlOCk Data Offset of the @ Offset of the Unicode strin
block with next item (name of the itegm)
BYTE Le ngth item data block
EET 1 Byte 4 Byte Data Length Bytes 2 0 1 2
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Applications Malware payload
user-mode address space
e ._._ ﬂ e _._] T -

Malicious kernel-mode driver

File system interface

OS file system driver : :
Physical storage interface

y i

OS storage device driver stack

L o

Hidden FS
area

et Hard drive 2012
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Injection approach
v' APCroutines

v' Patching entry point of the
executable

Processl

Payloadl

|

Process2 Process3
Payload2 Payload3

user-mode

kernel-mode

ProcessN

PayloadN

|

Kernel-
mode
driver
Footkit hidda‘ storage
Payload1l Payload2 Payload3 PayloadN
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First widely spread bootkit targeting Microsoft Windows x64 platform

Infects MBR of the bootable hard drive to receive control before OS

Abuses Windows PE (Preinstallation Environment) boot mode to

disable kernel-mode code signing policy

Keeps payload in the hidden file system

Hijacks pointer to the driver object of the lowest device object in
storage device stack
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One Variable length Not more than 8 Mb One
sector sector

Disk partitions

Growth direction

<
typedef struct _TDL4_FS_ROOT_DIRECTORY ‘{U’Pedef R
{ ) // File name - null terminated string
// Signature of the block char FileName[16];
WORD Signature; // Offset from beginning of the file system to file
// Set to zero DWORD FileBlockOffset;
DWORD Reserved; g il og[e)szr I‘;e‘z <t
. . . . wFileSize;
// Array of entries t:'orrespondlng to files in FS // Time and Date of file creation
TDL4 FS_FILE ENTRY F1LeTabLe[15]; FILETIME CreateTime;

}TDL4_FS_ROOT_DIRECTORY, *PTDL4 _FS_ROOT_DIRECTORY; }TDL4 _FS FILE ENTRY, *PTDL4 FS FILE ENTRY;
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Visible to payload Maintained by rootkit

- ( ________ l
\Driver\PnpManager I TDL4 I
Driver object Driver object
\Device\XXXXXXXX 4 I Unnamed 4 |
TDL4 Volume I TDL4 Physical |
device object I device object
DriverObject o | DriverObject o I
Vpb I :
L ’S ) | —— J
Volume
parameter block
DeviceObject o
~ RealDevice
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Employs the same approach for
disabling kernel-mode signing policy
as TDL4 bootkit

Modifies partition table of the
bootable hard drive to create
malicious partition and mark it active

(es[=}

MBR Code

Partition Table Entry #1

Partition Table Entry #2

Partition Table Entry #3

Partition Table Entry #4

MBR Data

Bootmgr Partition

OS Partition

Unpartitioned Space

Before Infecting

Empty Partition Entry ‘ ‘ Active Partition Entry ‘

MBR Code

Partition Table Entry #1
Partition Table Entry #2
Partition Table Entry #3
Partition Table Entry #4

MBR Data

Bootmgr Partition

OS Partition

After Infecting

‘ Existing Partition Entry
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EMIAIAI'I‘ +Iﬂl\ ol W 7. Vo WV o N ﬂlﬂlﬂlﬁﬂﬂﬂlﬂ ;AIF

oa212000
BC14DF B8
FFFFFEBSB
ABBBAB6A

Modifies partition table of the
bootable hard drive to create
malicious partition and mark it active

BC13DF 87
FFFFFEB7V
FFFFFE1B
ABBBRB6A

MBR Code

| MBR Code

Partition Table Entry #1 I

Partition Table Entry #1

Partition Table Entry #2

Partition Table Entry #2

doBoas ao
ARA328 008
BAFFF B8
BRABABAA

gee3z2een .
AAFCCBOR _-..
HOBOBFED A |
BABBBAA

Unpartitioned Space

Before Infecting After Infecting

Empty Partition Entry ‘

‘ Active Partition Entry ‘ ‘ Existing Partition Entry
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typedef struct _OLMASCO_FS_ROOT DIRECTORY typedef struct _OLMASCO_FS_FILE_ENTRY
{ {
// Signature of the block // File name - null terminated string
// DC - root directory char FileName[16];
DWORD Signature; // Offset from beginning of the file system to file
// Set to zero DWORD OffsetInClusters;
DWORD Reservedl1; // Size of the file 1in clusters
// Set to zero DWORD SizeInClusters;
DWORD Reserved2; // Size of the file 1in bytes
// Set to zero DWORD SizeInBytes;
DWORD Reserved3; // Checksum
// Size of the file system cluster DWORD Crc32;
DWORD ClusterSize; }OLMASCO_FS_FILE _ENTRY, *POLMASCO FS_FILE ENTRY;

// Size of file table 1in clusters
DWORD SizeOfSysTableInClusters;
// Size of file table in bytes
DWORD SizeOfSysTableInBytes;
// Checksum of file table
DWORD SysTableCRC32;
// Array of entries corresponding to files 1in FS
OLMASCO_FS_FILE ENTRY FileTable[];
JOLMASCO _FS _ROOT _DIRECTORY, *POLMASCO _FS ROOT _DIRECTORY;
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Mounts a file containing payload & configuration data
as NTFS volume with transparent encryption

Keeps payload & configuration data encrypted in
“C:\windows\SNtUninstallKkB353735” directory
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ZeroAccess NTFS
Driver Object Driver Object
Hidden Volume Name 4 4
ZeroAccess Related Device
Volume Device Object
DriverObject DriverObject
— — o/

=

T

File with data > File Object
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First known bootkit which infects VBR (Volume Boot Record) with
polymorphic malicious bootstrap code

It utilizes debugging facilities of the hardware (debugging registers) to
persists among processor execution mode switching and set up hooks

Rovnix bootkit employs modification of FAT16 for hidden partition

Rovnix bootkit was used in Carberp banking trojan
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« Hidden partition & kernel-mode driver are written either:

v’ before first partition on the disk — if there are more than 2,000 (1
MB) free sectors

v otherwise, at the end of the hard drive

MBR | VBR Bootstrap Code File System Data

Before Infecting

Compressed After Infecting

. Hidden m
File System Data —

MBR | VBR

NTFS bootstrap code
(15 sectors)
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Employs advanced bootkit techniques to load unsigned malicious
kernel-mode driver on 64-bit version of Windows OS

Combines bootkit techniques present in Olmarik (TDL4) & Rovnix

Bypasses PatchGuard by means of modifying kernel before integrity
enforcement service is started

Goblin hidden implements hidden file system in a similar way to
Olmarik (TDL4)
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| X
% % ] i3 i3
FAT16 Custom
Custont DLFS modification | (TDL4 based) Costom
Custom RC6
X
NOh e A (XOR+ROL) modification
X X aPlib aPlib X
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HiddenFsReader: The evolution odeIFsReader

= Supports the following hidden file systemsj \C X(

v/ TDL3 and modifications PP @U@\
v TDL4 and modifications %\(@% ]
v' Olmasco B fT\KSNng
v Rovn |x A ;@@ o
” |refef (ZeroAccess)
v Goblin (XPA))
v Flame (dump decrypted resource section)
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Hidden File System Reader

(==EeT

ESET Hidden File System Reader

1.@.2.2 bheta <Sep 20 2012 13:07:275
Copyright <c2> 19922012 ESET. spol. = ».o0. All rights reserved.
Processing... Please wait.
"Rovnix.b_Driver' file system found:

— payload.sys
md5: BC6D411047EQYEDF3IBA24FECE0645556

md5: 446E4C3EAS?D2FB1 EBBY7BYA4FF2D7244

— vhp

-




-

Hidden File System Reader

(==EeT

SR ESET Hidden File System Reader

1.8.2.2 heta <Sep 20 2012 13:87:27)
Copyright (c)> 19922012 ESET. spol. = ».o. All rights reserved.

ﬂﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ Processing... Pleasze wait.
"SPAJ.B" file system found:

"R :_h — noname_#A
ovnix.h_] : DAPADCIGDER4AC145E45BES29FD6ACEA

— noname_1
— payload.: : 2EDDZD4AZEBF1A55BF189E45A4B9AA55

— noname_2 FECHD645556

— yhp : BCZ2BEFBBE179C1/CAD2ZEDYHISFPBYHAA
— noname_3 7A4FF2D7244

: 2E44A6A35FAF23B566D5FDBB43PEGFG G



Hidden File System Reader

(=EeT

ESET Hidden File Syztem Reader

1.0.2.2 heta (Sep 20 2012 13:07:27>
Copuyright <c?> 192922-2012 ESET. =zpol. = ».o. All rights reserved.

o

w

Processing... Please wait.
"IDL4_PH" file system found:

phn
md5: DFO9Y85A37B0197496A1C45A8292FAAG

md5: 7591CFFC80CE?54D591 EESCESC260786
md5: 68D5C59C4ES54A04514E157C31FI8EF9
md5: 205E4B7ACF1DEYSSEF25B7D7FI032040
md5: 53FC3109DB25895A1EA379040D4F43D3 | 80645556
md5: F33A3C5FABC6E16FCEIFOE3I21471C7E3 | FF2D72 44
md5: 2493C1EB48F036F35965034BD2847393

phs
ph.dl1l
phdata
- phld
phln
phd

B




Incident response

» Dump and decrypt hidden file system
» Dump MBR/VBR or any range of sectors

Threat analysis and monitoring

» Quick dump of payload from hidden file system
» Developing botnet monitoring tracker
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eset.com/download/utilities/detail /family/173/
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» Implementing techniques to counteracting forensic analysis is a
common feature of complex threats

» The most well-known threats implementing hidden file systems:
v Olmarik (TDL4)
v Olamsco (MaxSS)
v" Rovnix (Cidox)
v Goblin (XPA))
v" Sirefef (ZeroAccess)

» HiddenFsReader iIs a tool that makes it possible to retrieve
contents of the most widely spread hidden file systems
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v" Rovnix Reloaded: new step of evolution

http://blog.eset.com/2012/02/22/rovnix-reloaded-new-step-of-evolution

v TDL4 reloaded: Purple Haze all in my brain

http://blog.eset.com/2012/02/02/tdl4-reloaded-purple-haze-all-in-my-brain

v Bootkit Threat Evolution in 2011

http://blog.eset.com/2012/01/03/bootkit-threat-evolution-in-2011-2

v" Rovnix.D: the code injection story

http://blog.eset.com/2012/07/27/rovnix-d-the-code-injection-story

v Modern bootkit trends: bypassing kernel-mode signing policy

http://www.virusbtn.com/conference/vb2o1/abstracts/LastMinutel.xml
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