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The story of Trojans on Linux desktops
Structure of the Hand of Thief Trojan
Functionality of the Hand of Thief Trojan
- Injections methods

- Backdoor scripts
- Form grabbing of browsers

Discussion of the viability of the threat



« Multi:Wirenet, summer 2012 (mentioned in Forbes)
- All versions: Windows, Linux and OSX
- Keylogging, stealing of password files of browsers, backdoor

« Hand of Thief (ELF:Hanthie)
- RSA blog 9t" August - admin panel; bot builder; $2000 price
- AVAST blog 27 August - mainly static analysis
- RSA 31 September - dynamic analysis = not viable!



Structure of HoT

0x00000.....
-— Installation component

0x05394

Configuration file

Backdoor, C&C command (aaa)

Injection of form grabbing component
(bbb)




entry "MainConfig"
GateURL "http:///10.0.61.20/hat/gate.php"
Port 80
KnockDelay 300
BotKey "s3cr3t_bOt_k3y"
EncryptionKey "VeryStrongEncryptionKey123456789"
end
entry "FormGrabber"
EnableFG 1
EnableFirefox 1
EnableChromium 1
EnableChrome 1
GrabPOST 1
GrabGET 1
GrabREFERER 1
GrabCOOKIE 1
end
entry "BlockedHosts"
Block ...
end



Features of Hand of Thief

- Self- Protection

- Backdoor capabilities

- Injection methods

- Form grabbing (Man-in-the-browser)



Dropper packed with UPX

XOR Obfuscation of character strings with varying byte-
key

Additional components encrypted with AES256

Persistence:

- Binary: ~/.config/.System-Firewalls/system-
firewall.s3cr3t_bOt_k3y.config

- Shortcut: ~/.config/autostart/system-
firewall.s3cr3t_bOt_k3y.desktop



Antivirtualization:

- |Is string VBOX, Vmware in /proc/scsi/scsr?

- Is string QEMU, PowerVM Lx86, IBM/S390 in /proc/cpuinfo?

- OpenVZ: is access to /proc/vz?

- Xen hypervisor: is access to /proc/xen/capabilities?
Antimonitoring:

- Is Wireshark running?

- Is tcpdump running?



 Bind shell

— attacker sends "bind" command to victim

— victim executes unix-daemon with parameters <port> and
<password>

— attacker uses "telnet <victim> <port>" to connect to victim

* bind shell - used to connect to system with public IPs



« Reverse shell
— attacker starts listening server "nc -vv -k -| <port>"
— attacker sends "bc" command to victim

— victim executes pOstfix daemon with parameters <attacker>
<port>

* reverse shell - used to connect to systems behind NAT
or firewall, private IPs



« Establishing the proxy SOCKS5 connection:

4] 16018 —
[1] Done : :
slave@slave-VirtualBox File Edit

otcdq.default/foxypro amal 1 .
i Save -] CopyLine

Net Activity Viewer

(@ Refresh | 22 Auto Refresh| =&

Protocol Local Port v State Remote Address Remote Port  Remote Host
tcp 53domain  LISTEN * *

File Edit View Search Terminal Help d domai
udp 53 domain * *

slave@slave-VirtualBox:~/tools/aaa$ sudo ./proxy_socks5-orig.pl 111
Jj_‘*sudn:)] password for slave: : udp 68 bootpc *
tecp 111sunrpc  LISTEN = o

*

Connection Settings

tep 631ipp LISTEN * *
Configure Proxies to Access the Internet teps 631ipp LISTEN * *
") No proxy udp 5353 mdns * *
§ . ) udp6 5353 mdns * * .
Auto-detect proxy settings for this network .
) - tep 33380 CLOSE_WAIT 91.189.94.41 80 http backoo.canonical.com
Use system proxy settings tep 33381 CLOSE_ WAIT 91.189.94.41  80http backoo.canonical.com
@ Manual proxy configuraktion: tep 33382 CLOSE_WAIT 91.189.94.41 80 http backoo.canonical.com
HTTP Proxy: Port: e tep 33383 CLOSE_WAIT 91.189.94.41 80 http backoo.canonical.com
- - udp6 35162 * * .
Use this proxy server for all protocols . p 51057 ESTABLISHED 192.168.56.1 139 netbios-ssn .
SSL Proxy: Port: 0|2 (B udp 52224 * # .
3 i tcp 53067 CLOSE_WAIT 91.189.89.144 80 http mistletoe.canonical.com
FTP Proxy: Port: ] :
Established: 1/16 Sent: 371 KB +0 B/s Received: 13 MB +0 B/s
SOCKS Host: | localhost Port: 111 2

) SOCKSv4 @ SOCKS 5
No Proxy for: | localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

| Help | | Cancel | oK




Features of HoT — SOCKS5 proxy

« Handshake

Mo. Time Source Destination Protocol Length Info
1 0.000080 127.8.0.1 127.8.60.1 74 51377 = sunrpc [SYN]

3 b.ppEO1E 127.8.8.1 127.8.8.1 TCP 66 51377 = sunrpc [ACK]

* Available authentication methods:

» Transmission Control Protocol, Src Port: 51377 (51377), Dst Port: sunrpc (111), Seq: 1, Ack: 1, Len: 3
Remote Procedure Call

9020 00 01 c8 bl 00 6f 6b bf fa c@ 08 6d 66 4e 80 18

..... 0 .mfN.
@030 10 63 fe 2b 00 00 01 61 08 Pa 01 6a e5 33 01 6@  ...+.... ...].3.]
0040 e5 33 [ENEENEE 3

e Chosen NO_AUTH method:

» Transmission Control Protocol, Src Port: sunrpc (111), Dst Port: 51377 (51377), Seq: 1, Ack: 4, Len: 2
Remote Procedure Call

L=l =

0020 00 61 60 6T c8 bl 88 6d 66 4e Ob bf fa 3 80 18 ...0...m TN......

0030 10 00 fe 2a 00 00 01 @1 ©8 Oa 01 6a e5 33 01 6a R PTPU I

0040 e5 33 .3



Features of HoT — SOCKS5 proxy

 Establish TCP connection to domain name

®» Transmission Control Protocol, Src Port: 51377 (51377), Dst Port: sunrpc (111), Seq: 4, Ack: 3, Len: 21
. Remote Procedure Call

|
0030 10 @3 fe 3d 00 00 81 @1 ©8 Oa O1 6a e5 33 01 6a

CLELEEN-LEEEEOS 01 00 03 8e 77 77 77 2e 67 6f 6T 67 6¢
LTG5S 2e 63 6T 6d 00 50

 Request granted

» Transmission Control Protocol, Src Port: sunrpc (111), Dst Port: 51377 (51377), Seq: 3, Ack: 25, Len: 21
. Remote Procedure Call

ge30 10 00 fe 3d 09 @0 01 @1 ©8% 0z 01 6a 5 33 01 6a I ...j.3.j
LEL LR WOS A0 00 83 fe 77 F77 77 2e 67 6T 6T 67 6C . S W ww.gDDgl
LETYEMGS 2e 63 6T 6d 00 58 e.com.P

* Query

» Transmission Control Protocol, Src Port: 51377 (51377), Dst Port: sunrpc (111), Seq: 25, Ack: 24, Len: 534
¢ Remote Procedure Call

CRET U7 45 54 20 2T 20 48 54 54 50 2T 31 2e 31
CRLTOd Ga 48 6T 73 74 3a 20 77 77 77 2e 67 6f 6f 67
CRLGc 65 2e 63 6T 6d @d @a 55 73 65 72 2d 41 67 65 . .. User-Age
CLEGe 74 3a 20 4d 6T 7a 69 6c 6c 61 2f 35 2e 30 20 : 1 1la/5.0




Features of HoT - SOCKS5 proxy

« Response

# Transmission Control Protocol, Src Port
. Remote Procedure Call

: sunrpc (111), Dst Port: 51377 (51377), Seq: 24, Ack: 559, Len: 573

Be40
0858
0e6e
pe7e

EHTTP/1 .1 3682 F
pund. .Lo catiom:

http://w ww.googl
e.cz/?gw s_rd=cr&




Command  lAgion

ptrace(PTRACE_ATTACH, ...)
waitpid( ...)
ptrace(PTRACE_GETREGS, ...)
ptrace(PTRACE_PEEKTEXT, ...)
ptrace(PTRACE_POKETEXT, ...)
ptrace(PTRACE_SETREGS, ...)
ptrace(PTRACE_CONTINUE, ...)
waitpid( ...)
ptrace(PTRACE_SETREGS, ...)
ptrace(PTRACE_POKETEXT, ...)
ptrace(PTRACE_DETACH, ...)

Attach to the target process

Wait for target to stop (SIGSTOP)

Read target’s registers

Backup 0x800 bytes from target’s stack
Write library name into target’s stack
Modify target’s registers

Run target

Wait for target to finish (SIGSEGV)
Restore target’s registers

Restore target’s stack

Detach from the target process



Features of HoT - Injection

Stack before and after injection:

esp+0 Return address 0

esp +4 First function parameter address of szLibraryName
esp + 8 Second function parameter Flag

esp+0x400 Arbitrary data on stack szLibraryName

flag = 0x1102 (RTLD_NOSHARE, RTLD_GLOBAL, RTLD_NOW)

Eip points to the address of dlopen function
void *dlopen(const char *filename, int flag);



Features of HoT - Form grabbing

Performing Man-In-the- e ———
Browser manually:

DebuEﬁer

Function Hook

form data caught before
any encryption




Features of HoT - Form grabbing

Actual versions September 2013:

| Archive | Windows Linux

Internet Wininet.dll!HttpSendRequest N/A

Explorer

Firefox Nspr4.dIl'PR_Write Libnspr4.so!PR_Write
Nspr4.dIl!PR_Close Libnspr4.so!PR_Close
Nspr4.dIl'PR_Read Libnspr4.so!PR_Read

Chrome *chrome.dll!ssl_write Libpthread.so!write

*chrome.dll!ssl_read
*chrome.dll!ss|_close

*non-exported



Actual versions September 2013:

| Archive | Windows Linux

Chromium N/A Libnsprd.so!PR_Write
Libnspr4.so!PR_Close
Libnspr4.so!PR_Read

Opera version dependent v12.01 x86: *0x02435a0( int,
v11.01: *Ox2bfafb (Carberp leak) char*, size t)
V12.01: *0x2b2881 V12.16 x64:

*0x0000000000E01850(int,
void *src, size_t n, int, int, int,
int, int, __int64)

rekong/konquer N/A Libkio.so:
or QlODevice::write(char
const*,long long)

*non-exported



loc 7B68: ; CODE XREF: customPR_Write+1AF}j
; customPR_Write+1C9Lj ...
mov edi, ds:{m hPR _Write ptr - BABDBh)[ebx]

oG+

I+ AL A H | ] H

moy eax, dsI(FR_write addr - BHHDUYh)|ebx
moy [esp+7Ch+param?2], @

mov edx, |esp+/Lh+buttisize

mov [esp+/Ch+param?], ebp

moy [esp+/Ch+paramd], edx

mov edx, [esp+/Ch+h3ocket]

moy 851, eax

mou eax, ds:{hcustomPR_Write - BABDBh)[ebx]
mov [esp+/Ch+param2], eax

moy eax, ds:(PR_write addr - BABDBh)[ebx]




 Hooked original libnspr4.so!PR_Write
e Custom PR_Write

M ® M slave@slave-VirtualBox: ~

nap
nop
nap
nap
nop
nap
nap
nop
nap
nap
nap
nap
nop
nop
add
pop
Rap

ed, lUze the "file" command.

de Frar Frmr
Jnp

Al I
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ontinue, or q <returns o quit———J



Gmail: Email from Google - Chromium

M Gmail: Email from Google x

¢ ' | & https://accounts.google.com

Google New o Gmai?

mc [slave@slave-VirtualBox]:/tmp
Signin
Username

aaaaa

Password

e

The username or password you entered is

incorrect. o

m v/ Stay signed in

Can't access your account?




Stability improves after removing repeated unpatching
and patching of the original function

ptrace scope (/proc/sys/kernel/yama/ptrace_scope)
set to O: injections to non-child processes allowed

Parser of request buffers need to consider chunked
qgueries

no infection vector yet! (MacOs:Flashback CVE-201 2-
0507, CVE-2011-3544)

$2000 per installation - very high price compared to
Windows infamous bots: Carberp $2000-$10000,
Spyeye $500 -> 150%, Solarbot $200)

Linux market share on desktops 1.52%
Plenty of distributions, open source web browsers etc.



What is the first byte in SOCKS5 protocol ?

Which system function is essential in injection of
shared objects?

Which function in Firefox browser did we hook to
inspect unencrypted requests?

What is the cost of a HoT license?



Questions & Answers




