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Outline 

• The story of Trojans on Linux desktops 

• Structure of the Hand of Thief Trojan 

• Functionality of the Hand of Thief Trojan 

- Injections methods 

- Backdoor scripts 

- Form grabbing of browsers 

• Discussion of the viability of the threat 



The story of Linux Trojans 

• Multi:Wirenet, summer 2012 (mentioned in Forbes) 

- All versions: Windows, Linux and OSX 

- Keylogging, stealing of password files of browsers, backdoor 

• Hand of Thief (ELF:Hanthie) 

- RSA blog 9th  August – admin panel; bot builder; $2000 price 

- AVAST blog 27th August – mainly static analysis 

- RSA  3rd  September – dynamic analysis  not viable!  



Structure of HoT 

Dropper 

Shared object 

Executable 

Configuration file 

Shared object 

Installation component 

Backdoor,  C&C command (aaa) 

Injection of form grabbing component 
(bbb) 

Backdoor 

Form grabbing component 

0x00000..... 

0x05394..... 

0x13BE4..... 

0x19CF4..... 

0x24244..... 



Structure of HoT - Config 
entry "MainConfig"  

 GateURL "http:///10.0.61.20/hat/gate.php"  

 Port 80  

 KnockDelay 300  

 BotKey "s3cr3t_b0t_k3y"  

 EncryptionKey "VeryStrongEncryptionKey123456789“ 

end 

entry "FormGrabber"  

 EnableFG 1  

 EnableFirefox 1  

 EnableChromium 1  

 EnableChrome 1  

 GrabPOST 1   

 GrabGET 1  

 GrabREFERER 1   

 GrabCOOKIE 1 

end 

entry "BlockedHosts"  

 Block … 

end 



Features of Hand of Thief 

- Self- Protection 

- Backdoor capabilities 

- Injection methods 

- Form grabbing (Man-in-the-browser) 



Features of HoT – Self-Protection 

• Dropper packed with UPX 

• XOR Obfuscation of character strings with varying byte-

key 

• Additional components encrypted with AES256 

 

• Persistence: 

- Binary: ~/.config/.System-Firewalls/system-

firewall.s3cr3t_b0t_k3y.config 

- Shortcut: ~/.config/autostart/system-

firewall.s3cr3t_b0t_k3y.desktop  

 

 

 

 

 



Features of HoT – Self-Protection 

• Antivirtualization: 

- Is string VBOX, Vmware in /proc/scsi/scsi? 

- Is string QEMU, PowerVM Lx86, IBM/S390 in /proc/cpuinfo? 

- OpenVZ: is access to /proc/vz? 

- Xen hypervisor: is access to /proc/xen/capabilities? 

• Antimonitoring:  

- Is Wireshark running? 

- Is tcpdump running? 

 

 

 

 

 



Features of HoT – Bind shell 

• Bind shell 

– attacker sends "bind" command to victim 

– victim executes  unix-daemon  with parameters <port> and 

<password> 

– attacker uses "telnet <victim> <port>" to connect to victim 

 

 

• bind shell - used to connect to system with public IPs 

 



Features of HoT – Reverse shell 

• Reverse shell 

– attacker starts listening server "nc -vv -k -l <port>" 

– attacker sends "bc" command to victim 

– victim executes p0stfix  daemon with parameters <attacker> 

<port> 

 

• reverse shell - used to connect to systems behind NAT 

or firewall, private IPs 

 



Features of HoT – SOCKS5 proxy 

 

ATTACKER ATTACKER 

VICTIM VICTIM 

ATTACKER ATTACKER 

VICTIM VICTIM 

• Establishing the proxy SOCKS5 connection: 



Features of HoT – SOCKS5 proxy 

 

 

 
ATTACKER ATTACKER 

VICTIM VICTIM 

ATTACKER ATTACKER 

VICTIM VICTIM 

• Handshake 

 

 

 

• Available authentication methods: 

 

 

 

• Chosen NO_AUTH method: 

 

 



Features of HoT – SOCKS5 proxy 

 

 

 
ATTACKER ATTACKER 

VICTIM VICTIM 

ATTACKER ATTACKER 

VICTIM VICTIM 

• Establish TCP connection to domain name 

 

 

 

• Request granted 

 

 

 

• Query 

 

 



Features of HoT – SOCKS5 proxy 

 

 

 
ATTACKER ATTACKER 

VICTIM VICTIM 

ATTACKER ATTACKER 

VICTIM VICTIM 

• Response 

 

 

 

 

 

 

 

 



Features of HoT - Injection 

Command Action 

ptrace(PTRACE_ATTACH, …) Attach to the target process 

waitpid( … ) Wait for target to stop (SIGSTOP) 

ptrace(PTRACE_GETREGS, …) Read target’s registers 

ptrace(PTRACE_PEEKTEXT, …) Backup 0x800 bytes from target’s stack 

ptrace(PTRACE_POKETEXT, …) Write library name into target’s stack 

ptrace(PTRACE_SETREGS, …) Modify target’s registers 

ptrace(PTRACE_CONTINUE, …) Run target 

waitpid( … ) Wait for target to finish (SIGSEGV) 

ptrace(PTRACE_SETREGS, …) Restore target’s registers 

ptrace(PTRACE_POKETEXT, …) Restore target’s stack 

ptrace(PTRACE_DETACH, …) Detach from the target process 



Features of HoT - Injection 

 

address Original value New value 

esp + 0 Return address 0 

esp + 4 First function parameter address of szLibraryName 

esp + 8 Second function parameter Flag 

esp+0x400 Arbitrary data on stack szLibraryName 

flag = 0x1102 (RTLD_NOSHARE, RTLD_GLOBAL, RTLD_NOW) 
 

Eip points to the address of dlopen function 
void *dlopen(const char *filename, int flag);  

Stack before and after injection: 



Features of HoT – Form grabbing 

Debugger 

Pass/PIN 

Login 

Memory 

Function Hook 

Stack 

Code 

Browser 

Login 

Pass/PIN 

Break at right EIP 

Performing Man-In-the-
Browser manually: 

form data caught before 
any encryption 



Features of HoT – Form grabbing 

Archive Windows Linux 

Internet 
Explorer 

Wininet.dll!HttpSendRequest N/A 
 

Firefox Nspr4.dll!PR_Write 
Nspr4.dll!PR_Close 
Nspr4.dll!PR_Read 

Libnspr4.so!PR_Write 
Libnspr4.so!PR_Close 
Libnspr4.so!PR_Read 

Chrome *chrome.dll!ssl_write 
*chrome.dll!ssl_read 
*chrome.dll!ssl_close 

Libpthread.so!write 

*non-exported 

Actual versions September 2013: 



Features of HoT – Form grabbing 

Archive Windows Linux 

Chromium N/A 
 

Libnspr4.so!PR_Write 
Libnspr4.so!PR_Close 
Libnspr4.so!PR_Read 

Opera version dependent 
v11.01: *0x2bfafb (Carberp leak) 
V12.01: *0x2b2881 

v12.01 x86: *0x02435a0( int, 
char*, size_t) 
V12.16 x64: 
*0x0000000000E01850(int, 
void *src, size_t n, int, int, int, 
int, int, __int64) 

 

rekonq/konquer
or 

N/A Libkio.so: 
QIODevice::write(char 
const*,long long) 

*non-exported 

Actual versions September 2013: 



 

Potential of HoT – original 

implementation 

 



Potential of HoT – PoC viable 

version 

• Hooked original libnspr4.so!PR_Write 

• Custom PR_Write 



Potential of HoT - PoC viable 

version 

•   



Potential of HoT - summary 
• Stability improves after removing repeated unpatching 

and patching of the original function 

• ptrace scope (/proc/sys/kernel/yama/ptrace_scope) 

set to 0: injections to non-child processes allowed 

• Parser of request buffers need to consider chunked 

queries 

• no infection vector yet! (MacOs:Flashback CVE-2012-

0507, CVE-2011-3544) 

• $2000 per installation - very high price compared to 

Windows infamous bots: Carberp $2000-$10000, 

Spyeye $500 -> 150$, Solarbot $200 ) 

• Linux market share on desktops 1.52% 

• Plenty of distributions, open source web browsers etc. 

 

 

 

 

 



Questions 

• What is the first byte in SOCKS5 protocol ? 

• Which system function is essential in injection of 

shared objects? 

• Which function in Firefox browser did we hook to 

inspect unencrypted requests? 

• What is the cost of a HoT license? 

 



Questions & Answers 

• Questions? 


