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Show and Tell

- Tell First, Show Later

- The History of SmartScreen App Rep

- What App Rep Does and Does Not Do

- Showtime!!ll (Technologies that Plug the Holes)

* It’s a Wrap




Name That Virus

- W97M/Concept




Medieval App Rep

Warning | 2] X]

The document you are opening contains macros or customizations. Some macros may
contain viruses that could harm your computer.,

If you are sure this document is from a trusted source, click
Enable Macros. If you are not sure and want to prevent any Tel Me More I
macros from running, click Disable Macros.

[V Always ask before opening documents with macros or customizations

[ DisableMacros || EnsbleMacros | DobotOpen |




Renaissance App Rep

peresentersssatsarseseessassresanan .

i Security Level

..................................... i

| Trusted Sources |

(+" High. Only signed macros from trusted sources will be
allowed to run, Unsigned macros are automatically
disabled,

" Medium. You can choose whether or not to run
potentially unsafe macros.

" Low (not recommended). You are not protected from
potentially unsafe macros. Use this setting only if you
have virus scanning software installed, or you are sure
all documents you open are safe.

Virus scanner(s) installed.

)
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SmartScreen Evolution

Wing. 1
(Medern &pp)

R . +4 At kakvare R N . Aniti kdakware
Aniti Phishing +A it bdakware Hepl_rtgtpbn At Phishirg Arnti-Phishing Arti-Phishing App Reputation Anti Phishing

(LRL) (LRL) {H&SH, CERT) App Reputation (LRL) [LEL) on RLUR (URLY

8 Years of Investment:

* Grown from 1 service to 3 (Phish, Malware, Apprep)

* Moved from (the browser on PC) to (the browser on all MSFT platforms and direct OS and in-app
integration)

* Grown from 1 Client to eight

* Protecting approximately half a billion users

Slide used with permission of Microsoft Corporation
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Scope of SmartScreen

Dther
. . [nternet Download Wulnerable Software (5B, Metwaork,
Malicious Payload Delivery (Social Engineering) iDropped via Exploit) Secondary Infection,
etc,)
Malware on Disk Malicious Payload On PC
Payload Instantiation ShellExecute Create Process Host Process

Payload Running halicious Desktop Code Executing

Remediation & Repair Remediation & Repair

)

Slide used with permission of Microsoft Corporation
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High Level Architecture

Intel & Biz Process

SmartScreen
URL Rep Service

SmartScreen
App Rep Service

Application Website

Known | Unknown Phishing | Malware

Services

\/\

App Rep Lookup URL Rep Lookup

N

Y 1 Y

== Windows 8 EInternet Explorer
Clients

Slide used with permission of Microsoft Corporation
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The Mark Of The Web (MOTW)

What is the M WWW

The MOTW is a comr
user opens the webg
references this comn
run the page. Here's

<!1-- saved from url=(

To be valid, a MOTW
The comment must ¢

<l-- saved from url=

The comment must ¢

<up for a webpage. When a
remeatquivaient Internet Explorer

7 7 7 y zone in which it should
vav vav vav m/ -->

simple rules.

Hebrew Numeric Value

666

Coincidence ???

Art by markbeast666.blogspot.com

http://msdn.microsott.com/en-us/library/ms537628(v=VS.85).aspx




Attacks Against App Rep

* Remove MOTW
* Run From DLL
- COM Elevation bypassing UAC whitelists




MOTW Removal & Execution From DLL

* Regular method that is used by malware, SmartScreen For Applications blocks it
™ Copy executable file to another location and remove Zone.Identifier file stream

™ Run executable DLL library from original location

|_ oK Cancel |
g
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ection Techniques —App Rep
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File Edit View Favorites Help

Registry Editor

orton
Internas

Far=sShortcut

3items

-1, ApplicationAssociatior A || Name Type Data
- L. AppModel a5 (Default) REG_SZ (value not set)
el AppX

. Authentication
Controls Folder

Norton Internet Security

Settings Performance =

Scan Now

LiveUpdate

Last Scan: Last Update:

1item selected

Feedback

Account

Advanced

Support »

) /!
in 14 files

9 10

Windows 8 Pro
Build 9200
314 AM
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Protection Techniques — App Rep
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File

Registry Editor = B

Edit View Favorites Help

CurrentVersion ~

Name Type Data

. AccountPicture :!'](Defaultj REG_SZ (value not set)

. Action Center

[ BUY NOW |

0N S MAINTENANCE MARKET RECOMMEND  SUPPORT

‘ Virus protection b Hanager

. lame
List and status of all avast! shields,

=@ fm

File System Web Shield Mail Shield
Shield 18270 oro
4175/ 0

P2P Shield IM Shield Behavior  Script Shield
aso ar/o Shield o/0
13770

E¥E anTISPAM

< Cloud Intelligence

“) FIREWALL avast! offers several hybrid cloud technologies.

22/9?113 19:50
o SOFTWARE UPDATER 1 iles

9 16

REPUTATION SERVICES
Enabled

STREAMING UPDATES
Enabled

£, Local Disk (C:)

e Transcend (E)

Windows 8 Pro
Build 9200

1:43 AM

" e




Protection Techniques — Behavior Blocking

%3 windows 8.1 preview eng [Pa6oraer] - Oracle VM VirtualBox

MalHa

o

T HrEatrire

e )

T

0 Favorites
B Desktop
& Downloads

% Recent places

ﬁa Homegroup

1 This PC

Ju Desktop

.| Documents
& Downloads

J Music

= Pictures

B Videos
i, Local Disk (C:)

e Transcend (E:)

€ Network

9 iterns

B ¥eTpolcTea

Edit

Store
Telepho)

Vie

b This

View

Crpaska

Favorites  Help

PC Tools

Registry Editor

i ThreatFire

Security Status

News J

Configure Segings

& Smart Update

General

Quarantine

@ ThreatFire Protection

@ Sensitivity Level

Start Scan
Threat Control
Advanced Tools
Upgrade Now

pcteols

) Default Actions

@ Check for Updates

@ Community Protection

Program Language

ThreatFire Protection

Enabling this feature ensures that ThreatFire can
actively monitor your system for signs of
suspicious behavior and potential attacks,
providing you with its best protection against new
and unknown threats. Turning it off may potentially
expose your system to threats in the form of
viruses, worms, spyware and other malicious
programs

Turn Off ThreatFire Protection

o Notices

NOTE: We recommend leaving the following
unchecked for better compatibility with other third-
party security software.

O Register ThreatFire in Windows Security Center

o Uparade Nowy

7 5.0 G5 frec of 24.6 GE

Transcend (E:)

= |
S 22268 free of

b, 741" hytes in 6

]

Folder @8/B6-13 23:25
files

9 10,

Windows 8.1 Pro Preview
on copy. Build 9431

o . 11:33PM

e 8/6/2013
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rotection Techniques — Behavior Blocking

- 4

File Edit View Favorites Help

Registry Editor

a- ) CurrentVer A || Name Type Data

. Accour ;‘_!'](Défaulﬂ REG_SZ (value not set)

| Action
., AppHo
| Applets
. Applice
. AppMc
. AppX

E] Hame

A
PC/Mobile I ats Family

Overview
- Favorites

B Deskiop Protected

4 Downloads nple.ink

Thanks for trying out the software. This free trial will expire on 9/7/2013.

e

7 Libraries
E Documents Safety Summary
Music
] Pictures Security Summary: 0 threats stopped
; Subscription: Facebook Privacy Scanner: off Up 88,87,13 19:58
B8 videos “ = 189 bytes in 14 files

Expires on 9/7/2013 . "
Social Networking Protection: Off 9 in
18 Computer

|=J-_ Local Disk (|

e Transcend |

ﬁh MNetwork

o ®

Customize... Windows 8 Pro
Build 9200

4 items

11:11PM
8/7/2013
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Protection Techniques —Whitelisting

\2
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& Registry Editor = =
File Edit View Favorites Help
L bl B || Name Type Data
b FileHistor || o) ooy REG_SZ (value not set)
i~ |, Group Po
. HomeGre
. Ime
. Immersiv
b~ L Internet §
*86 - =

x

iles“Far Manager =

ame ||

Menu

Impert/Bxport  Utilities  Help

Far=SHorteut

EXE Radar Pro

Status Blacklist | WhiteList

Processes Advanced | Events

Protection Mode
Enabled (Alert Mode)

Version Information

Program Version

Engine Version 1.1.0.0 Up B88-87-13 19:50
I}) ytes in 14 files

Statistics

Monitored 23

Blocked a

Allowed 23

Last Blocked -

Last Allowed Ci\Windows'system32\RunDll32.exe

(C) NaVirusThanks Company Srl
.3
| soft
', vb2013_binaries

G‘j Metwork
Windows 8 Pro
Build 9200

o e




Protection Techniques — Sandboxing

Registry Editor
File Edit View Favorites Help

4 L CurrentVers & || Name Type Data

- Accoun b (Default) REG_SZ {value not set)
EPjSandboxieCDntro\ REG_SZ "C:\Program Files\Sandboxieh\SbieCtrl.exe”

File View Sandbox Configure

Program Mame Window Title

O Sandbox DefaultBox

<

Computer\HKEY_CURRENT_USER'

Windows 8 Pro
Build 9200

816 PM
8f772013
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Protection Techniques — Sandboxing

| .'.l.- g Registry Editor
et File Edit View Favorites Help
(isioell=itin . Run ~ || Name Type Data
b~ Screensavers ) (Default) REG_SZ {value not set)
- L0 SettingSync
> . Shell Extensions
N - O
D a ong Pro 1 hga 0|a Ad a L a 0gyg Roo -

S| Wk vanaton || pavermd || msi T ()
J

Defensewall is able to protect against any adware and speware, known or unknown, by separating applications inta bwo groups - trusted and
untrusted. Your system is protected fram untrusted applications by preventing them modifving sensitive system areas. Run software updaters as
trusted!

By placing your intemnet browser, e-mail, IM and P2P-clients in the untrusted group, any adware or spyware that is automatically downloaded will
be unable to infect your system due ta the restrictions imposed by Defenselwall

If you see that your system is being attacked through an untrusted application, vou just cloge all untrusted applications. Any spyware or adware:
will be automatically closed with them.

Folder B8-/01/13 B2:47
729,741 bytes in 6 files

8 ki 1A

£) Pictures S 170 GE free of 24.6 G5

Bl Videos Transcend (E:)

i Local Disk [C:) - |
=" 229 GE free of

e Transcend (E)

€ Network Windows 8.1 Pro Preview

Evaluation copy. Build 9431
~ |

1:49 PM
8/6/2013
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Remember...

- SmartScreen App Rep adds meaningful protection, but...
- Some critical vectors are not covered by SmartScreen

- Additional security protections are required

- “If you see only one solution you probably don’t understand
the problem” author unknown




ThankYou!!!

O-U ESTI 04/

Randy Abrams — rabrams@nsslabs.com

llya Rabinovich — rabninovich@softsphere.com
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