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Call to action

A new bad guy is weaponizing our antimalware products

We're getting thousands of incoming “crafted” files and
suspect telemetry every month

« Probing our automation strategies and signature weak points
 Poisoning our data sources
 Exploiting how we share samples between ourselves

Our industry inadvertently assists the attackers

Let’s work together to fix things before we have a
catastrophe



AGENDA

How we got here
The new attacks
The aftermath
Recommendations



How we got here



We automate for good reasons
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Antimalware automation

Industry

Samples
Meta-data
Reputation

Determinations

Collection

Customers
Telemetry
Samples

Analysis

Auto-

Big Data classification
samples,
telemetry,
reputation,
determinations

H ‘ Telemetry
) response

Collection
- Industry and customers
- Automatic and on demand

Big Data

- Samples

- Map reduce

- Processed/Workflow

Analysis

- Dynamic and Static

- Vendor rescans/determinations
- Human-supplied patterns

Auto-classification

- Combine analysis with reputation

- Assign determination, family

- Feeds sig-gen and cloud protection

Signature Generation

- Best-fit signature

- Static and proactive

- Signature release pipeline

Telemetry Monitoring
- FP detection

- Never unknowns

- Sample requests



We know how to handle
riIsks of Infrastructure
attacks...



Infrastructure automation
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blocking samples protection

and telemetry

Overload causing Scale-out

slow time to protect

architectures

Analysis exploits
taking
down/infecting
backend systems

Sandboxing, quotas

Staleness reducing
effectiveness

Recency weighting,
Curated samples

Outage

Georedundancy

FPs

Signature validation
pipeline, large clean
lists, live monitoring

Malware infections

Isolation, monitoring

Malware leakage

Sharing agreements,
air gaps, physical
security

PII disclosure

Data cleansing and
auditing



But what If data itself Is
the attack vector?

-what if the sample isn’'t sourced from the wild?
-what if iIncoming telemetry is lying?
-what If the sample is crafted to exploit us?



Big Data

samples,

telemetry,
reputation,
determinations

Fake, probe samples

Fake telemetry

Crafted samples

Signature bloat,
inefficiency

Poisoning file
reputation

Wide-spread or
targeted FPs

Financial and
brand damages



Evil recipe for weaponizing AV products

Learn system weaknesses

OWhat causes us to accept samples

OHow samples spread around the industry

AWhich vendor determinations we trust

OWhat triggers us to use different kinds of signatures
OHoles in our signatures

dHoles in our automation

Launch the attack

QCraft a sample that:
O Encourages target vendor to sign it
QA Exploits target vendors signature weakness

Qlnject sample and telemetry into the system
AWait, then watch the mess
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And why should we care?

Nobody should be able to exploit our systems...

« It hurts our customers
- And damages our reputation

...no matter the motive

« No having fun at our expense

« No embarrassing the security industry

« No preventing us from working together
« No attacks without our knowledge



So, has It happened?



We've seen...

Attack sophistication

» Crafted files moving from clean to junk to malicious files
« Use of TOR for sample and telemetry submission

Microsoft-specific targeting

« Discovered an automation strategy weakness and a weak signature type

Broad industry targeting

- Crafted files targeting other AV vendors
- Embedding our (and other) signature fragments as triggers
« Exposing weaknesses in how we exchange samples between ourselves/testers



- Learn system
6 MarCh — 12 Aprll weaknesses
O What causes us to accept samples
™ How samples spread around the

Assumed goal: automation ndusty
a ICh venador determinations we trust
hOIeS N V\éh{at triggers us to use different kinds
of signatures
Method to Craft 0 Holes in our automation

. . . , A Holes in our signatures
» Insert signature fragments into clean files

resource sections

» Submit to VirusTotal via TOR Launch the attack

A Craft a sample that:

Resu ItS Q Encourages target vendor to sign it
O Exploits target vendors signature weakness
« ~300 crafted clean files (never seen in wild) Q Inject sample and telemetry into the

system

Many vendors re-sharing and signing O Wait, the:; s mess
Our automation treated it as obfuscated sample ;‘.‘.\,‘
FP with proactive signature on clean code \f;j

-
Partner FP on copied signature \==
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29 April — present

Assumed goal: sighature
holes

Method to craft

» Build junk files attempting to cause signature
hash collisions

» Insert sig fragment strings/heads to cause
“trusted” vendor detections

« Submit to VirusTotal via TOR
Results

« ~2000 crafted junk files (never seen in wild)
« Many vendors re-sharing and signing
- Some vendors sharing with external testers

Learn system
weaknesses

O What causes us to accept samples

) How samples spread around the
‘ndustry

O Which vendor determinations we trust

[ 'What triggers us to use different kinds
of signatures

1 Holes in our automation
O Holes in our signatures

Launch the attack

A Craft a sample that:
O Encourages target vendor to sign it
O Exploits target vendors signature weakness

A Inject sample and telemetry into the

system
a Wait, the; UESS
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SHA1  E@ABL
MDS 98C15

Junk file

E701CB39382BB6349BCCD0861F/BFB1BB4F76EAL

8951CAB6BFBFFAD124D7A944E@457CB178
B1BC322D1 7BF3B91B51DEZ7DE12

SHAZ56 D62280B52DB15EAYFBS58EAE323F1C1FFED14578B38D7EG1F7B368BA4773DC1776

Uerinfo:
Compan yName

FileDescription

FileUerzion

InternalMame
LegalCopyright
LegalTrademarks
OriginalFilename

ProductName
ProductUers

PrivateBuild
SpecialBuild

Language
comments

[File Typel
Executabhle —

None
UisuwalBoyAdvance emulator
- 8. B, 3
UisuwalBoyAdvance
Copyright - 2884 Forgotten and the UBA team

VisualBoyfAidvance .exe
VizwalBoyAdvance emulator
3

- - -

ion

a
English <United States)>
UiszuwalBoyfAidvance comes with NO WARRANTY. Use it at your own risk.

PE - EXE

[Heuristic Analysis]

(Warning)> Humbe
Warning> PE

[File Format]
—— Basic PE H
Machine:
Numof Bec :
Timestamp:
ImageType:
EntryPoint:
ImageBase:
08Uer:

v of module functions too large: —1294764772.

embedded: suspected PE executabhle found but invalid at Bx6bcd3 — scn @ "

eader ——
Intel 386
7

Sat Oct @1 11:08:46 2085

EXE MoReloc MoLineMum NoSymhbol wHMachine_32hit

Bx40DAAA {(AxDAAB,. section B "> 68 @1 58 7D @8 E8 A1 @A
Bx 4108008

4.8 — Windows NT 4.8, Build 8

—— Sections —

Name

.PSPC
.data
-adata

un USize Offset
4A0P0A 17FR0A DAAA
LECeoR nBaa 73EBA
596000 2089000 79888
79FB0R 7E888
ity lalsls) 86n8A
705800 22n88
7renen BS 488

-
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Future (weaponized)

Assumed goal: targeted FP
Method to craft

« Modify real malicious file to cause signature
hash collisions with victim clean file

« Compel target vendor to sign with signature
fragments from trusted vendor

« Submit to VirusTotal via TOR
Results

« Target vendor signs automatically
« Victim suffers FP against clean file

Learn system
WEELQERSES

O What causes us to accept samples

O How samples spread around the
industry

O Which vendor determinations we trust

O What triggers us to use different kinds
of signatures

O Holes in our automation
O Holes in our signatures

Launch the attack

Q Craft a sample that:
1 Encourages target vendor to sign it
O Exploits target vendors signature weakness

[J Inject sample and telemetry into the
system

a Wait, the; UESS
:‘% .
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Our recent investigations

Did we get used as a weapon?
- We searched for an event in past 3 months

- Static signature weaknesses: searched for inadvertent “test” FPs
« Nothing conclusive (6 suspicious events)

s some of our telemetry also crafted?

- We are monitoring TOR-based telemetry

« 1 out of 100,000 of our endpoints use TOR

- TOR endpoints seem 4 times as infected as normal users
- TOR endpoints send one tenth the rate of junk telemetry
« Nothing found



The aftermath



Changes we've made

—
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Analysis
/

AN

Industry Auto-
: ﬁ/laer?ap_lgzta Big Data <= classification
- Reputation

samples,
telemetry,
reputation,
determinations

- Determinations

Collection

Signature
generation
A‘
A Telemetry
\",\ /"yl /\l‘
response
Customers ' P
- Telemetry

- Samples

Issue

Signhature
generation using

clean sections when
signing crafted clean

files

Static signatures

used in automation

had CRC collision
weakness

Potential poisoned

telemetry

Not handling

artificial escalations

very well

Changes

1)

2)

1)

Auto-detect
crafted clean
Sign only with
static signatures

Harden signature
type to require
SHA1 match

Anomaly
monitoring

Sample sharing
requirements to
include
attestation of
sourcing
Automation rules
stop “credit” for
detections
Issue awareness
Cross-vendor
working group



Contaminating AV-Test

2 crafted files showed up in AV-Test's August testing

set
« O0xf019bceae867415dc2027b12b282486973759fa5
« 0x186f720f76bcd6fcc83055a64989ed45cd7b5d66

Andreas Marx investigated

- Vendors give to aggregators
« Aggregators share with testers and vendors
- Testers curate samples, but in the end, they trust vendor sources

Highlights need for vendor control of what is share=

- Artificially inflates the value of these files 6 % v

« Encourages useless vendor detections
+ Could lead to becoming a victim of weaponization

P
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Industry Recommendations

Exchanging unseen samples

« Causes artificial escalations and
drives useless detections

» If your customers don't see it,
don’t exchange it

2

Automated blind reliance on partner detections
» detections = determinations

 Rely only on vendor samples for vendor
determinations

©




More Industry Recommendations

@ . ¢

Treat this as a serious threat
 Before somebody weaponizes you

» Find and fix your automation and
signature weaknesses

W

o,

ﬁ_ll—'—'—ﬁ We need to work together
fﬂé}' pe Let’s share crafted file/telemetry awareness

and detection/mitigation techniques
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