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About me 

• Security analyst/architect 

• Used to work for Volvo IT 

• Defender by profession 

• @addelindh on Twitter 

 

 



So what’s this about? 

• Software vulnerabilities, 

exploits and the current 

defense model 

• A suggested way of improving 

that model 



Defense 



Legacy implementation 

• Perimeter protection 

• Access controls 

• System hardening 

• Antivirus 

 

 



Evolution 

• All the legacy and more: 
– SIEM 

– DLP 

– Application firewalls 

– Etc. 

• Basically, more tools 

 



Client-side attacks 



Got protection? 



What does this mean? 

• The perimeter changed 

• Our defenses didn’t 

• Antivirus to the rescue? 



The New York Times hack 





So how did we get here? 

• Human nature 

– Easier to buy tools than to work hard 

– Bad prioritization 

• Defense isn't sexy 



"Put another way, n people want to fix 

security holes, 10n people want to exploit 

security holes, and 100000n want Tetris.” 

(Dan Kaminsky) 



But we patch, right? 



Well, sort of but... 

• We do it slowly 

• Sometimes we can’t patch 

– Legacy systems 

– 3rd party systems 



HD Moore’s law 



What about 0-days? 



The Microsoft report 



This can’t be good... 

• 46% of Remote Code 

Execution vulnerabilities 

exploited before patch 

available in 2012 

 

 
Source: Software Vulnerability Exploitation Trends 



...and remember this? 

• Dec 2012 – Jan 2013 

• The watering hole attack 



Wait a minute, 
wasn’t this supposed 

to be a talk about 
flashy 0-day 

defense? 



There is no flashy fix. 



Priorities, priorities 



Back to basics 

• Get re-acquainted with our 

environments 

• Start using the tools we 

already have 

• Focus on what matters  



Hardening 

• Usually only done high level 

• Not that effective anymore 

• Why don’t we do it to 

software? 





Learning from history 

• Where? 

• What? 

• Exploitability? 

• Protection? 

 



Software hardening 

• Exploit mitigation 

– ASLR, DEP, EMET, etc. 

• Secure configuration 

– Software Restriction Policy 

– Native security settings 



Does it work? 

• The Exploit intelligence Project 

• Statistics for 2009-2010: 

  

 

 



Does it work now? 

• Better native defenses 
– WinXP vs Win7 

– IE7 vs IE9 

• Reduced # of attack vectors 

being used in mass attacks 

 
Source: The Exploit Intelligence Project 



Exploit origins 

VUPEN Blog Articles 

APT Campaigns 

Security Researchers 

• All memory corruption 
exploits came from 
APT campaigns or the 
VUPEN blog 
 

• All Java exploits came 
from security 
researchers 
 
 
 
Source: The Exploit Intelligence Project 

IE / Flash Java 



Are we secure yet? 



More hardening 

• System 

• Network 

• People 

and process 



Reducing exposure 

• Hardening will proactively reduce 

the risk scale of the Window Of 

Exposure. 

 
• But what about when things 

inevitably change? 



Threat intel 



Plug the gaps 



To summarize 

• Priorities is key 

• We need to get back to 

working with our environments 

• This work is never done 

 



Finally 

(where it counts) 



Questions? 

• Contact 

– Email: andreas.lindh@isecure.se 

– Twitter: @addelindh 

– Phone: +1-555-YEAHRIGHT 

• Sources: 

– Software Vulnerability Exploitation Trends: 
http://www.microsoft.com/en-

us/download/details.aspx?id=39680 

– The Exploit Intelligence Project / Dan Guido:  
http://www.trailofbits.com/research/#eip 
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