Surviving O-days

Andreas Lindh, VB2013



» Security analyst/architect

» Used to work for Volvo IT

- Defender by profession
» @addelindh on Twitter
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« Software vulnerabillities,

exploits and the current
defense model

* A suggested way of improving
that model
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Defense

T
=151

HSECURE



* Perimeter protection
» Access controls

» System hardening

* ANTIVIrus
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» All the legacy and more:

— SIEM
— DLP

— Application firewalls
— Efc.

» Basically, more tools
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Client-side attacks
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* The perimeter changed
» Qur defenses didn't

« Antivirus 1o the rescue?¢
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Symantec Statement Regarding New York Times Cyber Attack

Created: 31 Jan 2013 | 8 comments
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As a follow-up to a story run by the New York Times on Wednesda
target of a cyber attack, Symantec (NASDAQ: SYMC) developed

an. 30, 2013 announcing they had been the
ing statement:

"Advanced attacks like the ones the New York Times describ.
underscore how important it is for companies, countrieg an
capability of security solutions. The advanced capabiliti
reputation-based technology and behavior-based blocki
the signature-based anti-virus components of endpoint s
daily from attacks and threats.
combined approach to securityl Anti

llowing article, (http://nyti.ms/TZtr5z),

rs to make sure they are using the full

point offerings, including our unique

ally target sophisticated attacks. Turning on only
alone are not enough in a world that is changing
essive in deploying solutions that offer a
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- Human nature

— Easier to buy tools than to work hard

— Bad prioritization

» Defense isn't sexy
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"Put another way, n people want fo fix
security holes, 10n people want to exploit
security holes, and 100000n want Tetris.”

(Dan Kaminsky)
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* We do It slowly

» Sometimes we can’t patch
— Legacy systems

— 39 party systems
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The Microsoft report

B Microsoft

Software Vulnerability Exploitation
Trends

Exploring the impact of software mitigations on patterns of vulnerability exploitation
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» 46% of Remote Code

Execu

on vulnerabllities

exploited before patch

availo

ble in 2012

Source: Software Vulnerability Exploitation Trends
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...and remember thise

« Dec 2012 -Jan 2013

* The watering hole attack

J
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Wait a minute,
: wasn't this supposed
to be a talk about
‘ flashy O-day
defense?
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There Is no flashy fix.
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ASSIGNMENT, You LL

FAIL THIS I[',I.J'”\E-S YEAH. BUTIF I CAN FRIL
THIS CLASS THE GRADES
ON MY RERORT CARD WILL
BE IN ALPHABETICAL ORDER!
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» Get re-acqguainted with our
environments

» Start using the tools we
adlready have

 Focus on what matters
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» Usually only done high level
* Not that effective anymore

* Why don't we do It to
softwaree
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"HISTORY DOES NOT REPEAT ITSELF,
BUT IT DOES RHYME."

- MARK TWAIN
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- Wherev@¢
- Whate
- Exploitabilitye

* Protection?¢
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* EXP
— AS

R,

Ol

I mitigation

DEP, EMET, etc.

» Secure configuration

— Software Restriction Policy

— Native security settings
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» The Exploit intelligence Project
» Statistics for 2009-2010:

Exploit and related defenses No. of exploits

Memory corruption 19
Defeated by data execution prevention 14
Defeated by address space layout randomization 17
Defeated by the Enhanced Mitigation Experience Toolkit 19

Logic flaws 8
Defeated by not using Java in the Internet zone 4
Defeated by not including EXEs in PDFs 1
Defeated by not using Firefox or Foxit Reader 2
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» Better native defenses

— WINnXP vs Win7/
—|E7 vs IED

- Reduced # of attack vectors
being used In mass attacks

Source: The Exploit Intelligence Project
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Explolt origins

« All memory corruption
exploits came from
APT campaigns or the
VUPEN blog

- All Java exploits came
from security
researchers

B VUPEN Blog Articles
M APT Campaigns

Source: The Exploit Intelligence Project _
. Security Researchers
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* System
* Network

» People
and process
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« Hardening will proactively reduce
the risk scale of the Window Of
Exposure.

« But what about when things
inevitably change?
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I USED TO WATCH TV, READ BOOKS, LISTEN TO RADIO

MNow I watch the internet, read the internet, and listen to the intermet
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Plug the gaps
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* Priorities Is key

- We need o get back to
working with our environments

* This work Is never done
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KEEP

CALM

AND

DEFENSE IN
DEPTH

(where it counts)




« Contact

— Email: andreas.lindh@isecure.se
— Twitter: @addelindh
— Phone: +1-555-YEAHRIGHT

« Sources:

— Software Vulnerability Exploitation Trends:

http://www.microsoft.com/en-
us/download/details.aspx2id=39680

— The Exploit Intelligence Project / Dan Guido:
hitp://www.irdilofbits.com/research/#eip
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