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Making a Hash of it?

Default detection strategy
Checksums & Cloud-lookups

Resource limitations

Memory, Disk space, Power

'ﬁ. Relatively primitive obfuscation

Previously...
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Metamorphosis

Windows style...
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Typical APK Structure

-
< AndroidManifest.xml |) I

/drawable
7(
< classes.dex —————
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ZIP-based)APK root
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Obfuscating Classes.dex via the Build

COMPUTING
Jave diass Debug vs Release
Java Source Java.class 2 .dex Build
automation
Java.class 3 possible via
Ant framework

. Jjar
IndUC'“ke COde Miscellaneous des
—i P — .
. . ConstantPool N T~ e~
|nsert|0n? g \‘ﬂ ~~~~~~~~ header
=] Other Data SN T Ting_lI
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\k,}r\" Wt ype_ids Constan
Miscellaneous P S N W Pool
; Canstant ool [~~~ k- 'x\ ... Other Constant
(_:; Other Data - ~~:;':::: \\ Pools
T~ \;1:~:~ Method_ids
— 3 Tl fo Constant Pool
Dummy / Miscellaneous N - Sl < N
. o0 Constant Pool o val "“: Clhgs Defs & Otter
dependencies/ {dr—mm )i - -
o Other Data -
classes \ S ——————
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String Manipulation: Android.Obad.A

String Decryptor

[B11b%c] com.android.syste[B11b9c] com.android.systen.agdnd : } Jang/String;
f11bac: d886 B662 | @811bac: d886 B662 add-int!litﬂ vh, l.lﬁ, fint 98 [/ #62

MA4-dRhh R ODODRA OFRE I R”RIAARRR= OOGA O7RAR q I‘ll'lg, .‘.l'.‘.l' typE@“ﬂs?

private static String oCI1C11({imt iParami, i iParam2)

{

COMPUTING

: sget-object v5, Lcumfandruldf595temfadm1nfuﬂI1E11 {snip>
- . : const/h vk, Hint 8 // #8
int j; =

byte[ ]| array0fByte2 ollclclc; J const/16 v1, #int 11 // &b
sy ] new-array vi, vi, [B // typelBBan

| byte[] arraypdfByted new byte[11]; : 1f-nez v5, ﬂ[ﬁ? /i +0808a
int k- N : const/16 w2, #int 11 /7 tb

iParam1 = iParam1 + 98; : ud, Hint A /7 BA

IT (arragUrByte? == noll) ] add-int/1it8 v7, v7, #int 1 /7 #061
= 11; ] add-int/2addr v2, v3
for (j = B; ; j = array0fByte2[iParam2])} ] add-int/1it® va, v2, #int -1 /7 #Ff
{ ] int-to-byte v2, vé
iParam2++; ] aput-byte v2, vi, v4
iParam1 = -1 + (k + j); 18: 1C8 U, Uk, Wint 1 77 #O0
array0fBytei[i] = (byte)iFarami; 1a: const/16 v2, #int 11 // #Hb
LTy ] Qe dif-1t wh w2 @823 77 +[A6G7
if (i >= 11) Randomised & te] const/4 v2, Hint 8 // #9

break:

_ Imram- tokenised variables invoke-direct {v@, v1, v2}, Ljava/lang/String;<pni
i 22| return-object v@

23 moge Uz, ub
24: aget-byte v3, v5, v7
EF I ELFE L7 m [ h ) my ) Il'.l‘l'.ll IvIv= LuocCa Iudzﬁ: gﬂtﬂ Bﬂ1ﬂ .l!f _ﬂﬂ1ﬁ

LY
return new String{array0fByted, A);
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Proguard

“... obfuscates your code by removing unused code
and renaming classes, fields and methods with
semantically obscure names. The result is a smaller
sized .apk file that is more difficult to reverse
engineer”

- http://developer.android.com/tools/help/proguard.html

e Classes: .myclass(es) -> .a(,b,c,d,...)

 Methods & variables: explicit string references stripped
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S'[I’ O n g Signature BYTE[Ox8] DEX_FILE MAGIC. Currently "dex\n035\0"
Checksum DWORD adler32 data corruption check
con te nt Hash BYTE[Ox14] SHA1 data security check
Val | d a.t| O n File_size . DWORD Size of entire file on disk
Header_size DWORD Currently 0x70
Endianess_flag DWORD 0x12345678 (little-endian) or 0x78563412 (big-endian)
N O Link_size DWORD Link section size, or O if not statically-linked
. Link_raw_offset DWORD Offset from start of file or O if not statically-linked
tl m e Stam p Map_raw_offset DWORD Offset from start of file to map item, 0 if absent
String_ids_sz_off pair { DWORD, DWORD} Size and location from start of file to stringid list
N O Type_ids_sz_off pair { DWORD, DWORD} Size and location from start of file to type id list

Proto_ids_sz_off pair { DWORD, DWORD} Size and location from start of file to prototype id list

U n U S e d Field_ids_sz_off pair { DWORD, DWORD} Size and location from start of file to field id list

m et ad at a Method ids sz_off pair {DWORD,DWORD} Size and location from start of file to method id list
Class_def sz_off pair { DWORD, DWORD} Size and location from start of file to class definition list
fl e I d S Data_sz_off_pair { DWORD, DWORD} Size (aligned) and location from start of file to data section
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DEX Byte-code Obfuscation:

Obfjinehtmddsgtdeode

0009e0:
0009%e2:
0009e6:
0009e8:
0009%ea:

0000

1a01 0000

1200

0000

6el0 2800 0700

|]0000:
|0001:
|]0003:
|]0004:
|]0005:

Ljava/lang/String; .length: () I

0009f£0:

0a04

|]0008:

COMPUTING

nop // spacer **xxx*
const-string v1l, ""
const/4 v0, #int O

nop // spacer **xxx*

invoke-virtual {v7},

move-result v4

™



DEX Byte-code Obfuscation:

Obfjinehtpddsgtdeode

0009%ee:
0009f2:
0009£f4:
0009f6:
0009fa:
0009fe:
000a02:
000a06:
00Oa0la:
000a0lc:

3440
1101
280c
1304
3442
1304
3742
1304
2806
6e20

0300 C

4100
0600
5a00
0a00
6100

2700 07

|0007:
|0009:
|000a:
|000b:
|0004d:
|000f:
|0011:
|0013:
|0015:
|0016:

Ljava/lang/String; .charAt

000alz2:
000al4:

0a02
28f1

000al6: 3442 0800

|0019:
|001a:
|001b:

if-1t v0, v4, 000a // +0003
return-object vl

goto 0016 // +000c <
const/16 v4, #int 65 // #41
if-1t v2, v4, 0016 // +0006
const/16 v4, #int 90 // #5a
if-le v2, v4, 00le // +000a
const/16 v4, #int 97 // #61
goto 001b // +0006 <

invoke-virtual {v7, vO0},

move-result v2
goto 000b // -000f <
if-1t v2, v4, 0020 // +0008

COMPUTING
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DEX Byte-code Obfuscation:

COMPUTING

Onfiinedtmddrgtdeode
ERR 3a00 |00la: const/1l6 v9, #int 58 // #3a
000al8: 4000 |001lc: add-int/1litlé6 v8, v9, #int 64 // #40
00Oalc: |001le: move v4, v8
0OOale: 0a00 |001f: if-gt v2, v4, 0029 // +000a
000a22: 0208 |0021: shl-int/1it8 v6, v2, #int 8 // #08

EVIE 0090 |0023: xor-int/1litlé v6, v6, #int -28672 //
#9000

EVEE 00b0 |0025: xor-int/1litlé v2, v6, #int -20480 //
#b000

00OaZ2e: 0208 |0027: shr-int/1lit8 v2, v2, #int 8 // #08
000a32: |]0029: int-to-char v3, v2
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DEX Byte-code Obfuscation:

COMPUTING

Dynamic method call via reflection

import java.lang.reflect.Method;

//Some other directives here

try {

Class cls = |Class.forName (“com.some.ClassName”) ;

Object obj = cls.newInstance()
//Inspect class for method and invoke

Method mthd = clg.getDeclaredMethod(decr mthd str, null);
.invoke (obj, null);
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Source: ‘Code Protection in Android” — Schulz, uni-bonn.de

{'

Classes.dex

The Dropper

Encrypted file in APK
' Yp

\- Decrypted DEX in

J
\ memory
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COMPUTING

Source: ‘Code Protection in Android” — Schulz, uni-bonn.de

Decrypted

Classes.dex in
memory

The Self-modifier
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Detection Strategies

Checksums will not work very well
But judicious parsed object matching possible

. Cloud scan: time lag and confidentiality issues

@ixopt: updated to flag non-standard code/data

IEEE Taggant System: Dexguard, Arxan, etc

But what about free Proguard?
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Queries
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