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Introduction – Comparative Testing 
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• Anti-malware testing in general is hard. 

 

• Comparative testing has evolved greatly over the years 

 

• What is Real-world testing? 

  
 Real-world testing aims to evaluate anti-malware suites 
against in-the-wild malicious attacks, and general system usage, 
in a manor consistent with authentic user-experience. 
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Real-world Testing – Defense-In-Depth 
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Real-world Testing – Business Case 
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Real-world Testing – Defense-In-Depth 
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Real-world Testing – Defense-In-Depth 
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• What functionality is delivered in the  
product? 

 

• Q: Does current testing represent the  
suite? How does one know? 

 

• A: Read product log files 

• A: Create a forensic timeline 
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Real-world Testing – Samples 
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Real-world Testing – Samples 
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Real-world Testing – Samples 
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•Samples should meet the goals of the test 

• Wide-spread ? 

• Personalized ? 

• Targeted ? 

• Fresh ?  

• Independently source (not from a common source 
used by tested vendors) ? 
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Real-world Testing – Alternate Approaches 
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• Sample selection 

–Validate sample freshness across multiple sources 

–  Lab-created/generated malware  

–  Persistent adversary attacks (signed malware, trusted domains) 
 

• Product effectiveness 

–  Forensic threat protection analysis 

–  Crowdsourcing 
 

• What about attack age-based and prevalence-based protections? 
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Real-world Testing – Conclusions 
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• Full product real-world testing should test (a) the full product, 

exercising as many features as possible, (b) reward protection 

greater than detect/remediate and (c) test diverse real-world 

scenarios. 

 

• Testing goals should be defined more clearly, represented in the 

methodology, and spelled out in publications. 

 

•  Test results should be made available on a granular level to 

allow readers to compare products under different 

circumstances. 
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Questions? 
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