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Backdoor.Linux.Apmod.gen 

 Infected  modules for Apache. 
• mod_chart_proxy.so 
• mod_get_config.so 
• mod_local_alias.so 
• mod_local_expires.so 
• mod_log_headers.so 
• mod_spm_headers.so 
• mod_view_charset.so 
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Backdoor.FreeBSD.Papach.a  Backdoor.Linux.Maldyr.a 

infected Apache for FreeBSD   infected nginx for Linux 
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Trojan-SMS 

• >6,000 modifications 

• >4,500,000 APK 

• >150,000 blocked installsin 2013 

 

Trojan-SMS.AndroidOS.FakeInst.a 

• Only GCM for receiving commands 

• Send Premium rate SMS 

• Delete and answer incoming SMS 

• Install shortcuts and show notifications 

 

Trojan-SMS.AndroidOS.FakeInst.a 
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Trojan-SMS 

• >6,000 modifications 

• >1,100,000 APK 

• >75,000 blocked installs in 2013 

 

Trojan-SMS.AndroidOS.OpFake.a 

• Works only through mobile internet 

• Send Premium rate SMS 

• Delete and answer incoming SMS 

• Block and redirect outgoing calls 

Trojan-SMS.AndroidOS.OpFake.a 
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Trojan-SMS 

•>230 modifications 

•>450,000 APK 

•>75,000 blocked installs in 2013 

 

Trojan-SMS.AndroidOS.OpFake.bo 

•Lot’s of obfuscation 

•Move functional to the elf library 

•Send Premium rate SMS 

•Delete and answer incoming SMS 

•Steal contacts 

Trojan-SMS.AndroidOS.OpFake.bo 
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Trojan-SMS 

• >9,000 modifications 

• >13,000 APK 

• >18,000 blocked installs in 2013 

 

Trojan-SMS.AndroidOS.Agent.u 

• First used DeviceAdmin vulnerability 

• Send Premium rate SMS 

• Delete and answer incoming SMS 

• Block and redirect outgoing calls 

• Steal all contacts, SMS and call logs 

Trojan-SMS.AndroidOS.Agent.u 



MALWARE 
Private2&3 

VB2013 23 

Trojan-SMS 

•Send Premium rate SMS 

•Delete and answer incoming SMS 

Trojan-SMS.AndroidOS.FakeInst.a2 

 

•Send Premium rate SMS 

•Delete and answer incoming SMS 

Trojan-SMS.AndroidOS.FakeInst.a3 
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 Check 4,500,000 domains twice a day 

 31,000 sites with redirect (0.6%) 

 15,000 sites redirecting at this moment 
(0.3%) 
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~80 sites start redirecting every day 

~44 sites being fixed every day 
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~39 days / 940 hours every domain were 
redirecting 

 33% Mobile visitors 

 889,000 daily visitors 

 293,370 redirected  
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~290,000 redirected users every day  

~110,000 (38%) will download malware 

~15,000 (5,3%) will install malware 



VB2013 30 

MONEY 



VB2013 31 

MONEY 
• 15,000 users * $10 = $150,000 stolen daily 

• 75,000 goes to mobile network operators 

• 7,500 goes to billing companies 

• 13,500 goes to affiliate network operators 

• 54,000 goes to anonymous partners 
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MONEY 
• > $54,000,000 stolen in last year 

• > $27,000,000 to mobile network operators 

• > $2,700,000    to billing companies 

• > $4,800,000    to affiliate networks 

• > $19,000,000 to anonymous partners 
• >$12,000,000 spend for buying traffic from hacked sites 
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MONEY 
Mobile network operators 

Billing companies 

Affiliate networks 

Anonymous partners 



CONCLUSIONS 

• Easy to infect site and hard to find infection 

• Growth of the infected users and stolen money 

• Not only Russia: 
• Western Europe  

• Asia 
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