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Brief Introduction to ZeroAccess

 Custom P2P network spreads modules and
peer addresses

 Modules carry out payload functionality
 User-mode and kernel-mode
* Very noisy from network perspective
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P2P Network
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P2P Network cont.

* getl to retrieve peer and file list

* retl contains response to getL

* One getl per second, 80,000+ per day
* Fixed port numbers

* Noise masks other communications
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Installation

* Dropper phones home

* GEOIP lookup

* HTTP Get request

* Encrypted packet on UDP port 53

* Feed affiliate program

* Record information on infected machines
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GEOIP Lookup

i Follow TCP Stream -+ x

Stream Content

GET /app/geoip.js HTTP/1.8
Host: j.maxmind.com
Connection: close

HTTP/1.8 208 0K

Expires: Tue, 26 Mar 2013 14:16:52 GMT
Cache-Control: private, max-age=8

Content-Type: text/javascript; charset=IS0-8859-1
Access-Control-Allow-0Origin: *

Content-Length: 509

return 'Us'; }
return 'United States'; }
return 'MNew York'; }
return "NY'; }
return 'Mew York'; }

function geoip country code()
function geoip country name()
function geoip city()
function geoip region()
function geoip region name()

o ey ey ey ey ey ey ey ey ey

function geoip latitude() return ‘- L

function geoip longitude() return ' 3 0}

function geoip postal code() return '. 1*; }

function geoip area code() return *. !'; }

function geoip metro code() return ' ''; }

|Enﬁrecnnvemaﬂun{???byteﬂ '|

| QFind | EsaveAs | @Print (O Asci O EBCDIC O HexDump O CArrays ® Raw

| @Help ) Filter Out This Stream | | % Close |
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HTTP Get Request

 Web counter URL

e Infected machine information encoded in
headers

* Multiple requests made — URL modified as
execution proceeds

e Counter increments with each hit
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HTTP Get Request cont.

Ly Follow TCP Stream - + x

Stream Conktent

GET /count.php?page=952000&style=LED g&nbdigits=9 HTTP/1.1
Host: www.e-zeeinternet.com
5.l;| BG; I(Bﬁ}

User-Agent: Opera/1@ (Windows NT
Connection: close

HTTP 212 GET /fcount.php?page=952000&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952121&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952130&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952131&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952020&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952001&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952021&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952030&style=LED g&nbdigits=9 HTTP/1.1
HTTP 212 GET /count.php?page=952031&style=LED g&nbdigits=9 HTTP/1.1
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HTTP Get Request cont.

Total Infections Over 17 Day Period
1,200,000
1,000 000 -~
800,000
Number
of 500,000
Infections
e /
200,000
O T T T T T T T T T T T T T T T T T
B I & & & &
& @'@‘#’@’@’ﬁ’@’ﬁ'@'@'@’@’@’@’@’@'@
oY P oF O A o oF oF W L o o o
Date

s Infie ction Count
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HTTP Get Request cont.

Infection Rate Over 17 Day Period

70,000

- /N /

New Infections

per Day
30,000 R
\/ s |nfection Rate

20,000
10,000

O T T T T T T T T T T T T T T T T T 1

< Q.;a R R R R R B R B R R B G
"b 1" "v 'L L W "'Iv 'L L "'b "b "1.' "‘u "'Iw "b "1.'
I L AL G (e & @& @ @ & & @ & & & @
R I T .

Date
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HTTP Get Request cont.

* One portion of the botnet

* Average of 49,000 new infections per day

*In 2012, full botnet averages 140,000 per day
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UDP Port 53

e Same information as HTTP Request

* Disguised as malformed DNS data

Filter ‘dns
No. Time Source Destination
737.009855  192.168.54.115 6.8.8.8
6 37.284572  8.8.8.8 192.168.54.115
18 38.311211  192.168.54.115 194.165.17.3
20 38.322066  192.168.54.115 194.165.17.3
22 38.356926  192.168.54.115 194.165.17.3
24 38.362292  192.168.54.115 194.165.17.3
26 38.365843  192.168.54.115 194.165.17.3
28 38.370726  192.168.54.115 194.165.17.3
48 38.799406  192.168.54.115 194.165.17.3
50 38.860506  192.168.54.115 194.165.17.3
52 38.674480  192.168.54.115 194.165.17.3

SOPHOS

W ‘ Expression.

Clear

Protocol Length Info

DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

73 Standard query A j.maxmind.com

89 Standard query response A 50.22.196.70

62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
62 Unknown operation (15) response, Name exists[Malformed Packet]
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Tracker Module

* 80000000 - Downloaded by every botnet

e Sends back infected machine information
every 15 minutes

* Fill new peer lists with live peers
* Dynamically retrieved address
* Disguised as NTP traffic
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Tracker Module

0x0 Intentionally Zero

0x2 Country code of externally
facing IP

Ox4 Encoded version of the current
day

Ox6 User privilege level + version
modifier

Ox7 OS version Info

Ox8 Affiliate ID

Oxc BotID

0x10 CRC32 of data (Zero before CRC)

SOPHOS




Tracker Module

Filter, [ntp v | Expression..  Clear
No.  Time Source Destination Protocol Length Info
20159015455 192.168.54.115 91.242.217.241 NTP 62 reserved, private
1747 959.679663  192.168.54.115 194.165.17.3 NTP 62 reserved, private
1748 939.679342  192.168.54.115 91.242.217.24] NTP 62 reserved, private
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Click Fraud Module

* 800000cb — downloaded by botnets running
onh ports 16464 and 16465

* Several revisions
* Spoofed host field — DGA
* Historic use of decoy URLs
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Decoy URLs

t3

nS

k25

m1

pa4BhILi2Icy

p41776908882

c3218121712

uZ+100= R <] feed . php?aid=aiSulzfus
ndows+HT+5 . 1%29+AppleWebKit32F535 . 8+32BKHTHL:2C
uli=1 00/ * 2cc=1028&subaccid=507&ip=1
Yindows+HT+5 _ 1329+AppleWebKit%2F535 . 8+328KHTHL:2

uS 1 00+ R / xnl/xnl .php?aff=2280&xmlpag
osit+homedst=1link&useragent=Mozilla%2F5.8+%28U1
w61 00 A /xnl /xnl .php?aff=2281&xmlpass
osit+homedst=1link&useragent=Mozilla%2F5.8+%28U1

u7 =100+ <"l =<nl . phpTaff=2282&xnlpa
osit+homedst=1link&useragent=Mozilla%2F5.8+%28U1

u=100+ 1/ <Nl /=nl.php?aff=2283&xmlpasg
. P ct=—linlkfucoranoant = 1 b 3.3 2 2 0 L1
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BitCoin Mining

* Botnets on port 16470 and 16471 — 00000008
module

e UfaSoft miner
* Pushpool mining pool
* JSON data

SOPHOS




BitCoin Mining cont.

SOPHOS

i Followe TCP Strearm EIIEI

Stream Content

POST / HTTPSL1.0

Aalthorization: Basic Ze9nc2vhy1ShwyEewRzo2 1ie0==

Content-Length: 43

W-Mining-Extensions: hostlist longpoll noncerange rollntime switchto

User-agent : Ufasoft svchost.exes5.1.2600.5512 (windows NT ®P 5.1.2600 Service Pack 3)
Host: ooyohrmebh9gfof. com

Pragma: no-cache

{"method": “"getwork", "params": [], "id":0FHTTR/1.1 200 ok|
Serwver: nginx/1.35.11

Date: Tue, 16 Apr 2013 13:42:35 GMT

Content-Type: application/json

Connection: close

w-Long-PolTing: ALP

W-Ro1T-NTime: expire=120

I"id":0,"error" null, "result":
1"midstate"”:"dd4fhdell3573370b285echvl7hbcde3faedbacazcladd2ddfo0acd4dEg834cas2”, "target " "
e e E A fooooo0o0™, "data™ - "00000002 8aa7 064
ed0b3cSfEcdbhGazoSecil2c?cc24 8070 La77ebaad00o000a0o0oooondcoe2734dbf19668db985a3 072666827
06h798%aab0e0fesb0eazbed]l 76dca44 5160554 d1a02 2 Fhe00o00000000000300000000000000000000000000
000000000000000000000000000000000000000000000000000000080020000", "hashl" " 000000000000000
QOO00000000000000000000000000000000000000000000AQ00AA00OEA000Q00000000A0000A000L00AA000A0000
000000000000000000010000" +}

Entire cormersation (1103 brytes) |E|

| End || Sevess || pint | ascr ) EBCOIC ©) Hex Dump ©) C Arrays @ Raw

l Filter Cut This Stream ] [ Close ]




BitCoin Mining cont.

* Exchange rate fluctuations affect ZeroAccess
* Initial timestamp: 12 May 2012 06:52:40 GMT
* No update for over 9 months

* Module disabled prior to early 2013 price
boom

* Re-enabled and updated when price nears
S100

* Disabled again 1 month later
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BitCoin Mining cont.

Market Price (USDD

Source: blockchain.info
250

Disabling rining ] Miner

plugin functionality disabled
Zz5 diztributed re-introduced

200

175

150

125

Market Price {(USD)

100

75

50

25

17. Dec 31, Dec 14. Jan Z8. Jan 11. Feb Z5. Feb 11. Mar 25, Mar G Apr 22, Apr &, May 20, May 3. Jun
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Why Disable the BitCoin Miner?

* Currency too unstable?
e Too difficult to cash out?
* Too much attention?
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More Click Fraud

* 80000032 and 80000064

* Click fraud and file download

* Qutbound HTTP request spoofs Host: field
* Complicate PCAP analysis

* Any intercepting proxy will generate a request
to an incorrect address
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Spoofed Domains

db "=l1lotxd=xtorwufqfmuuzfuvtspel _com” ., 8
s DATA HREF - o
aliqgn 18h
db "=ttfdgrsvlikumtewgiqolttqgi-com® ,8
: DATA HREF - o
align 18h
db "mxgawkwuw=xdhuaidissclggy-com” . 8
s DATA XREF - .
align 18h
db "uinrpbrfrngggtor jdpgg-com” ., 8
s DATA XREF

align &
db "wvijluchretllifocsguynug-com” .8
s DATA XREF

align &I
db "gl=hbnb=xqgt joasaepftwdmhz jd_com”® ., @
s DATA XREF - .

align &I
db "mbbhocmy jugupdcu juuurlt _com”® , 8

s DATA XREF - .
align &

db “"evitrdtikuvzwpscocurx=xpr .com® , @
= DATA HKREF - .
db "ghdsxosxtumhurwezsipzqg-com” .8

s DATA XREF - .
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lgnored DNS Request

1592.168. 54.
192.168. 54.
83.153.120.
192.168. 54.
192.168. 54.
8.5.8.8

B3.133.120.
B3.133.120.
B3.133.120.

SOPHOS

115
115
16

115
115

1a
1a
16

B.B.8.8

B3.153.120.
192.168. 54.
83.153.120.
83.153.120.
1%2.168. 54,
152,168, 54.
192,168, 54.
192,168, 54.

14
115
14
14
115
115
115
115

DM5
TCF
TCF
TCF
HTTF
DRz
TCF
TCF
HTTP

B8
62
62
G0
300
104
54
213
54

standard guery 0x3333 A x]otxdxtorwfmyuzfuvtspel. com
availant-mgr > http [S¥nN] Seq=0 win=64240 Len=0 MS5=14&0
http » availant-mgr [Svn, ACK] Seq=0 aAck=1l win=14600 Len
availant-mgr > http [ACk] Seq=l aAck=1l win=64240 Len=0
GET /GToawExvGEgkogdioxL ] ImawdSNDEAMT Y OM] I z0SZhawdSmMzA0MT Er
standard guery response 0x3333 A 50.62.12.103

http > availant-mgr [ACK] Seq=l Ack=247 win=15544 Len=0
[TCP segment of a reassembled PDU]

HTTP/L.1 200 Ok




Fake Domain Sinkholed

* Sinkhole:

e Genuine:

SOPHOS

- Hypertext Transfer Protocol

+ HTTP/L.1 200 oEwrn
Date: Tue, 16 Apr 2013 13:38:05 GMTHNryn
Server: aApaches2.2.20 CUbuntul™rin
=*-Sinkhole: malware-sinkholesrsn
vary: accept-encodingsrin

F Cantent-Length: O%rin
Connection: closesrsn
Content-Type: text htmlirin

Yol

= Hypertext Transter Protocol
= HTTP/L.1 200 oKMNrsh
# [Expert Info (Chat/sequence): HTTP 1.1 200 OkK%r“n]
REqUesT version: HTTR/ 1.1
Status Code: 200
Response Phrase: oK
server: nginxLl.1.19%r5\n
Date: Fri, 05 aAapr 2013 08:24:46 GMTYwrn
Content-Type: text htmlyryn
Connection: closesrsn
®—-Powered-By: PHP/5.3.10-lubuntuz.4r“n

Yol
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Earnings - BitCoin

* 500,000 nodes at 4Mhash/s = 2,000 Ghash/s

Dollars per |Revenue per Day (S)
BitCoin

10 644.53

25 1,611.32
100 6,445.29
200 12,890.58

e Disabled
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Earnings — Click Fraud

 Favoured monetization method
* 590,000 - $S200,000 per day

e The ZeroAccess Botnet: Mining and Fraud for
Massive Financial Gain

e Chameleon Botnet -
http://www.spider.io/blog/2013/03/chameleo

n-botnet/
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Conclusion

* Resilient and long-lasting Botnet

* Widespread — huge number of new installs
each day

* Adaptable — updates to resist sinkholing
* Use of misdirection

* Masquerade as legitimate traffic

* Attempts to stay under the radar
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