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AMTSO, a Quick Update
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AMTSO, a Quick Update

* New structure
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AMTSO, a Quick Update

* New structure

e Security Features Check

Feature Settings Check

Welcome to the AMTSO "Feature Settings Check” for your favarite Anti-Malware solution. With the different checks you can
verify ifthe corresponding feature is configured properly within your Anti-Malware solution.

Mo Wk

Test if my protection against the manval download of malware (EICAR.COMI is enabled

Test if my protection against a drive-by download (EICAR.COM) is enabled

Test if my protection against the download of a Potentially Unwanted Application {(PUA) is enabled
Test if protection against accessing a Phishing Page is enabled

Test if my cloud protection is enabled
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AMTSO, a Quick Update

* New structure
e Security Features Check

e Compendium
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AMTSO, a Quick Update

New structure

Security Features Check

Compendium

Ecosystem Cleanup (IEEE)
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AMTSO, a Quick Update

New structure
Security Features Check
Compendium

Ecosystem Cleanup (IEEE)
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The WildList
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The WildList

 The WildList was created in 1993 by Joe Wells
for a simple purpose: to see which viruses
were really “In the Wild” (ItW), as reported by
CARO members. If two or more CARO
members reported the virus as seen at more

than one site, the virus would make the
WildList.
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The Problem
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The WildList

 Something new, fast and “accurate” had to be
created, which eventually resulted in the
conception of the Real Time Threat List.
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The Real Time Threat List (RTTL)
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RTTL: The Basics

* The idea of the Real Time Threat List is to
share new threats with additional meta-data
incorporated into the system.
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The Background of RTTL
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RTTL: System Overview

Tester:
Download files and URLs & ( /'

uuuuuuuu

Vendor:
Submit files and URLs
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& Thomas Wegele

@ RTTL

D File collection 69 URL collection Statistics

Submit malware files Submit malware links Check the daily stats

Welcome to RTTL

Submit files Submit URLs Statistics
Submit files to RTTL Submit URLs to RTTL View various graphical statistics

@ RTTL project Aamtso -
Report a bug | lcons by lconsB | Powered by Yii Framework.
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RTTL: Client example

twegele:Demo twegele$ python rttlclient.py --operation=fileSearch --prevalence=Low --polymorphi
c=True --fileType=Malware --fileType=PUA --family=Virus --country=Germany --resultspage=2 --res
ultsLimit=100
<?xml version="1.0" encoding="UTF-8"7>
<response:>
<file>
<1d>69154</1d>
<sha256>2675F2DF97CE85029626B1124900C863B43858022A27C9CBACF7QCE48F2300E4</sha256>
<md5>1CD17DD2C48E424ECD23F0673B8DAZ2A</md5>
<polymorphic>Yes</polymorphic>
<sourceurl>http://example.com/file.exe</sourceurl>
<firstSeen>2013-09-18</firstSeen>
<lastSeen>2013-09-18</lastSeen>
<prevalencexLow</prevalence>
<submissionsNo>2</submissionsNo>
</file>
</response>
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RTTL: User Management

* Different user groups
— Vendor
— Tester

 Each company can administrate their own
users for the system
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RTTL: User Management

System Administrator

Tester Super
User

Company Super
User

User

User

User

User
User

User
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RTTL: System Configuration

Settings

+ Jump to a list
File Types
Family Names 3 Gotopage: =< | =< |1 2| 3| 4| 5| 6| =||>

Countries
Mame Actions

Operating Systems
Vectors

Sources

Cevice Types

Albania
Algeria

American Samoa

Angola

3

4

5

G Andorra
7

8 Anguilla
g

Antarctica

AL SR SR YT T T T

10 Antigua and Barbuda

he pre-configured elements e.g. source of the sample or the country can be

added by each company in order to build a flexible system
amtso |
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Settings

| Jump to a list 3

Displaying 1-3 of 3 results.

id Name
1 Email

2 UsSB

3 URL

Add a new Vector

amtso
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RTTL: Features

Real time list of the Top100 samples based on the
amount of submissions

Submissions are possible via the web interface and the
AP]

Searches are possible via the web interface and the API

All information is updated in real time, there is no
delay between submitting a sample and being available

for testers
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Top100 Files

Total 14 results.
] Id Sha256 Size Prevalence Actions Actions
O g 94ee059335e568T7e501ccdbfB0613e0814f00aTb0BbeT c64BidBE65a2af6a2 2cc2 4B High &
O 3 9f0aa2263840ad0f39474b66451913666M57 377 24b0006fF3149551502785161 449.5 KB High &
O 1 219dfeBc07edb105e12fbd6ead3380ab2134463347a70a1625115fe879cbffof 152.66 KB Medium &
O B 43dd37b6B5cbB53a012adeeccle3bl45c18ech5136ea3a2fafiB64Bbdd2e5093 176 KB High X
O 7 093fdefifdd28eaaTb17ae02d713d924668MafBe 7 co493546dfeefdacbB31f 136 KB High A
O 12 7fB346e3b526fd06ded44fb56d35abecibe0be2 207707 TbE9222f039620040cB 14.77 MB High &
O 5 3Tefd3cb7553cafb18B8469926182131cB3faef7 1d3fabe56795c5d0dadbef3T 993 KB High A
O 10 b1460997e59d0528eefdbc18d3aaa20% 3acfd1cb9dB2fBdeedb6od9afB142ba 3.B9 MB Medium X
O 6 fefd6cT c2fé69abaleBa24dfdle138fcaZbaici 40faeeTb5431069a605fded 195.5 KB Low &
O 4 bB9ed97982316fa73929919ac11170b62fe09cecccdbd255eacchfali23ecd BE B81.08 KB Low &
O 2 Tadbaed1018eeleB4B6Teb6b443d6dbEDEBEBETA45e3c05317d23113Md7954b 487.5 KB Low A
O 11 321c1a0BBf2909M1ce9913b4b4aB4365562089dc661abdeB 1c3cc2eaddbfanay 292 MB Low X
O 13 1bb2f5cdbfd0e070336facda5dechb5a935e590ecc84 2872523071402 165128 127 MB Low &
O 14 01702cc3B8629f0bc21bebd962360619e52917ceBB33bEB2TT0TeTa199c82968e B KB Low X

A Download selected & Download all

amtso
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Search files

Sha256

MDS

[ Polymorphic

[ IMalware CJPUA

First Seen
2013-04-07 [E
Last Seen
[2013-05-07 @&
Prevalence

() Low - less than 10 hits
(=) Medium - between 10 and 100 hits
(") High - more than 100 hits

Families
Any

Virus

Countries

Burundi

Cambodia |
Cameroaon

Canada

Operating Systems

Any
Windows XP

[CJEmail Cuse
[_| Corporate [/Consumer

[ JEndPoint [ | Gateway
Hide details

amtso
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Submit file

Fields with * are required.
Filename | Choose File | no file selected
| Polymorphic *

Prevalence *
() Low - less than 10 hits
() Medium - between 10 and 100 hits

() High - more than 100 hits

[_IMalware [CIPUA

Families
Virus

Countries

Canada

Cape Verde

Cayman lslands

Central African Republic

Osystems
Windows XP

[ Email Cuse CJURL

[ Corporate [ IConsumer

[ JEndPoint [ Gateway

Hide details

| Submit |

tion



File Details

id 3
Md5 e2e66af79fd187efef8095eadb3edsad
Sha256 9f0aa2263840ad0f39474b664519136665737724b0006T3149591502785161
Mimetype application/octet-stream
Size 4495 KB
Prevalence High
Submissions No. 9

A, File Download

Submissions

Dizplaying 1-9 of 9 results.

Company Submission
Name User Filename Prevalence Date Actions

Avira m;g";?:' SF0AAZ263840AD0F3947T4BE6451913666F5T3TT24B0006FF3149591502T85161 .dat Low gg 111-(;52_03

Avira H;g";?:’ OF0AA2263B40AD0F39474B66451913666F5737724B0006FF3149591502785161.dat Low gg%gsﬂm

Avira H;g";‘]’:’ 9F0AAZ263B40AD0F39474B66451913666F5737724B0006FF3149591502785161.dat Medium ﬁg%ﬂ?a

) Thomas ) 20130503
Avira Wegele 9F0AAZ263B40AD0OF394T4B66451913666F5T3T7T24B0006FF3149591502T85161.dat  High 09:20:28

Avira m:g";f: OF0AAZ263840AD0F3947T4BE6451913666F5T3TT24B0006FF3149591502T85161.dat Medium ‘1?3 ‘:?:?3—259—03

Avira Thomas OF0AAZ263840AD0F3947T4BEE451913666F5T3TT24B0006FF3149591502T85161.dat  High Eg 121-3%-03

Wegele
20130503
10:38:53

2013-05-03
12:44:01

2013-05-03
12:44:21

(&

(&

AVAST Tomas Ciml  9F0AAZ263B40AD0F39474B66451913666F5737T24B0006FF3149591502T785161 dat Low

(&

AVAST Tomas Ciml  9F0AAZ263840AD0F39474B66451913666F5737T24B0006FF3149591502T85161 . dat Low

AVAST Tomas Ciml  9F0AAZ263840AD0F39474B66451913666F573TT24B0006FF3149591502TB5161 .dat Low

[
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RTTL: Download Sample

* For each download a ZIP archive is generated which contains
the selected amount of samples and for each sample a
SHA256 _info.txt file with the submission information is
generated ...

MOE: codf3368fbAbcdShh7af ecofodZas4hen
® Exa m p I e. SHAZEE: 2100f eBePedbliSel2fbd6end33e0abal 3446334 707001625115F B 70cht FOf

zize: 1RE328

mimetvpe: applicationpdf

SUBMISSIONS :

Submizsion #1

Dote: 2B13-65-03 BS:54:89
Company @ Avira

Uzer: Justin Ostache

Filename: RTTL_API_w4_2.pdf
Prevalence: 1A

Paolymorphic: Mo

File types:

Families:

Countries:

Operating systems:

P " ! . — . o -
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Type

| Files na.

2016
1853
1890
1827
1764
1701
1638
1575
1512
1449
1386
1323
1260
1197
1134
1071
1008
845
882
B19
756
693
630
567
504
441
378
315
252
189
126
63

Company

| all

Start Date

End Date | Generate |

2013-07-01

2013-10-02 [

yesterday last 7 days last 30 days

.—_______.
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URL Details

id &

RTTL: URL Details

URL address http://a.coughstuffs.com/IC/GPLCPLite70/45701/0/3cba1048-9618-4a12-a7eb-9ff 175548229/ VLCSetup.exe?md=80615

Prevalence High
Submissions No 3

Submissions

Displaying 1-3 of 3 results.
id Company Name User

T Avira Thomas Wegele

8 Avira Thomas Wegele

9 Avira Thomas Wegele

URL address

hitp:/fa.coughstuffs.com/IC/GPLCPLiteT0/45701/0...
http:/fa.coughstuffs.com/C/GPLCPLiteT0M45701/0...

http:ifa.coughstuffs.com/IC/GPLCPLIteT0ME5701/0...

Prevalence Date

2013-05-07
15:02:51

20130507
165:02:57

2013-05-07
15:03:01

Low

Medium

High

amtso
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RTTL: Download URLs

* via the Web Interface selected / all URLs can be
downloaded by the testers

 Example:

— http://www.wyztb.cn/xyxp/taihexinyuan.htm

— http://www.apitsd.org/_mysql/dump/news-35.html

— http://apdinfomedia.com/js/script.js

— http://down.vaccinesecure.co.kr/app/partner/vaccinesecure_utiltop.exe

— http://a.coughstuffs.com/IC/GPLCPLite70/45701/0/3cbalo48-9618-4al2-a7eb-
9ff175548aa9/VLCSetup.exe?rnd=80615

— http://vskvai.best.lt.ua/dlimage4.php

— http://a.coughstuffs.com/IC/GPLCPLite70/45701/0/121af350-2810-4183-9031-
cf948157d987/XvidSetup.exe?rnd=83740

— http://img.70e.com/code/img/gggg/s/83.gif
— http://www.allinonespy.com/all-in-one-spy.exe

-
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RTTL: Download URLs

.. via the API you have a XML with all URLs you want use for testing:
<url>
<id>40</id>
<url>http://pds21.egloos.com/pds/201305/03/60/wel.exe</url>
<|Pv4Address/>
<|Pv6Address/>
<firstSeen>2013-09-20</firstSeen>
<lastSeen>2013-09-20</lastSeen>
<prevalence>Medium</prevalence>
<referrer/>
<submissionsNo>2</submissionsNo>
</url>
<url>

‘—7;”7“‘” - - —— -
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Type Company Group By Start Date End Date

|_URLs no. id Lall il | Day * 2013-09-26 [ 2013-10-02 [

| Generate |

yvesterday last 7 days last 30 days

1000 .
950

900

850

800

750

700

650

600

550 .

500

450

400

350

300

250 * o

200 \ /

150 H

100 .
50

L
2013-09-26 2013-08-27 2013-09-28 2013-09-29 2013-08-30 2013-10-01 2013-10-02
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Implementations & Future
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Questions?

Florida Institute of Technology
Q AV I R A @ Harris Institute for Assured Information

Thomas Wegele, Avira GmbH
Righard Zwienenberg, ESET
Richard Ford, Florida Institute of Technology

Website: www.amtso.org a SO
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