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Dhia Mahjoub 

§  PhD graph theory applied on sensor networks 

§  Security, graphs, data analysis 

§  Spoke at BotConf, ISOI, Source, BlackHat, DefCon 
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Agenda 

OpenDNS presentation 

ASN graph, Investigating Suspicious Sibling Peripheral ASNs 

Malicious sub-allocated IP ranges 

Predicting malware domains’ IP infrastructure 

Malicious subdomains under compromised domains 

Conclusion 
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OpenDNS presentation 
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OpenDNS’ Network Map 
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DNS traffic 

STUB 
CLIENTS 

RECURSIVE 
NAME SERVERS 

AUTHORITATIVE 
NAME SERVERS 

root 

tld 

domain.tld 



7 CONFIDENTIAL 

Problem statement 

•  Classical reputation systems assign scores to IPs, BGP 
prefixes, ASNs based merely on counting hosted content 

Ø  Adopt a different approach: look at qualitative and 
behavioral aspects of hosting and IP space usage 

Ø  Consider unconventional granularities: ASN graph 
topology, and sub-allocated IP ranges 
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Research Study Components 

Investigate IP space 

Sub-allocated ranges ASN graph 
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ASN graph 
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ASN graph 
•  BGP routing tables 
•  Valuable data sources 

§  Routeviews  
§  Cidr report  
§  Hurricane Electric database  

•  500,000+ BGP prefixes 
•  46,000+ ASNs 
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ASN graph 
•  Route Views http://archive.routeviews.org/bgpdata/ 
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ASN graph 
•  Cidr Report http://www.cidr-report.org/as2.0/ 



14 CONFIDENTIAL 

ASN graph 
•  Hurricane Electric database http://bgp.he.net/ 
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ASN graph 
•  Directed graph: node=ASN, a directed edge from an 

ASN to an upstream ASN 
•  TABLE_DUMP2|1392422403|B|194.153.0.253|5413|

67.215.64.0/19|5413 3356 36692|IGP|194.153.0.253|0|
1015||AG|36692 38.103.65.97| 



16 CONFIDENTIAL 

SPN	
  Concept	
  (Sibling	
  Peripheral	
  Nodes)	
  

ASN based detection model 
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Use Case #1 

Suspicious Sibling Peripheral ASNs 
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Investigation Process 

 
Monitoring domains & IPs from traffic and blacklist 

Examine IP ranges, fingerprints and hosted domains 

Examine sibling relationships between ASNs 

Discover malicious sibling ASNs 
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•  Collect a sample of 160 live IPs hosting similar malicious domains 

•  /23 or /24 prefixes serving TrojWare.Win32.Kryptik.AXJX 

•   Also labeled as Trojan-Downloader.Win32.Ldmon.A 
 

Examine IP ranges and fingerprints 
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Examine IP ranges and fingerprints 
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Sample of IPs consists in two clusters of identical host fingerprints 
50 IPs with: 

22/tcp   open  ssh        OpenSSH 6.2_hpn13v11 (FreeBSD 20130515; protocol 2.0) 
8080/tcp open  http-proxy 3Proxy http proxy 
Service Info: OS: FreeBSD 
 

108 IPs with: 
22/tcp open  ssh     OpenSSH 5.3 (protocol 1.99) 
80/tcp open  http? 

Hosting servers setup is similar ! 

Examine IP ranges and fingerprints 
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Examine relationships between ASNs 

•  January 8th topology snapshot, Ukraine, Russia 

 

•  10 sibling peripheral ASNs with 2 upstream ASNs 
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•  February 21st topology snapshot, Ukraine, Russia 

 
 
•  AS31500 stopped announcing its downstream ASNs' prefixes ! 
•  More peripherals started hosting suspicious payload domains ! 
 

Examine relationships between ASNs 
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•  3100+ malware domains on 1020+ IPs ! 

•  Payload URLs were live on entire IP ranges before any 
domains were hosted on them 

•  Seems the IP infrastructure is set up in bulk and in 
advance 

 
http://pastebin.com/X83gkPY4 

 

Examine relationships between ASNs 
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Use Case #2 

Abused Sibling Peripheral ASNs 
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Investigation Process 

 Monitoring domains & IPs from traffic and blacklist 

Examine IP ranges & hosted domains 

Examine sibling relationships between ASNs 

Discover malicious/abused sibling ASNs 
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Examine IP ranges and hosted domains 
•  AS58271 hosting spam, trojan downloader domains, and zbot fast flux CnCs 
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Examine IP ranges and hosted domains 
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Examine IP ranges and hosted domains 
•  Sibling ASNs of AS58271 comprise University networks, ISPs for businesses 

and residential customers 
•  13106 botnet CnC 
•  43124 Sality CnC 
•  52091 ZeroAccess peer IPs 
•  196767, 20590, 25299, 42430, 47694, 48882, 50649, 51511, 51725, 

57033, 57659, 57982, 9131 hosting zbot fast flux CnCs 
•  50109 trojan downlaoder, pharma, porn 
•  57960 malware downloaders 
•  5598, 57033, 57655, 57960, 9164 kelihos CnCs 
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Sub-allocated IP ranges 
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Malicious sub-allocated ranges 
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Malicious sub-allocated ranges 
•  http://labs.umbrella.com/2014/02/14/when-ips-go-nuclear/ 
•  Take down operations of domains 
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Predicting malicious domains IP infrastructure 
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Abused OVH reserved ranges 
Time period Nb. ranges Nb. IPs Nb. IPs used Usage 

Dec 1st -31st 2013 28 ranges 136 IPs 86 used 63% malicious 

Jan 1st - 31st 2014 11 ranges 80 IPs 33 used 41% malicious 

Feb 1st - 28th 2014 4 ranges 28 IPs 26 used 92% malicious 
 

Mar 1st - 20th 2014 43 ranges 364 IPs 215 used 59% malicious 
 

•  Nuclear EK domains, Nuclear domains’ name servers, and browlock 
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Abused OVH reserved ranges 

•  86 sub-allocated ranges are part of 4 BGP prefixes 
 388  198.50.128.0/17 
 128  192.95.0.0/18 
 80   198.27.64.0/18 
 12   142.4.192.0/19 

•  BGP prefix granularity is too coarse 
•  Sub-allocated ranges provide finer granularity for better tracking 
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31.41.221.131 - 31.41.221.143 

22/tcp  open  ssh     OpenSSH 5.5p1 Debian 6+squeeze4 (protocol 2.0) 
80/tcp  open  http    nginx web server 0.7.67 
111/tcp open  rpcbind 
 

5.101.173.1 - 5.101.173.10 
22/tcp  open  ssh     OpenSSH 6.0p1 Debian 4 (protocol 2.0) 
80/tcp  open  http    nginx web server 1.2.1 
111/tcp open  rpcbind 
 

Fingerprinting malicious ranges 
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Fingerprinting malicious ranges 

198.50.143.64 - 198.50.143.79 

22/tcp  open     ssh       OpenSSH 5.5p1 Debian 6+squeeze4 (protocol 2.0) 
80/tcp  open     http      nginx web server 0.7.67 
445/tcp filtered microsoft-ds 

•  Indicator 1: Reserved sub-allocated ranges 
•  Indicator 2: Fingerprints of suspicious IPs 
-> Combine indicators and generalize to other attacks  
-> Block/quarantine IPs before they start hosting domains 
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Detecting Malicious Subdomains under 

Compromised domains 
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Malicious subdomains under compromised domains 

•  Growing trend of injecting malicious subdomains under 
compromised domains, most notably GoDaddy’s 

•  Monitoring patterns for 7+ months (Feb 2014-present) 

•  Subdomains serving Exploit kits (e.g. Nuclear, Angler, FlashPack), 
browlock, malvertising 

•  Various payloads dropped (e.g. zbot variants, kuluoz) 
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Malicious subdomains under compromised domains 

•  Sample of several hundred IPs hosting malicious subdomains 
•  Most abused ASNs 

§  16276 OVH SAS (18% of total collected malicious IPs) 
§  24961 myLoc managed IT AG 
§  8972 PLUSSERVER-AS intergenia AG 
§  41853 LLC NTCOM 
§  20473 Choopa, LLC 
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Malicious subdomains under compromised domains 
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Before Now 
Abuse ccTLDs 
(e.g. .pw, .in.net, .ru, etc) using 
rogue/victim resellers/registrars 

Supplement with abusing 
compromised domains 

Use reserved IPs exclusively for 
Exploit kit, browlock attacks 

Supplement with using recycled 
IPs that hosted legit content in the 
past 

Bring attack IPs online in 
contiguous chunks 

Supplement with bringing IPs up 
in randomized sets or one at a 
time 

Abuse OVH Canada: possible to 
predictively correlate rogue 
customers with attack IPs through 
ARIN rwhois  

Abuse OVH Europe spanning 
numerous countries’ IP pools (e.g. 
FRA, BEL, ITA, UK, IRE, ESP, POR, 
GER, NED, FIN, CZE, RUS) 
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Small abused or rogue hosting providers 

•  http://king-servers.com/en/ hosted Angler, Styx, porn, pharma 
•  Described on WOT “offers bulletproof hosting for Russian-Ukrainian criminals” 
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Small abused or rogue hosting providers 

•  http://megahoster.net/ hosted Exploit kit domains, browlock 



48 CONFIDENTIAL 

Small abused or rogue hosting providers 

•  http://evrohoster.ru/en/ hosted browlock through redirections from porn sites 
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Small abused or rogue hosting providers 

•  http://www.qhoster.bg/ hosted Nuclear 
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Small abused or rogue hosting providers 

•  http://www.electrickitten.com/web-hosting/ 
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Small abused or rogue hosting providers 

•  http://www.xlhost.com/ hosted Angler EK domains 
•  https://www.ubiquityhosting.com/ hosted browlock. 
•  http://www.codero.com/ 
•  http://hostink.ru/ 



52 CONFIDENTIAL 

Conclusion 
•  Investigate IP space: ASN graph topology and sub-allocated ranges 

•  Detect suspicious sibling peripheral ASNs 

•  Combine indicators to predict malicious IP ranges 

•  Detect malicious subdomains under compromised domains 
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Dhia Mahjoub 

§  @DhiaLIte 

§  dhia@opendns.com 

§  http://labs.opendns.com/author/dhia/ 

§  https://www.linkedin.com/in/dhiamahjoub 


