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Modern Bootkit History
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Microsoft x64 platform gains popularity Secure Boot implemented in

Q Windows 8



Legacy BIOS vs. UEFI

» No more MBR and VBR/IPL code

» Different hard drive partitioning
scheme: GPT (GUID Partition Table)

» Secure Boot technology is
implemented in Windows 8

BIOS

BIOS boot code

v

MBR (Master Boot Record)

v

VBR/IPL
(Volume Boot Record/ Initial Program Loader)

Load kernel and boot start drivers

UEFI

UEFI boot code

Load kernel and boot start drivers
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The Target of Modern Bootkits (MBR/VBR)

________________________ -
-~ ~ re

e CPU in Real Mode \ /

BIOS . Boot
Initialization [ Loader

Early Kernel
Initialization

l

A4

N o e o o o o Em o o o Em o o o o Em e o o o = = =

-

e e R e

CPU in Protected Mode

First
Full Kernel
. . ) User-Mode
Initialization
Process

A4

Hardware
\

_——————————————————-’

—



Classification of MBR/VBR Bootkits

Bootkits
I
MBR ‘ VBR/IPL \
MBR Code Partition Table IPL Code

BIOS Parameter

‘ TDL4 \‘ Olmasco \ ‘ Rovnix \



IPL Code Modification: Rovnix

» Win64/Rovnix overwrites bootstrap code of the active partition

MBR  VBR Bootstrap Code File System Data

Before Infecting

Compressed_) After Infecting

Data
File System Data

MBR | VBR

NTFS bootstrap code
(15 sectors)

“Hasta La Vista, Bootkit: Exploiting the VBR”
http://www.welivesecurity.com/2011/08/23/hasta-la-vista-bootkit-exploiting-the-vbr/



Gapz VBR Bootkit

Main features:
» Relies on Microsoft Windows VBR layout
» The infections result in modifying only 4 bytes of VBR
» The patched bytes might differ on various installations

0x000 0x003 0x054 0x19C Ox1FE 0x200
< Pl Pl Pl Pl >
BIOS . 0x55
jmp | Parameter VBR code Text Strings |
Block (BPB) | ]
A
transfer control

“Mind the Gapz: The most complex bootkit ever analyzed?”
http://www.welivesecurity.com/wp-content/uploads/2013/04/gapz-bootkit-whitepaper.pdf



Gapz BPB Layout

HEEHEE?H: EB 52 9m AE-54 45 53 2020 zm 20 ) )
00000020 HiddenSectors field
00000030 :

00000040 :

IDODO00S0 - T of BPB

IDOD0D0GD:
ODDOOD70: |54 46 53 75-15 B4 41 BE-AA 55 CD 13-72 OC 81 FB
ODDOOD8M: |55 AR 75 O6-F7 C1 01 DO-75 O3 EY DD-0O@ 1E 83 EC
ODDOOD90: |18 68 1A OO-B4 48 80 16-0FE 00 8B F4—-16 1F CD 13
ODDOODAm: |9F 83 C4 18-9E 58 1F 72-F1 3B 06 OB-0O 75 DB A3
ODDOODBO: |OF 0D ¢1i 2E-OF 00 D4 1iE-5A 33 DE B9-00 20 2B C8
ODDOODCO: |66 FF 06 11-00 03 16 OF-00 8E ¢2 FF-06 16 DO E8
ODDOOODD: |4B 0D 2B C8-77 EF BE DO-BE CD 1A 66-23 CO 75 2D
ODDOODED: |66 81 FB 54-43 50 41 75-24 81 F9? 02-01 72 1iE 16
ODDOODFD: |68 07 BE 16-68 70 DE 16-68 09 00 66-53 66 53 66
NODOEi00: |55 16 16 16—-68 BE 01 66—-61 OE @7 CD-1a 33 CO BF
NODOEiim: |28 10 B? D8-OF FC F3 AN-E9 SF 01 90-90 66 60 1E VBR of the
0ODO0120: |06 66 Al 11-00 66 03 D6E—1C 00 1E 66—-68 00 00 DO
0ODO0130: |OD 66 50 D6-53 68 D1 DO-68 10 00 B4-42 8h 16 OF . "y
0ODD01i40: |00 16 1F 8B-F4 CD 13 66-59 5B 50 66-59 66 59 1F active Pﬂrtltlﬂl'l
0DDO01i50: |OF 82 16 O0-66 FF D6 11-00 02 16 OF-00 8E C2 FF
0ODO01i60: |OE 16 00 75-BC 07 1iF 66-61 C3 A0 F8—-01 ES 09 DO
00DO01i70: |AD FE 01 ES-03 00 F4 EB-FD B4 01 8B-FO AC 3C DO
00DO01i80: |74 09 B4 GE-BB 07 00 CD-10 EB F2 C3-0D 0O 41 20
0ODO0190: |64 69 73 6B-20 72 65 61-64 20 65 72-72 &F 72 20
0ODOOLA0: |6F 63 63 75-72 72 65 64-00 OD OA 42—-4F 4F 54 4D
DDDOO1iBO: |47 52 20 69-73 20 6D 69-72 73 69 GE-67 00 DD DA
00DOO1iCO: |42 4F 4F 54-4D 47 52 20-69 73 20 63-6F 6D 70 72
0ODOOiDO: |65 72 73 65-64 00 OD DA-50 72 65 73-73 20 43 74
DDDOO1iED: |72 6C 2B 41-6C 74 2B 44-65 6C 20 74-6F 20 72 65
DDDOOiFD: |72 74 61 72-74 0D DO D0-8C A% BE D6—-00 00 55 AR
00000200 : = = =

0DDO0210: 04 0D 24 00-49 00 33 DO-30 00D 00D D4-00 OO OO 24




Gapz

< >
< NTFS Volume >
0x200 Ox1EOO
< Pl
MBR VBR IPL NTFS File System
< >
Number of
“Hidden Sectors”
before infection
>
after infection
Hard Drive
< »
NTFS Volume R
0x200 )I( Ox1EQO >
Infected . .
MBR IPL NTFS File System Bootkit
< >

I Modified value of number of “Hidden Sectors” I
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MBR modlflcatlon

VBR modification 3 X X
Hidden file system FAT16 custom

FAT32 custom L custom
type modification (TDL4 based)
Crypto AES-256,
: i Custom RC6
implementation RC4, MD5, XOR/RC4 3 .

(XOR+ROL) modification

SHA1, ECC

Compression
- % aPlib aPlib %
algorithm

Custom TCP/IP
network stack X % %

implementation



HiddenFsReader as a Forensic Tool (MBR/VBR)




HiddenFsReader as a Forensic Tool (MBR/VBR)

ESET Hidden File System Reader

1.8.3.1 <Apr 30 20013 16:31:34>
Copyright (c2 1992-2013 ESET. spol. = v.o. All rights reserved.

Hf zsReader.exe [params]l [export_pathl

Params:
Shelp or 7

print help mezzage
no output to command line
do not export files from file systemis?
export file list from file systemis) to text file
make mhr dump
make active drive vhr dump
make hard drive dump
<o*» — offzet from beginning or "end"
£8} — size
Examples:
Sdump=512 1824
Sdump=end . 40976
S2ip — pack all files into =zip archive
Afull — create full analysiz and pack results into =ip archive

Supported Hidden File Systems:

Hin32-01lmarik <TDL3I~-TDL3+-TDL4d>
Win32-0lmasco <MaxHSS5>
Wind2 -5 irvefef <(Fevroficcessd
Win32Rovnix

Wind2./Hpaj

Win32Gap=

Win3Z2- -Flamew

Win32-Urelas <GBPBoot>

sno—output
sno—expoprt
sexport—txt
smbhpr

suhbp
Adump=<o*.<s>




Then World Moved to UEFI..




In The Beginning...

In 1998-99 CIH (Chernobyl) virus
written by a student of Taipei Tatung
Institute of Technology in Taiwan
infected ~60 million PCs

CIH (Chernobyl) erased BIOS ‘ROM’ boot
block and boot sectors on a hard drive
causing ~1B US dollars in damage




s Signed BIOS Updates Are Rare

 Mebromi malware includes BIOS
Infector & MBR bootkit components

« Patches BIOS ROM binary injecting
malicious ISA Option ROM with
legitimate BIOS image mod utility

 Triggers SW SMI 0x29/0x2F to erase
SPI flash then write patched BIOS binary

Il No Signature Checks of OS
boot loaders (MBR/VBR)

* No concept of Secure or Verified Boot
* Wonder why TDL4 and likes flourished?



http://contagiodump.blogspot.com/2011/09/mebromi-bios-rootkit-affecting-award.html

UEFI BIOS Firmware

BI0S Version : 1665

CPU Type : Intel ) Core(T) 13-3225 CRU @ 3,306tk Speed CPU Reset
Total Nenory = 1024 HB (ODR3 1333M2) \ , ,
SEC S-CRTM; Init caches/MTRRs; Cache-as-RAM (NEM); Recovery; TPM Init
onltage \",‘Fan Speed
o LI S L9600 CRUERN
- . |- S-CRTM: M DXE/BDS
- . easure
3.3 T 200 CHAEANL :
|  — Pfef’:: Init | Early CPU/PCH Init
| - : (PEI) Memory (DIMMs, DRAM) Init, SMIM Init

Continue initialization of platform & devices
Driver Exec Env | Enum FV, dispatch drivers (network, 1/0, service..)
(DXE) Produce Boot and Runtime Services

Boot Manager (Select Boot Device)

\\> Boot Dev Sel .
ACPI, UEFI SystemTable, SMBIOS table % Bos) | EFishell/Apps; 05 Boot Loader(s)

\\> Runtime / OS

ExitBootServices. Minimal UEFI services (Variable)

yboard to navigate to decide the boot priority.

ed Hode (F?)




UEFI Bootkits

Malware

OS Kernel / Drivers
UEFI OS Loaders

UEFI DXE UEFI
OROM Driver Boot Loader

UEFI DXE Bootx64.efi
OROM Driver Bootmgfw.efi
UEFI DXE Core / Dispatcher M
System Firmware (SEC/PEI)

Hardware




UEFI Bootkits

OS Kernel / Drivers

UEFI OS Loaders
UEFI DXE UEFI
OROM Driver Boot Loader

UEFI DXE Bootx64.efi
OROM Driver Bootmgfw.efi
UEFI DXE Core / Dispatcher
System Firmware (SEC/PEI)

Hardware




UEFI Bootkits

Replacing Windows Boot Manager
EFI System Partition (ESP) on Fixed Drive

ESP\ EFI\Microsoft\Boot\bootmgfw.efi
UEFTI technology: say hello to the Windows 8 bootkit! by ITSEC

Replacing Fallback Boot Loader

ESP\EFI\Boot\bootx64.efi
UEFI and Dreamboot by Sébastien Kaczmarek, QUARKSLAB

Adding New Boot Loader (bootkit.efi)
Modified BootOrder / Boot#### EFI variables


http://www.saferbytes.it/2012/09/18/uefi-technology-say-hello-to-the-windows-8-bootkit/
http://www.quarkslab.com/dl/13-04-hitb-uefi-dreamboot.pdf

UEFI Bootkits

Malware

OS Kernel / Drivers
UEFI OS Loaders

UEFI DXE UEFI
OROM Driver Boot Loader

UEFI DXE R= '
OROM Driver Bouu.,fw.efi
UEFI DXE Core / Dispatcher %
System Firmware (SEC/PEI)

Hardware




UEFI Bootkits

Adding/Replacing DXE Driver
Stored on Fixed Drive
Not embedded in Firmware Volume (FV) in ROM
Modified DriverOrder + Driver#### EFI variables



UEFI Bootkits

OS Kernel / Drivers

UEFI OS Loaders
UEFI D)= UEFI
OROM Driver Boot Loader

UEFI DXE Bootx64.efi
OROM Driver Bootmgfw.efi
UEFI DXE Core / Dispatcher
System Firmware (SEC/PEI)

Hardware




UEFI Bootkits

Patching UEFI “Option ROM”
UEFI DXE Driver in Add-On Card (Network, Storage..)
Non-Embedded in FV in ROM

Mac EFI Rootkits by @snare, Black Hat USA 2012



http://ho.ax/De_Mysteriis_Dom_Jobsivs_Black_Hat_Paper.pdf

UEFI Bootkits

Replacing OS Loaders (winload.efi, winresume.efi)

Patching GUID Partition Table (GPT)



UEFI Bootkits

OS Kernel / Drivers
UEFI OS Loaders

U_FI
Boot Loader

DAE Bootx64.efi
Driver Bootmgfw.efi

UEFI DXE Core / Dispatcher
System Firmware (SEC/PEI)

Hardware




What about Secure Boot?



Secure Boot on MS Windows 8.1
[ wom ] o R

OS Kernel / Early Launch Anti-Malware (ELAM) > Secure

Boot
UEFI OS Loaders (winload.efi, winresume.efi)

UEFI
Boot Loader

Bootx64.efl
Bootmgfw.efi

UEFI DXE Core / Dispatcher

System Firmware (SEC/PEI)

Hardware



Secure Boot bypass possible?
SRS SR

OS Kernel

UEFI OS Loaders

DXE

. UEFI
Driver Modify Secure Boot Loader
Boot FW or
DXE config in ROM Bootx64.efi
Driver Bootmgfw.ef!

UEFI DXE Core / Dispatcher

System Firmware (SEC/PEI)

Hardware




First Public Windows 8 Secure Boot Bypass (Aug 2013)

BIOS Exploit

ded exploits.bios.bhZ2813
d chlpsec mod les.exploits.bios. bh2@13
Region: Base EXBBZEEEEE Limit = OxPB7FFFFF

oM (?ddress DOxZ20F LA ) .

(e
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+ -h-h-h-h-h-h-hoh

ection of UEFI BIOS region in ROM..
I0S write protection enabled but not locked. Disabling..

S write protection is disabled
payload to BI0OS region (address BxZ0FQ0Q) ..

BIOS back (address OxZ0F00QA). .
20 59 4f 55 52 20 42 49 4f 53

I
3
0]

I IN YOUR BIOS
I DON’'T WORRY!
| YOUR _0OS BOOT HAS
I BEEN SECURED
I
I

BLACK HAT 2013

A Tale Of One Software Bypass Of Windows 8 Secure Boot


https://media.blackhat.com/us-13/us-13-Bulygin-A-Tale-of-One-Software-Bypass-of-Windows-8-Secure-Boot-Slides.pdf

€2 .
hat

uUsA 2013

By booting this system up you agrec

to have mo expectation of privacy

in any communications or data,
transiting or stored on this system.
any communications or data may be
monitored, intercepted, recorded
and may be disclosed for any purpose.

press any key to continue...




BIOS Attack Surface

SPI Flash
Protection

BIOS
Update

o SySte m SMRAM

Settings

\(,l;lxgal(\e/;,) F W / B I O S Protection

Secure Hardware

Boot Config.

SMI
Handlers

Summary of Attacks Against BIOS and Secure Boot
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Subzero Security Patching

“1-days from Hell... get it?”

141c142,144
< 1f ( sub_FFC40CE8(0x60Qu) '= -1 || sub_FFC40CE8(@x64u) != -1 )

> 1f ( sub_FFC40D08(0x60Qu) '= -1 || sub_FFC40DO8(0@x64u) != -1 )

From Analytics, and Scalability, and UEFI Exploitation by Teddy Reed

Patch attempts to enable BIOS write protection (sets
BIOS CONTROL[BLE]). Picked up by Subzero



http://prosauce.org/storage/slides/Infiltrate2014-Analytics-Scalability-UEFI-Exploitation.pdf
https://github.com/theopolis/subzero

CHIPSEC
“i ll Platform Security
WP Assessment Framework

https://github.com/chipsec/chipsec
@CHIPSEC
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CHIPSEC: Platform Security Assessment Framework

Chipsec Main Chipsec Uil
@ ) ¢ D@O

HAL — Hardware Abstraction Layer

mmio pci spi cmos  smbus  physmem uefi

OSHelper

Linux Helper Windows Helper UEFI Helper




£
il &
LT

I CHIPSEC: Platform Security Assessment Framework

chipsec main.py runs modules (see modules dir below)
chipsec util.py runs manual utilities (see utilcmd dir below)

/chipsec
/cfg platform specific configuration
/hal all the HW stuff you can interact with
/helper support for OS/environments
/modules modules (tests/tools/PoCs) go here

/utilcemd utility commands for chipsec_ util



Known Threats and CHIPSEC modules

CHIPSEC Module References
SMRAM Locking common.smm CanSecWest 2006
BIOS Keyboard Buffer Sanitization common.bios_kbrd_buffer DEFCON 16 2008
SMRR Configuration common.smrr ITL 2009

CanSecWest 2009

BIOS Protection common.bios_wp BlackHat USA 2009
CanSecWest 2013
Black Hat 2013
NoSuchCon 2013

Flashrom
SPI Controller Locking common.spi_lock Flashrom
Copernicus
BIOS Interface Locking common.bios_ts PoC 2007
Access Control for Secure Boot Keys common.secureboot.keys UEFI 2.4 Spec

Access Control for Secure Boot Variables common.secureboot.variables UEFI 2.4 Spec



http://www.ssi.gouv.fr/archive/fr/sciences/fichiers/lti/cansecwest2006-duflot.pdf
http://www.slideshare.net/endrazine/defcon-16-bypassing-preboot-authentication-passwords-by-instrumenting-the-bios-keyboard-buffer-practical-low-level-attacks-against-x86-preboot-authentication-software
http://www.invisiblethingslab.com/resources/misc09/smm_cache_fun.pdf
http://cansecwest.com/csw09/csw09-duflot.pdf
http://www.blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
https://cansecwest.com/slides/2013/Evil Maid Just Got Angrier.pdf
http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf
https://www.blackhat.com/us-13/briefings.html
http://www.nosuchcon.org/talks/D2_01_Butterworth_BIOS_Chronomancy.pdf
http://www.flashrom.org/
http://www.flashrom.org/
http://www.mitre.org/capabilities/cybersecurity/overview/cybersecurity-blog/copernicus-question-your-assumptions-about
http://powerofcommunity.net/poc2007/sunbing.pdf
http://uefi.org/
http://uefi.org/

BIOS/Firmware Forensics

Live system firmware analysis
chipsec util spi info
chipsec util spi dump rom.bin
chipsec util spi read 0x700000 0x100000 bios.bin
chipsec util uefi var-list
chipsec util uefi var-read db
D719B2CB-3D3A-4596-A3BC-DADOOE67656F db.bin

Offline system firmware analysis
chipsec util uefi keys PK.bin
chipsec util uefi nvram vss bios.bin
chipsec util uefi decode rom.bin
chipsec util decode rom.bin



How to dump BIOS firmware directly from ch
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How to dump BIOS firmware directly from chip:

. APR 2012




DEMO TIME




Book is coming in 2015!
Stay Tuned ;)



Thank you for your attention!

Alexander Matrosov Eugene Rodionov
@matrosov @vxradius

David Harley
@DavidHarleyBlog
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