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Background	  



Drive-‐by	  Download	  Defini%on	  
•  An	  aHack	  wherein	  malicious	  content	  is	  served	  to	  the	  web	  

browser	  or	  its	  plugins	  
–  Intended	  to	  occur	  without	  user’s	  knowledge	  
–  If	  successful,	  results	  in	  arbitrary	  code	  execu%on	  

•  Executed	  code	  retrieves	  payload	  (e.g.,	  malware	  binary)	  

•  Facilita%ng	  a	  drive-‐by	  download	  campaign	  
–  Email	  (e.g.,	  links	  referencing	  an	  online	  purchase)	  
–  Search	  Engine	  Op%miza%on	  (malicious	  content	  linked	  from	  

search	  results)	  
–  Compromising	  a	  popular,	  legi%mate	  website	  



Website	  Compromise	  Examples	  
•  RollingStone.com	  served	  visitors	  drive-‐by	  
downloads	  in	  June	  2013	  

•  Redirec%ons	  to	  malicious	  content	  via	  ad	  
network	  (DoubleClick)	  
– Browser,	  plugins	  served	  exploits	  from	  site	  backed	  
by	  Sweet	  Orange	  exploit	  kit	  

– ZeroAccess	  installed	  on	  successful	  compromise	  



Examples	  Cont’d	  
•  PHP.net	  served	  drive-‐by	  downloads	  in	  
October	  2013	  
– Redirec%ons	  to	  malicious	  content	  the	  result	  of	  
direct	  website	  compromise	  

– Exploits	  served	  by	  Magnitude	  exploit	  kit	  

•  Labs	  shared	  DDL	  PCAP	  to	  help	  community,	  
site	  maintainers	  confirm	  details	  



Quan%fying	  Maliciousness	  



Mo%va%on	  
•  Drive-‐by	  downloads	  are	  a	  popular	  way	  to	  
propagate	  malicious	  soZware	  

•  Want	  to	  beHer	  understand	  the	  extent	  of	  the	  
problem	  
– Measurement	  requires	  detec%on,	  which	  should	  be	  
generic	  as	  possible	  

•  Measurement	  approach	  should	  be	  transparent	  
and	  reproducible	  



Scoping	  Measurement	  
•  Scale	  of	  the	  problem	  space	  makes	  comprehensive	  
measurement	  difficult	  

•  Our	  experiments	  focused	  on	  maliciousness	  in	  top-‐
ranked	  sites	  
–  Represents	  a	  subspace	  of	  tractable	  size	  and	  significant	  
impact	  

•  Elected	  to	  use	  an	  openly	  available	  list	  of	  popular	  
websites	  
– Wanted	  to	  go	  beyond	  country-‐centric	  vendor	  visibility	  



Detec%ng	  Maliciousness	  
•  Sought	  to	  iden%fy	  drive-‐by	  downloads	  in	  a	  vulnerability	  

and	  exploit-‐independent	  manner	  
•  SeHled	  on	  a	  blackbox	  approach	  for	  iden%fying	  

maliciousness	  	  
–  With	  a	  blackbox	  approach,	  knowledge	  of	  an	  event’s	  occurrence	  

is	  priori%zed	  
•  Blackbox	  iden%fica%on	  significantly	  reduced	  dependence	  

on	  prior	  knowledge	  of	  specific	  vulnerabili%es	  and	  exploits	  
•  Post-‐experimenta%on	  whitebox	  analysis	  can	  be	  used	  to	  

enhance	  granularity	  of	  knowledge	  



Detec%ng	  Maliciousness	  Cont’d	  
•  Implementa%on	  of	  blackbox	  approach	  leveraged	  heavyweight	  

virtualiza%on	  
•  Created	  a	  virtual	  machine	  (VM)	  with	  ubiquitously	  targeted	  

soZware	  components	  and	  established	  iden%fica%on	  process	  
–  Browser	  within	  the	  VM	  forced	  to	  visit	  a	  website	  
–  Network	  traffic	  of	  the	  visit	  is	  recorded	  
–  Drive-‐by	  downloads	  heuris%cally	  iden%fied	  from	  traffic	  

•  Engineered	  automa%on	  harness	  that	  operates	  many	  such	  VMs	  
simultaneously	  

•  Manual	  whitebox	  analysis	  used	  to	  confirm	  maliciousness/remove	  
false	  posi%ves	  



Experimenta%on	  Setup	  



Detec%on	  System	  Specifica%on	  
•  Input	  Source	  

–  Daily	  list	  of	  Alexa	  top	  25,000	  websites	  
•  Domains	  only	  (no	  path	  elements)	  

•  Database	  Node	  (2U)	  
–  Houses	  system	  database	  and	  session	  ar%facts	  (e.g.,	  DDL	  packet	  

capture	  files)	  
–  Runs	  Debian	  Linux	  and	  PostgreSQL	  

•  URL	  Processing	  Node	  (1U)	  
–  Server	  that	  will	  process	  URLs	  by	  running	  many	  virtual	  machines	  at	  

once	  
–  Runs	  Debian	  Linux	  and	  uses	  KVM	  virtualiza%on	  container	  



Virtual	  Machine	  Configura%on	  
•  Windows	  XP	  SP2	  
– No	  addi%onal	  patches	  

•  Internet	  Explorer	  6	  
– Acrobat	  Reader	  9.1	  
– Flash	  Player	  10.0	  
–  Java	  Web	  Plugin	  1.6	  



System	  Opera%on	  
•  On	  the	  processing	  node,	  a	  mul%-‐threaded	  process	  is	  instan%ated	  that	  

spawns	  a	  series	  of	  threads	  
•  Each	  thread	  con%nuously	  does	  the	  following	  

–  Obtains	  an	  unprocessed	  URL	  
–  Starts	  a	  sterile,	  isolated	  VM	  that	  will	  be	  used	  to	  process	  the	  URL	  

•  Network	  traffic	  recording	  begins	  just	  before	  VM	  invoca%on	  
•  A	  script	  inside	  the	  VM	  directs	  the	  browser	  to	  visit	  the	  URL	  

–  Permits	  the	  VM	  to	  execute	  for	  a	  short	  period	  of	  %me	  
•  Enough	  %me	  for	  the	  browser	  to	  visit	  the	  URL	  and	  poten%ally	  get	  compromised	  

–  Terminates	  the	  VM,	  then	  examines	  network	  traffic	  to	  determine	  whether	  a	  
drive-‐by	  download	  occurred	  



DDL	  Iden%fica%on	  
•  Employed	  simple	  detec%on	  heuris%c	  

–  For	  a	  given	  network	  session,	  aHempted	  to	  determine	  whether	  an	  executable	  
was	  pushed	  to	  the	  VM	  

–  For	  example,	  looked	  for	  MZ	  header	  and	  PE	  header	  within	  a	  given	  ethernet	  
frame	  

•  For	  arbitrary	  HTTP	  traffic,	  would	  produce	  many	  false	  posi%ves	  
–  Context	  of	  the	  detec%on	  (index	  of	  top	  ranked	  domains)	  essen%al	  to	  its	  u%lity	  
–  February	  2012	  Case	  Study	  

•  Two	  false	  posi%ves	  
•  Both	  FPs	  served	  malware,	  but	  via	  social	  vectors	  

–  May	  2012	  Case	  Study	  
•  No	  false	  posi%ves	  



Es%ma%ng	  Impact	  
•  For	  each	  DDL	  site,	  need	  to	  conserva%vely	  es%mate	  affected	  users	  
•  Alexa	  published	  the	  popularity	  of	  a	  site	  as	  a	  percentage	  of	  all	  views	  

–  Leveraged	  a	  popular	  website’s	  visitor	  sta%s%cs	  to	  derive	  the	  actual	  
number	  of	  all	  views	  
•  For	  example,	  in	  February	  2012,	  Wikipedia	  self-‐reported	  15.756	  billion	  views	  

–  Alexa	  indicated	  Wikipedia	  comprised	  0.5416%	  of	  views	  

•  Working	  backward,	  Alexa	  based	  that	  percentage	  off	  of	  (15,756	  *	  1,000,000)/
(29	  *	  (0.5416/100))	  =	  ~100.31	  billion	  views	  each	  day	  

•  To	  convert	  views	  to	  users,	  used	  Alexa-‐provided	  views	  per	  user	  
es%ma%on	  



Es%ma%ng	  Impact	  Cont’d	  
•  For	  a	  set	  of	  affected	  users,	  need	  to	  conserva%vely	  es%mate	  the	  subset	  that	  were	  

successfully	  compromised	  
–  Used	  visitor	  sta%s%cs	  of	  popular	  websites,	  vendor	  studies	  

•  For	  example,	  over	  50%	  of	  users	  run	  a	  seldom-‐targeted	  or	  exploit-‐resistant	  
planorm	  (e.g.,	  those	  using	  Mac	  OS	  X)	  

•  Users	  with	  exploit-‐compa%ble	  soZware	  must	  be	  vulnerable	  to	  a	  given	  exploit	  –	  
consider	  Java	  as	  an	  example	  
–  73%	  of	  users	  have	  the	  Java	  web	  plugin	  installed	  (Adobe)	  
–  42%	  of	  those	  use	  a	  version	  of	  Java	  vulnerable	  to	  exploita%on	  (Qualys)	  

•  AZer	  applying	  above	  filters,	  es%mated	  that	  ~15.5%	  of	  users	  served	  malicious	  
content	  are	  likely	  to	  be	  successfully	  compromised	  

•  Hard	  to	  validate	  por%ons	  of	  this	  es%mate,	  but	  overall	  result	  consistent	  with	  
exploit	  kit	  control	  panel	  load	  percentages	  (12%-‐17%)	  



Analysis	  



Case	  Study:	  February	  2012	  
•  When	  visited,	  58	  of	  the	  Alexa	  top	  25,000	  
domains	  resulted	  in	  a	  drive-‐by	  download	  
– Malicious	  content	  served	  by	  at	  least	  one	  top-‐ranked	  
site	  73%	  of	  the	  days	  in	  February	  

•  Employ	  previously-‐described	  es%ma%ons	  
–  ~10.5	  million	  users	  served	  malicious	  content	  
–  ~1.6	  million	  users	  likely	  successfully	  compromised	  



Top-‐Ranked	  Site	  DDL	  Calendar	  



Top-‐Ranked	  DDL	  Site	  Age	  



Screenshots	  for	  February	  2012	  
•  phpclasses[.]org	  

–  PHP	  developer	  help	  site	  
–  Alexa	  Rank	  6,523	  
–  Served	  DDL	  February	  8,	  2012	  



Case	  Study:	  May	  2012	  
•  When	  visited,	  39	  of	  the	  Alexa	  top	  25,000	  resulted	  in	  a	  drive-‐by	  

download	  
–  Malicious	  content	  served	  by	  at	  least	  one	  site	  84%	  of	  the	  days	  in	  May	  
–  ~7.8	  million	  users	  served	  malicious	  content	  
–  ~1.2	  million	  users	  likely	  successfully	  compromised	  

•  For	  the	  May	  2012	  study,	  func%onality	  was	  added	  to	  examine	  
recurring	  maliciousness	  
–  Most	  sites	  (72%)	  compromised	  for	  a	  single	  day,	  others	  for	  a	  week	  or	  

more	  
–  Average	  period	  of	  compromise	  ~36	  hours	  



Screenshots	  for	  May	  2012	  
•  fichajes[.]com	  

–  Soccer	  news	  website	  
–  Alexa	  Rank	  17,845	  
–  Served	  DDL	  May	  31,	  2012	  



May	  2012	  DDL	  Proper%es	  
•  Performed	  whitebox	  analysis	  to	  measure	  addi%onal	  
aHributes	  
–  Hypothesized	  that	  most	  DDLs	  for	  top-‐ranked	  sites	  would	  
come	  from	  ad	  networks	  
•  Per	  analysis,	  only	  46.1%	  of	  DDLs	  arrived	  via	  ad	  networks	  

–  More	  than	  half	  resulted	  from	  direct	  website	  compromise	  

–  Hypothesized	  	  that	  Java	  was	  an	  overwhelmingly	  popular	  
target	  in	  DDLs	  
•  Results	  matched	  expecta%on	  

–  87.1%	  of	  DDLs	  included	  one	  or	  more	  exploits	  for	  Java	  



Conclusion	  
•  Most	  people	  assume	  that	  it	  is	  safe	  to	  visit	  
popular,	  long-‐lived	  websites	  

•  Mul%ple,	  month-‐long	  studies	  were	  conducted	  
to	  systema%cally	  evaluate	  this	  intui%on	  

•  Results	  indicate	  that	  the	  mainstream,	  popular	  
web	  is	  not	  a	  safe	  place	  



Threatglass	  
•  A	  free-‐to-‐use	  web	  frontend	  for	  Barracuda	  Labs’	  
URL	  analysis	  system	  
– Designed	  for	  both	  casual	  end-‐users	  and	  researchers	  

•  Provides	  VM	  screenshots	  and	  network	  ac%vity	  
visualiza%ons	  for	  each	  drive-‐by	  download	  
–  Full	  PCAP	  of	  DDL	  session	  also	  available	  

•  Encourages	  community	  par%cipa%on	  via	  
comment	  system,	  website	  submission	  support	  



Ques%ons?	  

DDL	  Site	  Details,	  Source	  Data	  
threatglass.com	  


