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About @jeromesegura

« Senior security researcher at Malwarebytes
« Primarily work on honeypots, exploits

« But also investigate scams, especially Tech Support Scams
« Attended VB2008 and VB2009 h

« Born in France, live in Canada

alwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113
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Agenda

« How | got interested in Tech Support scams
« A brief history: From cold calls to Toll-free numbers

« Not just Windows and India: Mac, Android and the US
. Themed scams: Targeted and aggressive
 Intelligence gathering: Tracking and reporting
« Resources: The fight continues!

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Scammers call the wrong guy

| received my first tech support scam call April '13

« The so-called ‘Microsoft’ technician logged in remotely
« Showed me ‘viruses’ on a clean system (VM)

« Demanded money to fix the problem

| played along but refused to pay

« Things got nasty...

alwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113
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Technician trashed my Virtual Machine

Confirm Multiple File Delete

——% Are you sure you want to delete these 7 items?

Confirm Device Removal @

ﬂg] AMD PCNET Family PCI Ethernet Adapter i/ T E—
1 i

A network cable is unplugged.
Warning: You are about to uninstall this device from your system.

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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“Technician’ called me an ***hole

YymQ O%E »

Session list Tk~

6583 511 686

Chat 3t~

hello

renew my warrantee
683 511 686 (1:13 PM):
sure

please wait

please fill in the Form
683 511 686 (1:21 PM):
bye asshole b

Type your message here

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113




M Malware bytes Crushes malware. Restores confidence.

Thousands of victims every day!

“Ended up being charged $600.00 dollars and now they are taking an extra
$19.97 out of my account a month. Want to get my money back.”

‘OMG | am idiot! I fell for this only thing was I got a pop up and it told me to
call them.”

“l am not sure at this point that if there were even the viruses and if | paid for
nothing. My concern now is that he didn't put anything in my PC when he
had remote access.”

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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A brief history: cold calls

« Impersonate Microsoft or ‘Windows’

. Mainly originate from India _
. Scare tactics to remotely login
. ldentify fake errors and viruses G wmnccem el s
. Payment required to fix the ‘issues’ i R

« Ongoing since at least 2008

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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A brief history: Toll-free numbers (TFN)

AKA ‘Premium Tech Support’

Get in front of the mark
Sponsored ads, pop-ups

Upsell from registry cleaners

Well rehearsed sales pitch
Highly profitable

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113

computer slow jo,
36,500,000 RESULTS Narrow by language ~ |
Is Your Computer Slow? - Here's Why!

Do Not Pay Until You Read This
Computer Very Slow - Call (Toll Free) 1-866
t Fix Slow PC By PC &
Is Computer Running Slow? - Call (Toll Free) +1-855-
Speed Up My Slow Computer |
tified Engineers V Dia e & Fix Y Slow Computer

Slow Computer Help

Computer iy and he for 2 @ axpent
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Cold calls Vs Toll-free #: Recap

Advertising costs - High
Average Order Value (AOV) $200 $300
Conversion rate Low High
Country of origin India India, US

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Not just Windows and India

« Mac and Android users targeted
« Rapid growth in the US

US-Based Technicians

Support 3
Affordable & Effective Tech Support S
An elite band of tech support experts offering you o d
technical support services for a whole range of t— )
ccccccc . laptops, etc. _— :

No Outsourcing

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Mac users: finding issues is easy

Pinging protection.com to test for AV Mac Console == Event Viewer

@ Console File Edit View Window Help O 4 Sat2:25PM Q iE

All Messages

w
7 | \ 0
Diagnostic and Usage Messages

® 00 jeromefusion — ping — 80x24

Last login: Thu Oct 3 ©09:28:04 on console
Jeromes-Mac:~ jeromefusion$ ping protection.com
PING protection.com (72.26.118.81): 56 data bytes
Request timeout for icmp_seq
Request timeout for icmp_seq
5t timeout for icmp_seq
timeout for icmp_seq
Request timeout for icmp_seq
Request timeout for icmp_seq
Request timeout for icmp_seq
Request timeout for icmp_seq
Request timeout for icmp_seq 8
Request timeout for icmp_seq 9
Request timeout for icmp_seq 1
Request timeout for icmp_seq 11

Clear Display Reload Insert Marker _Inspector Filter
L e T T

: [ warning] [timeSync] Unable to time

: [ warning] [timeSync] Unable time.
[ warning] [timeSync] Unable to synchronize time.

: CGContextClipToRect: invalid context @x0

Al warning] [timeSync] Unable te synchrenize time.
ss: CoreAnimation: failed to create OpenGL context
23:15 PM apsd: gbuldn't find ce

» System Diagnostic Reports

in response

23:15 PM apsd: fbiled to get client cert on attempt 7, will retry in 90@ seconds

] 23:26 PM vmsvc: fl warning] [timeSync] Unable to synchronize time.
23:40 PM Dock: fb inform
23:42 PM Dock info back from LS about running proc
23:43 PH Suppor ff-Loghe : Rescue GUI started

23:43 PM Systen
23:43 PH Systen
23:55 PM mdwork
105 PM Suppor
24:08 PM Suppor
24:08 PM Suppor
24:08 PM Supp
24:08
24:24
24:25
24:26 PM
24:26 PH
24:55 PH
24:55 M
25:00 PM
25:17 Pu

e back from LS about running process

W N e ®

» /Library/Logs

> /varflog

temPath for Support-LogMeInRescue
path Support-LogMeInRescue

u Usboxd

Perm. awakeFromNib

objcl260]: t

objcl260] :
objcl260):

hide notification on moni

N b

Exited: Terminated: 15
splay didn't find a valid display - falling back to

warning] [timeSync] Unable to synchronize time.

tials: We received 14792 recort

[ERROR] [8.00@s) com.apple. UBL
| (ERROR] [0.0015) com.apple. UBI
information back from LS about

@n't find cert in response

2:
2
2:
2
2:
2:
2:
2
2:
2:
2:
2:
2
2
2:24.
2:
2:
2:
2:
2
2:
2:
2:
2:
2
2:
2:
2:
2:
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Android users: empty promises

B 11:49

Home About us Support & Services Price & Plans Contant us

MASTERHELP ¢ S 866-866-2001

android slow tech support 0O

WEB IMAGES  VIDEOS

Support for Android

PHONES AND TABLETS ISSUES
1-866-866-2001(Toll-Free). Support for Android Apps/

Login/Upgrade
Tech Help for Android
www.webtechmasterhelp.com

Call 1-866-866-2001(Toll-Free). Get Help & Support

il TECH SUPPORT (el

android phone running slow: android -

Ejveleerxtsegigfcahgggi com/programming/languag JUST A CALL AWAY

android 2.3.4 | have backups of sms and pictures on
my sim card do pictures stored on the phone slow

;jeoé,;;[‘;ﬂ;epzf‘éed of the phone ... accurate and reliable ﬁal-wl- 1 _866_866_2001

My Curtis LT7029 Android tablet is slow in
loading - Tech ...

www . techsupportforum.com/...curtis-1t7029-android
My Curtis LT7029 Android tablet is slow in loading up
desktop icon home and launcher icon. What can | do
to increase the speed

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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US-Based Scams

 Toll Free Numbers driven

. Same tactics as Indian counterparts | “we ¢

. More expensive packages
. Better after-sale support ®
 Multi-million dollar industry
. Many located in South East Florida o

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Upsell path: sneaky ways to make $$
$399.99

Free 24/7 Toll-Free Support
Call 1-855-

Help diagnoising Your PC?
Questions ahout registering ?

General PC repair questions?

If you require any assistance with , we

urge you to call our 24/7 Free Technical Support Team at 2 9 9 9
1-855- . Microsoft Certified Technicians are here to .

help you with any PC problem!

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Themed scams

. Leverage popular brands

« Location and time sensitive

. Effective because targeted

« Combined with malware and
even phishing

 Full-fledged cyber-criminals

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Tax season

e @ nt digital-accountants.com,
Intuit

E g DIGITAL ACCOLNTANTS

Accounting Support services by Digital-Accountants

We offer a complete gamut of services circled around your accounting needs. Right from bookkeeping outsourcing softwares like

£~ & || @ quickBooks Suppert, Quic...

TOLL FREE : 1-855-481-5334

Support Plans

® Support for PeachTree® / Sage50°
Support for QuickBooks®

© Book-keeping

© Financial Statement
End of Month Closing
Reconciliation
Payroll Processing
W-2, 1099s

® Quarterly payroll tax reporting

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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QUICKEN SOFTWARE: $149.99

REPAIR

MAC CERT ENGINEERS
1 yr warranty...any issue...

2 hours....call you back
block the ways
$299.99
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Fake infection pop ups

/1\ WARNING! A WARNING!

Your Computer May be Infected:

1(855)-685-4504 YOUR COMPUTER IS INFECTED?

For emergency Tech Support call immediately

System Detected (2) Potentially Malicious Viruses: Rootkit.Sirefef.Spy and Trojan.FakeAV-

The system may have found (2) viruses that pose a serious threat Download. Your Personal & Financial Information IS NOT SECURED.
Browser.Hijacker.Spy ./ Trojan.FakeAV-Download

Your personal and financial information To Remove Viruses, Call Tech Support Online Now:
may not be secured.
Call now for support 1 (855) 889-7378
1 (855)'685'4504 (High Priority Virus Removal Call Line)

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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™ u [ Account Suspended
I h IS h I n g € C [ nefflix.afta3.com/error himl

Member Sign In Important Notice

We have detected unusual activity on this account.

. N E -I' F l I X To Protect your account from unauthorized use, we

have temporarily suspended this username.

¥/ Remember me on this computer. o
P To regain access to your account please contact

m Member Services at 1-800-947-6570

Error Code : ERR19902881811

Malwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113 19
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Fake sites

G 3 hitp://onlineinstanthelp.com/mcsfee-us/do ‘??@w = o x|
w McAfee® Site ° - e

onlineinstanthelp.com/nort

[E=8EoR =)

=3 EoR )

p~c Malwarebytes, McAfee SiteAdvi... | & AVG | Virus and .. 2 Download Free ..
f Norton" o [———
product Downloads : M Malwarebytes ForHomes+  ForBusiness+  ForTechnicans+  Downloads:  Support+  Company+
w Take our products fi g R el i i i
With Norton's 30-day free tria ‘ II': EDITORS'
g - NUSPSRP . CHOICE
g E S POMAG.COM
g v Norton :
NORTON
/m g% Malwarebytes Anti-Malware Free
e
~ ~

The world's most

Search Securg

popular anti-malware

Download Free Trial Doy

Other Norton Free Trials

Eve Toll Free: 1-855-209-0559

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Fake installers

W McAfee Security Scan Plus

% AVG AntiVirus FRee Install Progress

Installing McAfee Security Scan Plus

1 Setup-Malwarebytes Anti-Malware o | B | &= ‘
vy

Error

Error

Install features and updates

Unable to inst
- 8 Your PC requif Installing
Istaling... CreateProces Please wait while Setup installs Malwarebytes Anti-Malware on your computer.

Call support T}
Feel free to mi cn
» Wwe'll let you knowf +\Progr: WE
Error (= ait =
Note: Your Internet browser will be dlosed. Ple: T Q

during the installation.

Extracting files...

8 Unable to install Malware Bytes.

Your PC requires cleanup before install

) CreateProcess failed Code 4.
| V— @@ | Call support Toll free on 1-855-209-0559

OK

Unable to install Norton
Your PC requires cleanup before instal

CreateProcess failed Code 4.
Call support Toll free on 1-8565-209-0559

‘ Cancel ‘

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Intelligence gathering: first things first

« Prepare your environment (software, hardware + physical)
. Create a persona (name, email, location, etc)

. Use disposable phone numbers

. Use audio/video recording software to capture evidence

« Give yourself at least 2z hour

. Leave the call on good terms (find an excuse)

alwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113
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Build a legitimate looking environment

o Windows 7 or 8

« Install updates, activate Firewall

. Make sure the PC looks used (browser history, etc)

. The PC must be free of viruses, malware, adware...

« Assume the machine will be compromised

« Use a VPN on your host to disguise your real location

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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VM detection: remove VBOX, Vmware tools

‘A Computer Management

File Action View Help

| BE) = 2 %

A4 Computer Management (Local
/4 System Tools
(D Task Scheduler
{4] Event Viewer
2| Shared Folders
B Local Users and Groups
-~‘E.1' Performance

.
4

&5 Device Manager
4 =5 Storage
=¥ Disk Management
Services and Applications

a

= Win7PC
@ Batteries
1M Computer
4 Disk drives
«» VBOX HARDDISK ATA Device
B Display adapters
s DVD/CD-ROM drives
-9:-;] Human Interface Devices
‘ g IDE ATA/ATAPI controllers
Z= Keyboards
)i{ Mice and other pointing devices
- Monitors

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113

CD Drive (D2)
VirtualBox Guest
Additions
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OS install date: the older the better

Command Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright <(c> 28089 Microsoft Corporation. All rights reserved.

C:\Users\Peter>systeminfo

Host Name: WIN?PC
0S Name: Microsoft Windows 7 Professional
0S Uersion: 6.1.7601 Service Pack 1 Build 7661
0S Manufacturer: Microsoft Corporation
0S Configuration: Standalone UWorkstation
0S Build Type: Multiprocessor Free
Registered Ouwner: Peter
Registered Organization:
Product TD: MAA321-22A-219442-AL595
?/24,2014, 1:50:29 PM
System Boot Time: 2/716/2014, 5:48:1/ AN
System Manufacturer: innotek GmbH
System Model: UirtualBox
System Type: x64-based PC
Processor(s): 1 Processord(s) Installed.
[A1]1: Intel64 Family f~Model 58 Stepping 9 Genuinelnt
el “2772 Mhz

BIOS Uersion: innotek GmbH UirtualBox, 12/1./20086

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113 25
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Hard drive: size matters

Capacity: 26.736,586,752 bytes

s
/ Y ‘ [‘.
@\/v 0 » Computer »

Uninstall or change a progra

Organize v Properties System properties
¢ Favorites 4 Hard Disk Drives (1)
Bl Desktop Local Disk (C:)
& Downloads T e— — Drive C:
=¥ 6.18 GB free of 24.8 GB

Recent Places
4 Devices with Removable Storage (1)
3 Libraries

| Documents CD Drive (Dz)
' Music

\E/
@

b=/ Pictures
B Videos Too small for a ‘typical’ machine

10 Almaden Blvd. Tenth Floor, San Jose, CA 95113
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Bait documents "

'."E:l TeamViewer - File Transfer Eventlog \
1:12:28 PM - Server started successfully '
1:12:28 PM - File transfer request from 894 771 345 allowed
1:12:28 PM - Views folder <root drives=
1:12:42 PM - Views folder C:\Usersuser\Desktop),
1:12:45PM - Processing file transfer...

1:12:45 PM - Write file C:\Users\user\Desktop\Foreign IP Tracer v 9.0112.ba

1:12:46 PM - File transfer finished.

1:12:46 PM - Views folder C:\Usersuser\Desktop,

1:13:13PM - Processing file transfer...

1:13:13PM - Send file C:\Usersuser\Desktopbanking 2013.doc

1:13:13PM -File transfer finished, |

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Harvest the data

« Save the video recording for evidence
. Save the TeamViewer or LogMeln ID

« Save the scammer’s IP address
. ldentify the payment processor
« Report to appropriate people/orgs

alwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113
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Bait calls home # Buzz: tech_support_scams

IP Address Document City Region Country Latitude Longitude
xls Delhi 07 IN
x|s Delhi 07 IN
doc Delhi 07 IN
x|s Delhi 07 IN
xls Delhi 07 IN
xls Delhi 07 IN
xls Delhi 07 IN
xls Delhi 07 IN

Honeydocs: https://www.honeydocs.com/

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Gmail activity (reverse social-eng.)

Recent activity:

Access Type [ 7] Location (IP address) [ 7] | Date/Time
(Browser, mobile, POP3, etc.) (Displayed in your time zone)

Browser (Chrome) Show details ‘B | 1141 am (1 minute ago)
Browser (Chrome) Show details ] 11:35 am (7 minutes ago)

Browser (Chrome) Hide details India (NG 11:34 am (8 minutes ago)
"Mozilla/5.0 (Windows NT 6.1)

AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/31.0.1650.63
Safari/637.36,gzip(gfe), gzip{afe)"

Browser (Chrome) Show details India (NG
Browser (Chrome) Show details India (IIEGTNNEGEGEGER

I (18 hours ago)
I (18 hours ago)

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Log review BNy,

TeamViewer:

1128 3920 SO0 CT12 GWT.SendUDPPunchRequest 4
1128 3920 SO CT12 GWT.CmdUDPPing.PunchReceived, a=| G0, p-16874

LogMeln:

- Rescue - Socket -
- Rescue - Socket -
- Rescue - Socket -
- Rescue - Socket -
- Rescue - Socket -
- Rescue - Socket -

:42307/rawssl - SSL shut down - socket stays connected

:42307/rawssl - SSL handshake started.

:42307/rawssl| - SSL handshake done.

:42307/rawssl - SSL cipher AES256-SHA (256 bits) TLSv1/SSLv3 selected.
:42307/rawssl - SSL session: REUSED, timeout is 600 seconds
:42307/rawssl - Takeover Connection ID: 74577

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113




0 Malwa rebytes

Crushes malware. Restores confidence.

Geolocation: India / USA

Montana

Minnes

Ottawa Montreal
(o)

Maine

Toronto
Q

LahoreHimachal
Faisalabad 8y Pradesh e
S oLudhiara 3 Washington
. Multan ¢ punjab T '
Pakistan % i Ustarakhand
Nepal
o =)
Jal Kathmandu ~ Sikkim, ‘
Rajasthan o oIS Oregon
Lucknow Y =
rachi _Hyderabad Patnao Bihar
% )
Madhya Jha Ban|
s Pradesh
pgrat o India West Bengalg S\Uada
o Indore Chhattisgarh Nevada
Eafot Surat Nagpur

Odisha

aharashtra California | .o Vegas
as Vegas

Telangana . Visakhapatnam
Hyderabad Los Angeles Afi7oha
o ANL C
Goa Andhra i S
Karnataka  pradesh o Blego Phoenix
Tamil Nadu
Madurai
o
Kerala Gulf
i
Sri Lanka

Michic
Chicago New York
e (VP o)
Nebraska illinois ! Benneyivania
Ohio
United States Indiana

Kansas

West Philadelphia
Virginia
Kentucky

Missour

Oklahoma Tennessee
Atlanta
New Mexico Dallas o
Texas Georgia

San Antonio o

Louisiana

Houston

Monterrey
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Resources: blog.malwarebytes.org

Malwarebytes

UN bl | TABLE OF CONTENTS

How it all begins

Tech Support Scams — Help & Resource Page

OCTOBER 4, 2013 | BY JEROME SEGURA « Remote access

Tricks of the trade

Hello, we are calling from Windows and your computer looks like it is infected. Our Microsoft Certified
Technician can fix it for you.

ee

Sound familiar? Whether you have just been scammed or Getti ng help (damage Contr0|)
simply want to find out more on the topic, you have come to the

right place.

Fighting back
Tech support scams are a million-dollar industry and have been
around since 2008. Every single day, innocent people are tricked
into spending hundreds of dollars on non-existent computer
problems.

Tech Support Blacklist

+ Related articles

There is no sign of these scams slowing down despite several
actions taken by the Federal Trade Commission.

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Tech Support Scams Blacklist: Criteria

1. Pretends to be working for Microsoft or ‘Windows’
2. Uses misleading tactics to force a sale
3. Finds viruses, malware or an infection on a perfectly clean system

4. Validates a fraudulent popup or page as legitimate

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Tech Support Scams Blacklist: Example

Company name and aliases: E-Racer Tech (Clean IT PC)
Website(s): e-racertech.com, cleanitpc.com

Phone number(s): 1-855-486-1800, 1-877-648-7339
Affiliate(s): error711971669.com

Remote control software: LogMeln: 432039

Payment processor: N/A

Reason for blacklisting: #2, #4

Incident date: 05/28/2014

Incident ID: 0000028

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Other resources

| PROTECTING AMERICA’S CONSUMERS

FEDERAL TRADE COMMISSION lf&
FTC COMPLAINT ASSISTANT é

= | SCAM WatCh @ TeamViewer

I*I Government ~ Gouvernement
of Canada du Canada

Trustl nAds_org O LogMeln Rescue

Canadian Anti-Fraud Centre Keeping people safe from bad online ads

ActionFraud The AVIEN Blog

National Fraud & Cyber Crime Reporting Centre The official blog of the Anti-Virus Information Exchange Network

"»"s"s 0300 123 2040 "»"="s

HOME ABOUT PC ‘TECH SUPPORT' COLD-CALL SCAM RESOURCES

Malwarebytes Corporation, 10 Aimaden Blvd. Tenth Floor, San Jose, CA 95113
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Thank You!
Questions?

W #TechSupportScams



