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About @jeromesegura 
!  Senior security researcher at Malwarebytes 
!  Primarily work on honeypots, exploits 
!  But also investigate scams, especially Tech Support Scams 
!  Attended VB2008 and VB2009 
!  Born in France, live in Canada 
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Agenda 
!  How I got interested in Tech Support scams 
!  A brief history: From cold calls to Toll-free numbers 
!  Not just Windows and India: Mac, Android and the US 
!  Themed scams: Targeted and aggressive 
!  Intelligence gathering: Tracking and reporting 
!  Resources: The fight continues! 
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Scammers call the wrong guy 
!  I received my first tech support scam call April ’13 
!  The so-called ‘Microsoft’ technician logged in remotely 
!  Showed me ‘viruses’ on a clean system (VM) 
!  Demanded money to fix the problem 
!  I played along but refused to pay 
!  Things got nasty… 
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Technician trashed my Virtual Machine 
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‘Technician’ called me an ***hole 
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Thousands of victims every day! 
“Ended up being charged $600.00 dollars and now they are taking an extra 
$19.97 out of my account a month. Want to get my money back.” 
 
���“OMG I am idiot! I fell for this only thing was I got a pop up and it told me to 
call them.” 
 
“I am not sure at this point that if there were even the viruses and if I paid for 
nothing. My concern now is that he didn't put anything in my PC when he 
had remote access.” 
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A brief history: cold calls 
!  Impersonate Microsoft or ‘Windows’ 
!  Mainly originate from India 
!  Scare tactics to remotely login 
!  Identify fake errors and viruses 
!  Payment required to fix the ‘issues’ 
!  Ongoing since at least 2008 
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A brief history: Toll-free numbers (TFN) 
!  AKA ‘Premium Tech Support’ 
!  Get in front of the mark 
!  Sponsored ads, pop-ups 
!  Upsell from registry cleaners 
!  Well rehearsed sales pitch 
!  Highly profitable 
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Cold calls Vs Toll-free #: Recap 
Cold	
  calls	
   Toll-­‐free	
  numbers	
  

Adver9sing	
  costs	
   -­‐	
   High	
  

Average	
  Order	
  Value	
  (AOV)	
   $200	
   $300	
  

Conversion	
  rate	
   Low	
   High	
  

Country	
  of	
  origin	
   India	
   India,	
  US	
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Not just Windows and India 
!  Mac and Android users targeted 
!  Rapid growth in the US 
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Mac users: finding issues is easy 
Pinging	
  protec9on.com	
  to	
  test	
  for	
  AV	
   Mac	
  Console	
  ==	
  Event	
  Viewer	
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Android users: empty promises 
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US-Based Scams 
!  Toll Free Numbers driven 
!  Same tactics as Indian counterparts 
!  More expensive packages 
!  Better after-sale support 
!  Multi-million dollar industry 
!  Many located in South East Florida 
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Upsell path: sneaky ways to make $$ 

$29.99	
  

$399.99	
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Themed scams 
!  Leverage popular brands 
!  Location and time sensitive 
!  Effective because targeted 
!  Combined with malware and 

even phishing 
!  Full-fledged cyber-criminals 
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Tax season 
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Fake infection pop ups 
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Phishing 
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Fake sites 
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Fake installers 
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Intelligence gathering: first things first 
!  Prepare your environment (software, hardware + physical) 
!  Create a persona (name, email, location, etc) 
!  Use disposable phone numbers 
!  Use audio/video recording software to capture evidence 
!  Give yourself at least ½ hour 
!  Leave the call on good terms (find an excuse) 
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Build a legitimate looking environment 
!  Windows 7 or 8 
!  Install updates, activate Firewall 
!  Make sure the PC looks used (browser history, etc) 
!  The PC must be free of viruses, malware, adware… 
!  Assume the machine will be compromised 
!  Use a VPN on your host to disguise your real location 
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VM detection: remove VBOX, Vmware tools 
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OS install date: the older the better 

BIOS	
  
seWngs	
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Hard drive: size matters 

Too	
  small	
  for	
  a	
  ‘typical’	
  machine	
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Bait documents 
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Harvest the data 
!  Save the video recording for evidence 
!  Save the TeamViewer or LogMeIn ID 
!  Save the scammer’s IP address 
!  Identify the payment processor 
!  Report to appropriate people/orgs 
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Honeydocs:	
  h,ps://www.honeydocs.com/	
  

Bait calls home 
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Gmail activity (reverse social-eng.) 
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Log review 
TeamViewer:	
  

LogMeIn:	
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Geolocation: India / USA 
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Resources: blog.malwarebytes.org 
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Tech Support Scams Blacklist: Criteria 

1.  Pretends	
  to	
  be	
  working	
  for	
  Microso^	
  or	
  ‘Windows’	
  
2.  Uses	
  misleading	
  tac9cs	
  to	
  force	
  a	
  sale	
  
3.  Finds	
  viruses,	
  malware	
  or	
  an	
  infec9on	
  on	
  a	
  perfectly	
  clean	
  system	
  
4.  Validates	
  a	
  fraudulent	
  popup	
  or	
  page	
  as	
  legi9mate	
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Tech Support Scams Blacklist: Example 
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Other resources 



Thank You!  
Questions? 

#TechSupportScams 
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