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Overview

 Ransomwares and file infectors
* Introducing Virlock

* Reversing Virlock

* Statistics

* Conclusions
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Bitdefender

Background

* Most malware on today market, combine all
sort of mechanisms to collect/damage user
data or to deploy other kinds of malware

e Virlock = Ransomware + Fileinfector
 Damaged files and no PC access?

30.09.2015 www.bitdefender.com
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Ransomwares and file infectors

* Ransomwares

* Purpose
* Get money by blocking data or account access

e Behavior
* File-lockers
e Screen-lockers

30.09.2015 www.bitdefender.com
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Ransomwares and file infectors

Screen locker — ICEPOL

Poliia _
Romana

Atentie!

IP:

Locatie: RO,Romania

Atentie! PC-ul Dvs este blocat din cauza cel putin a unuia dintre

motivele specificate mai jos.

Dvs ati incilcat «Legea privind drepturile de autor si drepturile conexe» (Video, Muzica,

Software) prin utilizarea sau distribuirea neautorizata a continutului protejat de dreptul

de autor, Inc3icand astfel Articolul 128 din Codul Penal al Romania.

8 paysafecsd (Dkash
Articolul 128 din Codul Penal prevede o amenda intre 200 si 500 de salarii minime sau p g
privarea de libertate de la 2 pana a 8 ani.
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Ransomwares and file infectors
* File locker — A custom one, similar to Cryptowall

All your files was encrypted with CryptoLocker!

This means that without a decryption key the recovery of your files is not possible.

If your files have a value to you and you are wiling to pay me for the decryption key please contact me:
decrypt-request@mail.ua

You have 3 days to pay for my services. After this period, you will lose all your files.

Anti-virus software can remove Cryptolocker, but can not decrypt vour files. The only way to recover your files -
is to pay for the decryption key.

Information for IT-specialists:

Data was encrypted with AES (Rijndael) algorithm with the session key length of 256 bits. Session key is
encrypted with RSA (2048 bits) algorithm. Public-key is enclosed into CryptoLocker. Private-key for decryption of
the session key is stared only in my database.

To crack this key, you will need more than a million years time.

---- Encrypted Session Key Begin ----
C78BA73ASDE13760EE0EEOBZSFAOEEOACEBOZZE647E6D07A9E41646A6158C211A84658C49D6BSDEZ4EDSEOEBF33E
A698878DZELE144C4FoEEDOACFEBS84D435DZ81BF15A911FASA7CACE7SSABSDZ13009CFZSB1BADDCZOSCES458
S1FS53614ACASESZEBDC70C244D3ESB7EFEZ78796Z9AE309F01FSDBOS02ZSDFEEALASDSCC4DE7748053CCZ82ZD2C2Z
E7DC1BBFBF7196F1286894ZD4CFAOCAZZ38FB7CA7BOBSDEESCI012ZBOA3DEZ384A904ES6BES11693Z4EZ0ZES39D
DE31256DSDS3ZFE9D1EASE7CEZ3CA0CLID7943A8ECSZF61D97004D16F7646D0AAB70Z3E3DDE87555C6E4598C
ABSB7F47B117CC145CA45ACD0E61CF03744DDA4ADCADSF427583B26ED4A8ZDZCZERE

---- Encrypted Session Key End ----
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Ransomwares and file infectors

e Both file and screen locker - ACCDFISA

Anti-Child Porn Spam Protection - 2.0 version

Have you already see that your files are encrypted and desktop locked?

m

Please don't panic and send us angry emails or scare us to send claims in police, fbi or others - this is
useless.

Please read this instruction carefully, then you will get answers to most of your questions.

We don't answer to questions which already was answered in this instructions. Do not waste our and your
time.

Our minimal price for your files is 3000% USD.

**%** Now only WE can get you the true password to decrypt all your files.

You can write to Dr.Web, Eset, Panda and other antivirus and security or datarestore
companies, but now this is useless. This "Anti-Child Porn Spam Protection - 2.0 version”
you have is from 22.03.2013 - more than 12 month passed and no one helped to get
password or decrypt files. Yes, we know there was the vulnerability to generate
password in previous version using our software folders names which was generated
using the same pseudorandom generator which was generate passwords.

Now to generate folders names didn't using any generators. Also password generates
[] (] i1l - (] [}SEC [ (1IN YL il l [1(] tidn A

Your ID Number and our contacts [please write down this data:

Your Id #: QOur special service email:

| Send Code

30.09.2015 www.bitdefender.com
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Ransomwares and file infectors

e File infectors

* Purpose

* Delivery and persistence of malware

* Behavior
» Alters the legit file by adding the malware payload

30.09.2015 www.bitdefender.com
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Ransomwares and file infectors

* Asimple fileinfector: Pioneer
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Ransomwares and file infectors

A more complex one: Sality

MZPE Header

Sality Packed code
mixed with clean packed code

OVERLAY
rest of the clean file

30.09.2015 www.bitdefender.com
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Introducing Virlock
* Virlock
— hybrid money hunter
* How?

— Using ransomware screen-locking features
— Using a well designed infection mechanism

30.09.2015 www.bitdefender.com
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Introducing Virlock

e Screen locking feature similar to ACCDFISA, ICEPOL, etc.

Willful copyright infringement is a federal crime that carries penalties of up to five years in
federal prison, a $250,000 fine, forfeiture and restitution (17 U.S.C s.506, 18 U.S.C 5.2319)

Ag a first-time offender you are required by law to pay a fine of 500 USD

If the fine is not paid within three days, a warrant will be issued for your arrest,

which will be forwarded to your local authorities. You will be charged, fined, convicted for up to 5 years.
How to pay a fine? There are two ways to pay a fine:

1.You can pay the fine online through BitCein. BitCein is available nationwide.

Click the tabs below to find the nearest vendor. Your computer will be unlocked after the payment is made.
2.(Offline Option) You can come to your local courthouse and pay the fine at the 'Cashiers' window.

A special restoration software will be sent to you by mail within a week after the payment is made.

To regain access now transfer BitCoins to the following address (click te copy):
1INdRStEKRBoQ1oiyAPhpuksgUet 6XftEdW

After the payment is finalized enter Transfer ID below.

Amount: Transfer ID:

BTC 1.773 |

Note: All files on this computer have been encrypted with a strong symmetric algorithm and a 4096-bit key. Files will be inaccessible until the fine is paid.

Attempt to remove this message will result in irreversible damage to your files, hardware and Windows installation. View encrypted files
Payment EitCom Information EitCoin Exchanges BitCom ATMs Internet Browser Motepad

30.09.2015 www.bitdefender.com 12
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Introducing Virlock

File infection techniques
* Make files harder to recover
* Increases chances to persist and spread

30.09.2015 www.bitdefender.com
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Reversing Virlock

o Malware installation

o Account password brute-force
o Infected files

o Anti-analysis tricks

o Polymorphic engine

o Different malware versions

o Tricking users

30.09.2015 www.bitdefender.com
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Malware installation

e Setting up the execution environment

popa
cmp [Bx4818c8]1,. Bxd

A
call initialization for case 0-3
loc_4@A29BE:
[Bx4A18cB81,. ="

call 2 -user password brute force

call
qall

Jmp
loc_4RA29EL:
cmp [Bx46818cB1.
Jn=
call

call . -
SN 1 - original sample

call H
e installs the malware
call

Jmp
loc_402ABE:
cmp [Ax4A18cB1.
Jnz
call
i 0 - installed process
qall
loc. 482428 : infects / supervise
cmp [Bx4A18c81.

Jnz
11
call | :> 3 - creates threads

Jmp rocess keep-alive
loc_482A3D: P P

cmp [Ax4A18Bc81, Bx4d

JnzZ

nov [Bx4078751,. Bx4872b1

nov eax, Bx45518h
mow [Bx4898711, eax -
lea eax, [Bx4898711 =SErVICE
push eax

[

call

loc_4B2A67:
push BxB
call [ 1
mou [Ax4A2738]1,. Bxdfd?d?
pdtsc




Malware installation

* Executing a fresh infected file

push [Hx481 78c 1

pop [Bx4d16f41

call

call ]

cmp [Bx4B816fc 1, Bxl Fresh Run of Infection

jnz .

mou eax, [Ax4P17@41 Sizeof(Filename}

add eax, [Bx481788]1 Sizeof{MalwareCode)
lea edi, [Ax4818081 Absolute address for all operations
add edi. [Bx48170081 Sizeof{CleanFile)

add edi, [Bx4@16f8] Sizeof{DecriptionCode])

add Edir EKH Q
mou oho [Bx4817141 Sizeof{HeaderStructure)

mowv [Bx4B16ec]. eax

mou [Bx4dA16fHA],. edi

mou [Bx4816f4]1,. ebx

call Decrypt clean file
loc_481426:

call

cmp [Bx4816fc 1, BxH

J=




Malware installation

* Getting to the embedded clean file

IERFEEE ATV Flash ¢hlack).exe

8 bytes Header
FileName
CleanFile

30.09.2015 www.bitdefender.com 17
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Account password brute-force

* Malware is trying some kind of dictionary brute
force attack in an attempt to gain administrative
privileges

e |t creates it’s own account after that

’ Administrator
- ' 3 I

»

Windows .| oqwsy58r2kwOnvf5
.' S

To begin, click your user name

30.09.2015 www.bitdefender.com
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Account password brute-force

* A couple of tried passwords

1lgaz@WSX
12345678
changeme
P@ssword
Password!
PasswOrd
1g2w3edr
PasswordO1

30.09.2015

Password  PasswOrd
P@sswOrd p@sswOrd
Passwordl PpaSSword
12345 Abc123
123456789 Qwerty
1234 Master
123456 Password1
Admin welcome

www.bitdefender.com

orig_ Administrator
operatorl23
NOth1n9
1g2w3e4r5tey/us8i
abcd12345
Administrator
Qlw2e3r4
glw2e3r4t5

19
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Infected files

 C(Clean files are embedded inside the malware
* The path to the clean file is obfuscated
e Similar to Sality

Original infected file

Decoration code {created by morph-engine)

Malware Core Code,

usually the same for
different families

Clean Code

Decoration code (created by morph-engine)

30.09.2015 www.bitdefender.com
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Anti-analysis tricks

* Detecting the debugger presence

=

[esil,
esi.

=

edx, Hxf7704caB
ebx, Bxfd7badcd
ebx, Bxfdba?82a

=l = =R

=
ol
el =
=
=l
=

=

eax, Fs:[Bx3@1]
al, [eax+@x2]
al, Bxl

=
4.

o m D
()

95 EBS84900 5 oo i [@x4958eh], BxciBhce
. rdtsc

=)

loc_4#81885:
rdtsc
Xopr
’ O
mouv
div
inc

add

Xopr ]
loc_4@189B:
hewap
wchy
bhsuwap
5 [ xchyg
2 hswap
wchg
hswap
inc
cmp
E Jjnz
833D F3844980 £ cmp
75 CF = jnz
h |52 push
FF15 FF644928@ call
D |EB Cb Jmp




Bitdefender

Anti-analysis tricks

e Anti emulation tricks!

— Entry Point
EE Z5FCAY8A » call
3D D?FEFFFF = cCmp eax, Aufffffed?
@F85 B80000EA [ Jnz
H@?FCAYaa call
BAFCAYAA call
FFFBA78A call
FAFBOY8A ; call
FEFBA78A call
FaFBA7AA : call
EBFBO78A call
ECFBA78A call
E1FBA7AA call
DCFBAYAA call
DYFBAYEA call
DZFBA7AA call
CDFBA7AA call
CEFBOYEA call
C?FBOA7AA call
C4FBAYAA call
B?FBO78A call
B4FBA78A call
AFFBAYAA call
BAFBO7EAA call
ABFBOYAA call
ABFBAYAA A call
2BFBA7AA call
2CFBOYEA call
71FBA7AA call
SCFBAYAA call
8YFBOYEA i call

- ret
30.09.2015 www.bitdefender.com
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Anti-analysis tricks

* Decrypt =2 Execute = Re-Encrypt
_ funcce:::bm func;::)nz

T ippm—y

call exxecute
function3 code

| A

30.09.2015 www.bitdefender.com 23
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Anti-analysis tricks

Decrypt — Execute = Re-Encrypt

B8481914 813D 26194008 cmp [Bx481926 1. Bxd2bhec
@F84 51010000 hE
EE B4 Jmp

F4 hlt

8 i cude

8180 81F26247 i i add [eax]. Bx4762f281
loc_48192n:

3DEEBRFC BxfchBeeldd

2B5C29F7 Bxf7295c2h

53ECAEF? Bxf%aeech3

63AAARAA Get Buffer HASH in EAX
B 8A82BCFC Bxfchc828a
81F3 E2E465F9 i< Bxf965e4e2
81F3 FA2C66FE s - BxfebbZ2cfa BE4A1APE |83EC 1C Bxlc
BA 23C31AFA | : Bxfalac323 BR4A1AB1 [C7A424 [espl, BxB
3D B58C12A7 = > Bxa?128ch5 BR4A1A8E [C74424 [esp+Ax4], Bx@
BF85 FAFEFFFF j Cc74424 [esp+Bx81,. Bx0
E? 87000008 Jmp C74424 [esp+Bxc 1, Bx@
loc_4@196A: . C74424 [esp+BxiB]1, BxB

Xor (5] [esp+Bx14]1,. Bx@
E 3¢

loc_481978: ac i [eax+Bxc 1

BA F8877BFF nov edx, Bxff?bS?fS BE4A1AC1L i [eax+Bxc 1

3386 3! XoP eax, [esil BR4BR1ACd i [eax]

BE 7E2BEBFA mov ehx, Bxfaeh2h?e BE401ACE T [eax]

E? 92000008 I___.impb S i [eax+@x18 1
suh_ - .

i e e -
mov BeCX, xX1le -

BB_B8BA6AFF noy ebx. Bxff60hObHS 8B4C24 14 i [esp+Bxi4]
88461998 |83E? B4 sub ecx, Bxd ggggigg% 53184335 g [Bx4358§31. ecx
esp.

S R e inp G B UE PB491C31 26194008 [Ox4019261, Bx8198£4

BA48199D loc_48199D: BB401C3B sel

88491990 |E? DCAAAAAA jmp 28481 C3D FC194008

BA4819A2 |BB 95274D75 nou ebx, Bx754d2795 884081 C43 C61946800

AR4P19a7 — sub_4819a7 BR401C49 185 A31748688 x

AR4A19A7 |B? SDAAAAAA nov ecx, Bx8d 08401 C4AF  (E8 53FDFFEF REHASH

BR4@19AC |BA FSDDEFFA mov edx, Bxfaefddf A@4@1C54 |A3 5B194A00 [8x4@8195b]1, eax

AA48A19B1 |EB 21 ' jmp BB481C59 |E8 23FDFFFF RECRYPT

AR4A19B3 loc_4@19B3: A84A1C5E |98

89481983 |TEF? @91 cnpl ecx, Bx1 88481 C5F |90

AR4A19B6 |?5 B2 jnz 8848168 |C3

BA4A19B8 |BA 3C374BFB nov edx, Bxfh4h3§Bc

BA4B19BD |C3 I ret

60481 9BE nA jmp

BA4619CA loc_4@19CA:

BA4819CHA BCFFFFFF call DECRYPT NEXT CHUNK

BA4619C5 1@9BI5EE nou ebx, Bx8e958b10

B846819CA D1 Jmp JUMP TO DECRYPTED-CHUNK

AA4819CC loc_4@19CC:

—
-

EX
Fi)




Bitdefender

Polymorphic engine

e Basic reshape technique

CMP, INZ

esi, [Bx45bh?d51

; F_+éei§1- gx3ﬂ E8 E9D48680
esitBxl],. edx 3D 21FFFFFF eax, OxfFFFFF21

[Bx45h9d51,. Bx5
esi, [Bx45h9d5] AF85 60PRABO0
[esil, @xf E8 C2D48608

= EE B7D48600
[egsi+@w1 1. BxBL = R
E8 86D40600
ES 81D48680
= EE 82D48600
huts EEfEﬁhggiig E8 7DD4P6RA
[Ax45h9d5 1 EE 6CD40600

'3

esi, [Ax45h?d51
[esil. Bxc3
[Bx45h9d5 1
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ifferent malware versions

* [Hash encrypted code, compare hash] - template

Jizasm

lisasm Entry Point

: AT CE TR gzm [Bx4014421, BxdBhcBa Enp

J2 - ]2

o Jmp

np dec i e 5
= ret loc_4@81416:

cnpsh test [eax], Bx8h3ci5hb 0% Bxf2

loc_401446:

Jecxz
loc_481446: . pop
= idiv [edx—Bx3199h%11
= B oxfebinior
mov Bx9d9248 xor, Oxf d5ehbd? moy Oxf d6 34502
call WO 3¢ a
" mowv Bxf acac4bg . Bxfddiie??
XO¥ gxgﬁggéﬁig XoP Bxf ddB64a? ig; E:ffhd?ga4
mou * e xor Bxfd65cce? call

mov AxfdBBc264

XOoB BxfabhldhZa Bxf17798
mow Bxfeelzde? o Bk c 3FBad? or AxFB9AFA6Y
cnp Px?Ada3037 xox *

jnz cmp Bx4h296727 mow Bx£938haeh
Jna cmp Bx14cldbce

[Ax4814121. BxefB@d?d

Bx8108d83F

jmp ] -
= Jmp E
suh Bx4 mou Bxfﬁh3d3hf 1

Jmp
loc_481455:

Dizazm
aﬁﬂ [@x481262]1, Bxecll32
J=
Jmp Emp| [Bx4812621, Bx4ffd3c
xchyg ehp. ]
cnc

Bxca
[ecx+Bxddd55af2 1,
loc_4B1266: [edx—Bx3%a27eB1. bh
dh Bxfe ebhx. BxfeBd23chi
nov edx. Bxffd42f10 edx. Bxff518487
Hop ehx. Bxfh487/84e
call edx,. Bxfh?hd?8e
HoP edx. Bxfceal238 ehx. Bxfhi77616
mowv edx. Bxfhi7426e edx,. BxfeBd36542
»or edx. Bxfebe5846 edx,. Bxfbhf5f734
HoP edx. Bxf746d7ed ebx. Bx373578
Xopr edx. Bxfabh5c?23 eax, Bxceab2818
cnp eax, BxZaaZd2al
Jnz
Jmp
loc_4B12Aa%:

mowv i, Bx4813ab
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Different malware versions

 Similar code within 2 different families

CALL wZ.00401755
CALL wZ.0040l466
DWORD PTR DS:[4014267,1

CMP
JNZ
IR
DD
LEL
anT
anT
an
PO

AHORT w2.00401a77
FIE. D3:
FIE. D5:
FIE. D5:
FITE. D5:
FITE. D5t

ELY, DWORD
ELY, DWORD
EDI, DWORD
EDI, DWORD
EDI , DWORD
EDI, &

EEY , DWORD

30.09.2015

PTE D5:

[A01AZE ]
[A01A52]
[401400]
[4A01A24]
[A01427 ]

[A0145E ]

www.bitdefender.com

CALL wl.00401741
CALL wl.00401467
DWORD FTR DS:[4014237,1

CMFP
JIE
Mo
ADD
LEL
ADD
AT
AT
Moy

SHOBRT wl.0040167D
PITE. Da:
FITE. D5:
FTE. DA:
FTE. DA:
FTE D5t

ELY, DWORD
ELY, DTWORD
EDI,DWORD
EDI,DWORD
EDI, IWORD
EDI, &

EEY, IWORD

FIE D3t

[4A01AZE]
[4A01AZF]
[401400]
[401427]
[401A1F]

[40145E ]
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Tricking users

 Why does my pictures have an exe extension?

:n Folder Options

General | Yiew | File Typez | Offine Files

Fialder wigws

Y'ou can apply the view [such az Details or Tiles) that
wou are uging for this folder to all folders.

[Appl}ltoAII Falders l ’ Reset All Folders

Advanced settings:
Dizplay the full path in the address bar
] Display the full path in the title bar

[ Do nat cache thumbnails
[C3) Hidden files ard folders =r Account PicturesiDefault Pickures

(%) Do nat show hidden files and Folders
(O Show hidden files and folders astronaut, bmp,exe
Hide ions f n file ty il

Hide pratected operating system files [Recommended)
[ Laurchk folder windows in & separate process
Femember each folder's view settings beach.bmp. exe

[ Restore previous folder windows at logon
ﬂ'% car.bmp.exe

[ Show Contral Panel in My Computer b

Restore Defaults

ok || cancel | fpob | _ ,J chess.bmp exe

=

o My Compuker |
J dirt: bike.bmp.exe \3? dog.bmp.exe

\.3 Iy Metwork Places
.

Details drip.brp. exe

9,95 ME ¢ My Computer :

ingshall usershapplication dataynierobdf Ehusar decpuntpicturessdefault picturesikick.
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Statistics

* Spreading of Win32.Virlock.Gen.1/3 until September
2015

oo (Somzvodccend)
:
g
5. M[MJ 1“ \ M\ MMA« m.' "Nﬁ

9. Mar 23. Mar 6. Apr 20. Apr 18. May 15. Jur un 13, Jul 27. Jul 24, Aug 7. Sep 21. Sep

— Win32.Virlock.Ger 1J
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Statistics

* Infected systems by Win32.Virlock.Gen.1/3

Virlock.Gen.1
Virlock.Gen.3
® China
M Russia W Canada
= USA = UK
B Germany = USA
M Australia
M Iran
® Romania M Iran
= UK M Romania
» Canada = Vietham
W Germany

Vietham
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Statistics

e Areas with an increased number of affected files

Country ____|Gen.1 |Gen.2 |Gen3 |Gen.d |Gen5

0.07% 42.6%

Canada
Vietnam

Iran

France
Netherlands
United Kingdom

30.09.2015

17.9%
5.6% -
6.2% 0.02%
2.11% -
2.04% -
1.96% -

www.bitdefender.com

0.27%
1.9%

0.07%

0.45%
0.36%

0.03%
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Conclusions

 We face new generations of file infectors

* Most of them include compiler technologies,
multi stage unpacking and anti-analysis tricks to
block analysis be it static or dynamic

* Virlock is among the first malwares to combine
ransomware and file infection technologies

* All these changes provides us with a clear picture
of even more hybrid malware technologies,
working together to persist longer






