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What Is a Proxy Botnet

Used to bypass the traffic - Network of infected computers
Covers up the IP of the user - Used for cybercrime
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What Is a Proxy Botnet

Iﬂ@

Proxy Client
Infected Internet
Proxy Bot

Botnet
Controller
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Monetizing Proxy Botnets

* Advertising Fraud

 Re-packaged and sold as VPN/Proxy service
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Prior Work: Monetization
Via Ad-Fraud

Googost.exe will drop 3 binaries in
the TEMP folder and execute them |  Googost
oogost.exe

[EXECUTION] "..\local settings\temp\hii.exe" was allowed to run
[EXECUTION] Started by "..\desktop\googost.exe"
[EXECUTION] Commandline - [ "...\locals~

[EXECUTION] "..\local settings\temp\m7001.exe" was allowed to run
[EXECUTION] Started by "..\desktop\googost.exe" [1412]
[EXECUTION] Commandline - [ "..\locals~1\temp\m7001.exe" ]

w7 [EXECUTION] "..\local settings\temp\vxf.exe" was allowed to run
5, [EXECUTION] Started by "..\desktop\googost.exe" [1412]
[EXECUTION] Commandline - [ "..\locals~1\temp\vxf.exe" ]

v
m7001.exe drops wow.dll s
m— (P“H;‘?a‘f) and wow.ini hii.exe copies itself as
m7001.exe (contiguration) WIN[xx].exe
v vxf.exe v
N ,". [EXECUTION] "c:\program files\mozilla firefox\firefox.exe" was allowed to run
NP R [EXECUTION] Started by "..\locals~1\temp\vxf.exe" [1624]
V'%“‘ y
\.p:f [EXECUTION] Commandline - [ "c:\program files\mozilla firefox\firefox.exe" ]
[MODIFY] ..\local settings\temp\vxf.exe [1624] was blocked from modifying
wow.dll c\program files\mozilla firefox\firefox.exe [1820] WINS.exe
y vxf.exe is a small downloader

similar to the one used by the =

@_ Asprox botnet.
| \bﬁaﬂ'ﬁ'

wow.ini WINS.tmp

stopmalvertising.com (March, 2014) - hii ad-fraud proxy

Malwarel
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Prior Work: Monetization

Via Ad-Frauad
_5@1729 d6 67 35 ....i=.. P.*).g5
6dec596a eb28

Proxy command = 09
Argument length =00 19 = 25

Proxy IP = =46.105.61.216
Proxy port = =80
IP address type = 04 = |IPv4

Destination IP = 5e 17 29 d6 = 94.23.41.214
Destination port = 67 35 = 26421

Proxy key = 36 64 65 63 35 39 36 61 65 623238

00000000
00000010

hii ad-fraud proxy registration protocol

\_ 4z ) Sentrant
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Prior Work: Monetization Via
Proxy Sales

(2 Chat

PROXY & icq434-929 FAQ ARTICLES DOWNLOAD CONTACTS w -

The fastest anonymous proxies =

CEEITID fo 000U e | shoee | Gpee | GED

» HTTP/Socks » Exclusive » Private HTTP » Browser proxy You can use affiliste program to receive commission for
referred users

1

Description Description Description Description

Proxy list Proxy list Price Price Which program do you use the proxies in?
Price Price FAQ (instructiom) FAQ (instruction)

FAQ (instruction) FAQ (instruction)

-----------

o No active subscriptions

The list of urgent proxies HTTP/SOCKS B e A

To get access to the proxies, please, subscribe for private HTTPJS s Please, choose the country of proxy: | ALL (2 v
Amount of proxies displayed on the page | 4l P -
" p courtry ® ciy ® —— Ugtime R 171 cir ) ProxyChecker and Twitter
1 112 136 PH Las Pillas 32 Kbs 3519 min. 92% our checker proxy and twitter
2 124 =) JP Fpo 7778 Kbs 2638 min. g% IMDIQXXY
3 202 02 ; D ; Jakarta  eraTkes 2386 min. ; 95%
4 136 98 - 5972 Kbs 2356 min. 94% New design Bl new abilities
5 11 5 YN Ho Chi Minh City 6902 Kbs 2331 min. 95% ‘r':r:dzz g;essi;ﬂ L'}goz?tvaebbs_oslﬂély R, GUEEB EE
6 124 51 JP Tokyo . 5520Kbs 2330 min. 87%
7 200 17 AR Buenos Aires 5005 Kbs 2327 min. 85% Add-on for FireFox
8 : 2 = Dubai 7753 Kbs 2292 min. 8% We have developed plugin for FireFox which helps to
5 24 - g Taipei SRS SRR i e work with our proxies. tEfls & piece of cake!
10 200 83 cL Santiago 5273 Kbs 2255 min. 98%
11 174 0 AP 7002 Kbs 2166 min. 95%
12 5 = 5277 Kbs 2158 min. 82%

Kaspersky Research (June 27, 2011) - TDSS Proxy For Hire

&//’ Sentrant |V & Malwareb
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Bunitu

—Ae-ratas
Proxy botnet
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Bunitu Overview

Bunitu infections July'15
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2013-12-25 : b0a91e1f91078bad48252edc989e868e : mlicnai.dll

2015-09-16 : 85ae39ee4dfed066797fed137fc1fc332 : naukgol.dll

& s Sentra t u MalwarebytesJ
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Bunitu Proxy Services

Two types of proxy: Standard and Tunnel

) undli32exe 628 TCP 0.0.0.0 17133 0.0.0.0 0 LISTENING
wndl3Zexe 628  TCP 0.0.0.0 17363 0.0.0.0 0 LISTENING
wndl32.exe 628 TCP 10.0.2.15 43164 95.211.176.145 53  ESTABLISHED

- Standard HTTP proxy and SOCKS proxy services are started by Bunitu on
random high ports, client registers them to C&C#1

- Tunnel is operated via C&C#2 — uses it's own protocol to wrap and bypass the

traffic
NV Malwarebytes——

\_ 4z ) Sentrant

Digital Advertising Integrity




~ ™
Bunitu Standard Proxy

ﬁ ; "oy,
faf,c
Proxy Client \

E g Proxy — Q
(?(O\I\\J
?\eg\%\ |ﬂfeC’[ed INnternet
Proxy Bot
B A

Bunitu C2
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Bunitu Tunneled Proxy

-

Proxy Client

D g — Q

Infected Host Internet
(Proxy)

Bunitu C2
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Bunitu rojan overview
Always a DLL installed by dedicated dropper

0| 2c24fa5244042efb6ShFobazd... s 542f7b96990de6cd3b04bS99c. ..
Toktal Commander 32 bit ManyCam Yirtual Webcam
Ghisler Software GmbH J Visicom Media Inc,

Droppers’ Gallery

918d37cdf0a2051ae0c9df06a. .. ﬂ?fb 2936860c9ebbc16221F7797823...

1522601ec2f23fe8b9856ace?. .. [ \ ac4e05a013705fdz68e02a97¢...

QY
bBB456aba30066196447106... \‘J e0aba491782c8eaad318821e. .

OO

alm

& Application Data

File Edit View Favorites Tools Help

Q Back ~ ? /.- ) Search Folders E]v

Address |\ C:\Documents and SettingsitesteriLocal Settings\Application Data

Constant naming convention:

~

File and Folder Tasks A // Microsoft // Mozilla
'

) Make a new folder
&) Publish this folder to
the Web ynfucyvu.dll
&4 Share this folder

https://github.com/hasherezade/bunitu_tests/wiki/Bunitu-Gallery

& //’ Sentra nt MalwareL‘;i';@s%J
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Bunitu Installation

ﬁWindows Security Alert | =2 |

Windows Firewall has blocked some features of Windows host process (Rundll32) on all public
and private networks.

] Name: indows host process (Rundll32
wweed  Publisher: Microsoft Corporation
Path: C:\windows\system32\yundll32.exe

Allow Windows host process (Rundll32) to communicate on these networks:
[] Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

[ @) Allow access ] [ Cancel

The installer often crashes at the end

°°

Oo

The standard proxy services require
inbound connections. There is no
privilege elevation exploit to silence
this.

B 015b39e626a3ed87ab001bl affec020e33514275e01fd363a086bffac6dddedS.exe | o | @ || R |

015b39e626a3ed87ab001blaffec020e33514275e01fd363a086bf...
has stopped working

Windows can check online for a solution to the problem.

< Check online for a solution and close the program
< Close the program

< Debug the program

‘ v | View problem details

) Malwarebytes
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Bunitu Host Persistence

# Registry Editor o |- E | (S|
File Edit View Favorites Help

.+, VisualStudio || Name Type Data
-+, VSCommeon o

>}, WAB

> -l WDExpress

s b whs —
4. |, Windows

4 - CurrentVersion

P : Artinn (Center
< \ m r < | m r

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

\_ 4z ) Sentrant
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Bunitu BotlD

During installation an unique bot ID Is
generated, and stored In the registry

¢ Registry Editor

File Edit View Favorites Help

@] Tracing A Name Type Data
#- Type 1 Installer [ab)(Default) REG_SZ {value not set)
] Userinstallable. driver || [os acvnchronous REG_DWORD 0x00000001 (1)
H g x::lic;v;i DIIName REG_EXPAND_SZ C:\Documents and SettingsitesteriLocal Settingsiapplication Datalynfucyu.dll
H Impersonate REG_DWORD 0x00000001 (1)

(] Credentials _
@ D GPExtensions MaxWa|t REG_DWORD 0x00000001 (1)

=] Motify [3B]startup REG_SZ ynfucyu
(32 arypt3zchain [88) zinkr axx REG_BINARY f6 1b 70 67 dé 6F c0 9d ad df

(] cryptnet
[ cscdl

(] scCertProp
(] schedule
(1 sclgntfy
(L sensLogn
(] termsry
(] wiballoon

& ]ynfucyu

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify\
BotlD = fb1b7067d66fc09daddf
k 44 Sentrant MalwarebytesJ
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Bunitu C2 Server Domains

if arg;Fiag_get_ip_ﬁrom_dns') '
{
var_dns_ip = ptr_0_ws2_ 32 gethostbyname{(char =)&unk_7FFEO008 - 1878896220);
if ( tvar _dns ip )
goto close_and_clean_up;
var real ip = sxx{ DWORD =**x){var dns ip + 12) = Bx16EC1A31;

s
i A
{
var real ip = arg 1ip; key
s
var ptr real ip = var real 1ip;

var hardcoded port real ip struct = 0x35000802;// port 53

C2 domains are hard coded in binary.

IPs these domains resolve to must be XOR with key to get real IPs.

Digital Advertising Integrity
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Bunitu Standard Proxy
Registration Protocol

164D6116 P

S5 1.023710000 164.127.231.183 62.212.66.85 TCP 68 49311 = domain [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=10947 TSecr=3669194520

6 1.024131000 164.127.231.183 62.212.66.85 DNS 112 [Malformed Packet]
7 1.101924000 62.212.66.85 164.127.231.183 TCP 68 domain > 49311 [FIN, ACK] Seq=1 Ack=45 Win=33312 Len=0 TSval=3669194596 TSecr=10947
8 1.105267000 164.127.231.183 62.212.66.85 TCP 68 49311 > domain [ACK] Seq=45 Ack=2 Win=29312 Len=0 TSval=10968 TSecr=3669194596

TCP segment data (39 bytes)

0000 OO0 04 02 00 OO0 OO OO OO OO OO OO OO OO0 OO0 08 OO0 ... vvvee tewnnnns
0010 45 00 00 60 Se 8e 40 00 40 06 ce a9 a4 7f e7 b7 E.. ~.@
0020 3e d4 42 55 cO 9f 00 35 5 43 74 40 44 6¢ bO 45
e5 23 Sb 00 0O 01 01
1800 ©

t0 05 00 0d 00 a7 54
00 00 00 00 00 b9 fo

Malwarebytes

\_ 4z ) Sentrant
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Bunitu Standard Proxy
Registration Protocol

68 57296 > domain [ACk
112 [Malformed Packet]

51 387.6766870(
52 387.6780990(

130.185.108.130
130.185.108.130

TCP
DNS

TCP segment data (39 bytes)

00 04 02 OO OO OO OO OO
45 00 00 60 le 84 40 00

00 OO OO OO OO OO 08 0O
40 06 cd 6e 6d f3 f1 76

82 b9 6¢c 82 df do 00 35
80 18 00 e5 e9 a6 00 OO

00 01 01 0O
67 67 ab a0 32 05 00 3a 02

24 49 75 of 95 1la fd 4f
01 01 08 Da 00 09 6b 33
0[oj0O1 OO OO OO OO OO OO
t6 1b 70 67 d6 6t cO Sd|

8d fO 00 00O 0O 0O 0O OO

ad df

00 00 OO0 00 00 0O

00010100 00010000 00000000 = header (hardcoded)

67 ab = socks proxy port (little endian -> 0xab67 = 43879)
a0 32 = http proxy port (little endian -> 0x32ab = 12971)
05 00 = hard coded value

3a = minutes since last reboot

02 = hours since last reboot

fb1b7067d66fc09daddf = botlD
8d f0 = hard coded unique to each version of the malware

entrant

Digital Advertising Integrity
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Bunitu Tunneled Proxy
Protocol

13 (NO,B,NE,BE,NS, PO, GE,G)

send to C#CH#2

DUORD PTR . ST 9888 Co > 5 0 o Err 5 (GT)

DWORD PTR DS: ntdll.Rt Al locateHeap W B27F  Prec , 53 Mash 111111

1224 10836.46161( 95.211.178.145 164.127.231.183 TCP 68 domain > 47262 [FIN, ACK] Seq=1 Ack=1 Win=65520 Len=0 TSval=1267840651 TSecr=2719694
1225 10836.46529¢ 164.127.231.183 95.211.178.145 TCP 68 47262 > domain [ACK] Seq=1 Ack=2 Win=29312 Len=0 TSval=2719808 TSecr=1267840651

1243 10853.58754¢ 164.127.231.183 95.211.178.145 82 [TCP segment of a reassembled PDU]

+ -Optléﬁs: il%vﬁytés),-ﬁo:dperéflon (NOﬁ),VNo-Oﬁgratlon (NOP) , flmestamps
+ [SEQ/ACK analysis]
TCP segment data (14 bytes)

0000 OO 04 02 OO OO OO OO OO OO OO OO OO OO OO0 08 PO  ...veivee trenansn
0010 45 00 00 42 bd 9b 40 00 40 06 de 7e a4 7f e7 b7 E..B..@. @..~....

0020 Sf d3 b2 91 b8 9e 00 35 9e 58 c2 bc 2 42 af ce _...... 5 .X...B..
0030 80 18 00 e5 74 b8 00 OO 01 01 08 0a 00 29 f2 a0  ....t... ..... ) ..
0040 4b 91 b6 gb [FHCFIEVAEIIEEEREEEEENFEEY K. .. AR
0050 .

Malwareby:

\_ 4z ) Sentrant
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Bunitu Tunneled Proxy
Protocol - Registration

73 472.7460410(

TCP segment data (14 bytes)

0000 00 04 02 0O OO OO OO OO OO OO OO OO OO OO 08 OO0  ...vevrn trennnan
0010 45 00 00 42 54 ed 40 00 40 06 17 67 6d f3 f1 76 E..BT.@. @..gm..v
0020 Sf d3 of 25 dc 3e 00 35 9c 63 ea de 82 67 22 41 _..%

0030 80 18 00 e5 fb 7c 00 00 01 01 08 O

0040 71 93 47 0Oc [ENEEFTELE
0050

Oe 00 = Length of the message (little endian) -> 0x00e0 -> 14
fb 1b 70 67 d6 6f c0 9d = bot ID, truncated (without last WORD)
21 04 00 00 = command (0x0421) *start the proxy*

MalwarebytesJ

\_ 4z ) Sentrant
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After registration C&C
tests a bot by ordering
it to query Google

Bunitu Tunneled Proxy h

Protocol - Initialization

. . 759486000 TCP 118 [TCP segment of a reassembled PDU]
p 799.7589557000 95.211.15.37 TCP 68 49643 > domain [ACK] Seq=15 Ack=51 Win=29312 Lel

799. 763614000 _ 89.108.202.21 DNS 2| 72 Standard query 0xb289 A google.com
799.801820000 89.108.202.21  [EEEEINEEINEEE s | 88 Standard query response 0xb289 A 216.58.209.78
799.803705000 [EEEEEEEEEEE 216.558.209.78 TCP | 76 43396 > http [SYN] Seq=0 Win=29200 Len=0 MSS=14

799.843613000 216.58.209.78 NI Tc° | 76 http > 43396 [SYN, ACK] Seq=0 Ack=1 Win=42540 L.
b 799. 843698000 216.58.209.78 TCP | 68 43396 > http [ACK] Seq=1 Ack=1 Win=29312 Len=0 -

799.845141000 |[INEEIIEIE ©5.211.15.37  TcP 3[105 [TCP segment of a reassembled PDU]

85 799.983446000 95.211.15.37 IR TcP 4|105 [TCP segment of a reassembled PDU]

TCP segment data (50 bytes)

0000 00 OO0 02 OO0 OO0 OO OO0 OO 00 OO0 OO0 OO0 OO0 OO0 08 00
0010 45 00 00 66 6e 02 40 00 37 06 ec 21 S5f d3 of 25
0020 a4 7f d5 f6 00 35 cl1l eb 20 cd 89 4e 7a 22 00 lc
0030 80 18 04 11 09 f7 01 O 3 fo 2b
0040 00 15 Sd a9 f6 1b

2 ZILL L LS =

0050
0060 00 j4c 16 23 3c
0070 00 50 OC

2e 00 = Length of the message (little endian) -> 0x002e -> 46
fb 1b 70 67 = bot ID, truncated (without last WORD)

01 00 00 01 = command *test given domain*

4c 16 23 3¢ = session constant

01 = number of queries

google.com = domain to test

50 00 = port to query (little endian) 0x0050 -> 80

MalwarebytesJ

Sentrant
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Bunitu Tunneled Proxy
Protocol - Request

. 79330¢ 95.211.178.145
. 79392¢
46003 14604.80734¢ 91.103.137.65
46004 14604.80737:
46005 14604.80783t

[TCP segment of a reassembled PDU]
HTTP GET / 1437584680576/ rexdot.s? =90t
HTTP 1459 HTTP/1.1 200 OK (affication/javas
91.103.137.65 TCP 68 52721 > http [ACK] Sagq=8147 Ack=57:
95.211.178.145 DNS 1464 Dynamic update responfe Ox7931 Name
46006 14604.80786¢ 95.211.178.145 TCP 100 [TCP segment of a reasgembled PDU]
46007 14604.85157¢ 95.211.178.145 TCP 1464 [TCP segment of a reasgembled PDU]

46008 14604.85161( 95.211.178.145 IR > 672 [TCP segment of a reassmbled PDU]

46009 14604.85166¢ 95.211.178.145 TCP 68 46309 > domain [ACK] Sede6971932 Ac

21178.21.154.49

C&C orders a bot
to perform a
GET request

TCP segment data (1099 bytes)

P47 04 00 00

4b 66 05 00
00 2500001
38 34 36 38 30
6a 73 3f 6¢c =3d
75 63 59 6f 77
65 55 55 50 S5f ) fFZCMccF
61 34 35 4f 2e . b.878&et=
77 26 68 73 72 1 c=1&extr
66 72 3d 31 26 a=&f r=1& tz=- 1208

47 04 = Length of the message (little endian) -> 0x0447 -> 1095
fd e0 43 fd = bot ID, truncated (without last WORD)

03 02 02 02 = command *HTTP request*

d0 43 00 00 = proxy client ID

GET /... = request data

V ) Malwarebytes

\_ 4z ) Sentrant
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Bunitu Tunneled Proxy
Protocol - Response

46002 14604.79392¢ _

46003 14604.80734¢ 91.103.137.65

46004 14604.20737: [

46005 14604.80783t
46006 14604.80786¢

178.21.154.49
91.103.137.65
.178.145
.178.145

HTTP 1119 GET / 1437584680576/rexdot.s? [=90&1d=01T
HTTP 1459 HTTP/1.1 200 OK (application/javascript)
TCP 68 52721 > http [ACK] Sel=8147 Ack=5775 W1in=47360
1464 Dynamic update respon;e 0x7931 Name exists[Malf

TucYo

Bot performs ordered
request, packs it in the

0000 00 04 02 00 00 00 00 00 00 00 00 00 00 00 08 00  vevveeee veeennn.
: 0010 45 00 05 a8 35 a0 40 00 40 06 d1 88 6d f3 ad cf E...5.@. @...m
internal pI’O’[OCO| and 0020 Sf d3 b2 91 b4 e5 00 35 49 15 e5 _...... 5 ...

0030 80 10 05 a4 7f Sf 00 00 00 63 fo ad ..... ..
sends back to the C&C 0040 e2 03 de 99 90 05 00 00 00 00 00 00  ........
0050 ab

0060
0070

00 00

0080 no-cach
00390 ore..Pra
00a0 gma: no- cache..C
00b0o ontent-T ype: app
00cO lication /javascr
00do ipt; cha rset=utf
00eO -8..Cont ent-Enco
oofo ding: gz 1p..Exp1
0100 res: -1. .Vary: A
0110 ccept-En coding..
0120 P3P: CP= "BUS CUR
0130 CONo FI N IVDo O

90 05 = Length of the message (little endian) -> 0x0590 -> 1424
fd e0 43 fd = bot ID, truncated (without last WORD)

03 02 02 02 = command *HTTP request*

d0 43 00 00 = proxy client ID

HTTP /1.1 ... = response data

1

Sentrant
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A proxy but for what”

Who is using this and why?
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Proxy Honeypot

1. Reimplement proxy registration protocol in script
2. Find a good proxy intercept tool (mitmproxy)

3. Build our own proxy honeypot

4. 1))
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Bunitu Proxy Traffic

://whoer.net/imag
.

[ho content] 51

S iwhoer.net/1imac

[ho content]

://whoer.net/imag

[ho content] 455

://whoer.net/imag

[ho content] 449

://whoer.net/imag

[ho content] 44

://whoer.net/1image
[ho content] 473ms
:/ Awean, google-analytics. comd/r/__utm.

luuk.ﬂﬂg

'bg_top.1pg

‘'right_m.Jpg

ota_b.jpg

ocksS-1.g1if

'footer.jpg

text/html 370B 234ms

Simec.yandex .. ru/metrika/watch. Js

xt/html 184B 1.13s

S fcounter.rambler. ruf topl@@. scn?

[4103/4103]

Sentrant
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Bunitu Proxy Traffic... So Bad

Crime Forums
crdclub.so, verified.mn, etc

Testing Stolen Credentials
paypal, alibaba.com, royalbank.com, etc

Building Fake Dating Profiles
jdate.com, datehookup.com, match.com, etc.

& 44 Sga[/:dlg!:gegt mMalware J
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Bunitu Link to VIP 72

FECn &
] ,-'_'I__I__Im -

.comfcollect?y

publicéc

1mage:; F 358 106ms

http://check

http://

http://check2ip.com/flash. swf 7= x=56

application/x-shockwave-flash 3.C
http://checklip.co

image/ jpeg 12.06k
http://check2ip.com/leftw.g1f

[ho content] 30.1ls
http://checklip.com/x

[ho content] 11
http://checkZip.com/righ

[ho content] 30.1ls
http://check2ip.com/~

text/html 127
http://check2ip.com/

text/html 20B 14.2s

[4221/4221]

Sentrant
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What is VI

£
g
:

[™

DEMO (without access to premivm zone) 2 Days 3USD

12 USD

L
&
=]

Da s

Month - (250 TP toral usage fimir)

L
N
=]

30 Days 30 USD

Maximunt U-1 30 Days 41 USD

Maximum U-2 8 USD

45 Days
Maximun U-3 75 USD

Maximum U-4 100 USD

Jabber:
support

support

180 'Da_\p 169 USD

299 USD

HEEBEE 5
AEFIEE g
.-s. .45. }

Activate voucher

Promo Code: ok

Check your IP/DNS: [FREE - OpenVPN Lite]

@ 25 - for all ceryore!

Referral Program: Eam 10% from all referrals! Your personal link for referring people:
http:/vip72.com/?page=register&type=

OpenVPN Service:
dblvpn.com

Mirrors:

ATTENTION! All payments through PerfectMoney include a 15% processing fee

| Malwarebytes

\_ 4z ) Sentrant
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What is VIP/72

P country region aty uptime (hh:mm) speed timezone
UNITED STATES SANANTONIO  |&:2  f97 | 000 |

[UNITEDSTATES _ [MissouRt |- 343 [e8 [ o700
ATAISKYKRAL |- |83 99 [ +0%00] |
MEXICO  |DISRITOFEDE.. |-  [5:33  Jos | o600 |
[ARGENTINA | DISTRITOFEDE... [BUENOSARES [o0:16 |96 | 0300 |
Ay [womarpiA  [mmano [186  [e9 | +ono0 |
sovakta  Jzuma - 0000 lo3n  Je4 | +sonoo| |
ViETNAM _ [HooHrmind - 000 f249 00 Jos | +10:30 |
+01:00 ||
CROATIA zaREB  |u42 |0 | +ou00] |

+00:00 [ |

reset

IP: DOO .00 .0DO0 .000 |IP2geo
Get proxy by GEO Get proxy by IP

Next page Hostname mask: Get proxy by Host TrafficIN 1KB /OUT 0 KB

(@]
<L

VIP72 VPN Client

) Malwarebytes
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Confirming VIP72 Resale of
Bunitu Proxy Services

( €= ) @ vip72.com/access/index.php?action=SocksAndProxies&ReallP=1 - P fED LA

wip /2.com

Viewed proxies: 540, Limit views:

Socks / Proxy

Unique SOCKS port country: |

from the VPS honeypot .
DOWNLOAD SOCKS CLIENT and use 15000~ State \ Region: please select country

City: please select region
Search by: 2 D Activate fiter
On Line (hours): [CHEERG I

Reset search

Honeypot #2 _Honeypot n
(current) IP (onginal registration) IP

Jp—— Reply

2015-07-01 | 0.00
Begin Prevpage Nextpage End

*TOP Online: 18983

Total records: 1 (100%)
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Other VPN Services Involved

Proc... 7 PID Protocol Local Address Local Port Remote Address Remote Port State Sent Packets Sent Bytes Recvd Packets Rcvd Bytes
] System 4 UDP testmachine microsoft-ds * *
] winlogon.exe 612 TCP testmachine 12960 testmachine 0 LISTENING
—J winlogon.exe 612 TCP testmachine 43879 testmachine 0 LISTENING

testmachine

serverB032. megahoster. net domain ESTABLISHED

14,995,532

winlogon.exe

—) winlogon.exe 612 TCP testmachine 1068 http CLOSE_WaIT 2 894 8 9,826
7 winlogon.exe 612 TCP testmachine 1063 W ru http CLOSE_WAIT
] winlogon.exe 612 TCP testmachine 1138 232,34, https CLOSE_WaIT 4 719 24 33,384
~) winlogon.exe 612 TCP testmachine 114 £8.232.34.191 https CLOSE_WaIT 3 510 16 20812
] winlogon.exe 612 TCP testmachine 1146 £8.232.34.191 https CLOSE_WaAIT 4 719 22 3,271
~) winlogon.exe 612 TCP testmachine 1143 e ————————— https CLOSE_WaIT 4 718 1A 12,755
] winlogon.exe 612 TCP testmachine 1154 ip-8.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT 2 702 23 33,732
] winlogon.exe 612 TCP testmachine 1159 ip-8.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT 1 37 1 574
] winlogon.exe 612 TCP testmachine 1192 pl-webl.pl.mediainter.net http CLOSE_WaAIT
] winlogon.exe 612 TCP testmachine 1180 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT 1 399 8 10,373
] winlogon.exe 612 TCP testmachine 1188 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1176 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1184 ip-6.213-189-55-112.net.eco.atman.pl . p I http CLOSE_WaIT 1 454 1 2,054
] winlogon.exe 612 TCP testmachine 1181 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT 45 72,810
~J winlogon.exe 612 TCP testmachine 1183 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
~) winlogon.exe 612 TCP testmachine 1185 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1193 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT
~) winlogon.exe 612 TCP testmachine 1177 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT 4 7,039
] winlogon.exe 612 TCP testmachine 1186 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WAIT
] winlogon.exe 612 TCP testmachine 1182 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT 2 1,817
] winlogon.exe 612 TCP testmachine 1190 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT 1 454 5 6,192
] winlogon.exe 612 TCP testmachine 1178 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT 10 17,155
] winlogon.exe 612 TCP testmachine 1191 pl-webl.pl.mediainter.net http CLOSE_WaIT 1 574
] winlogon.exe 612 TCP testmachine 1183 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT
~) winlogon.exe 612 TCP testmachine 1179 ip-4.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT B 8,027
] winlogon.exe 612 TCP testmachine 1187 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT
] winlogon.exe 612 TCP testmachine 1193 http CLOSE_WaIT 1 392 1 469
] winlogon.exe 612 TCP testmachine 1204 1p-b.213-189-55-112.net.eco.atman.p http CLOSE_WaAIT 1 454 4 6,629
] winlogon.exe 612 TCP testmachine 1203 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT 1 470 3 51,382
~) winlogon.exe 612 TCP testmachine 1208 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1209 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WAIT
] winlogon.exe 612 TCP testmachine 1210 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1206 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaAIT
] winlogon.exe 612 TCP testmachine 1211 ip-6.213-189-55-112.net.eco.atman.pl http CLOSE_WaIT
] winlogon.exe 612 TCP testmachine 1207 i 18950, http CLOSE_WaAIT
] winlogon.exe 612 TCP testmachine 1224 I an ! .ggmegla.cz I http CLOSE_WaAIT 1 357 7 11,104
—) winlogon.exe 612 TCP testmachine 1215 .CZ https CLOSE_WaIT 3 1.021 56 101,004
] winlogon.exe 612 TCP testmachine 1227 I cdn3.bbmedia.cz | | http CLOSE_WaAIT 1 354 1 807
] winlogon.exe 612 TCP testmachine 1221 .31.20.04 https CLOSE_WaIT 3 1,069 5 5,142
] winlogon.exe 612 TCP testmachine 1228 185.31.25.90 https CLOSE_WaIT 3 1,030 10 10,975
Observations from PL client
k 44 Sentrant Malwarebytes
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4 O
Other Anonymizing VPN

Services Involved

Filter: http.request.method == "POST" v Expression... Clear Apply Save

No. Time Source Destination Protocol  Lengtl Info

29370 3442.280749( S5.134.210.132 HTTP 653 POST /Newltem/Preview.php HTTP/1.1
34138 3466.568687( 23.52.59.27 oCcsP S00 Request
34151 3466.678562( 23.52.59.27 oCsP 500 Request

QUNDDQT QTN D22V T7Vf(
pertext Transfer Protoco

POST /Newltem/Add.php/process HTTP/1.1\r\n
Host: allegro.pl\r\n

User-Agent: Mozilla/S.0 (wWindows NT 5.1; rv:38.0) Gecko/20100101 Firefox/38.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8\r\n

22 82 |8Q 277 Nr<o aSNN Ramact

Accept-Language: pl,en-US;q=0.7,en;q=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
ttp://allegro.pl/Newltem/Preview.php\ri\n
[truncated] Cookie: allcg=cla8cc; _ gfp 64b=-TURNEDOFF; cartUserld-S_ o ™ ® o, F R E =

Reterer:

Client’s browser using Polish locale (code: pl)
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Other Anonymizing VPN
Services Involved

Wireshark: HTTP object list - | d
Packet num 'Hostname Content Type Size

765 whoer.net text/html 18 kB
873 whoer.net text/css 12 kB
901 whoer.net image/png 12 kB
910 whoer.net application/x-javascript 17 kB
969 whoer.net image/x-icon 1150 bytes
1035 whoer.net text/html 215 bytes
1037 counter.rambler.ru application/x-javascript 6853 bytes
1097 www.google-analytics.com text/javascript 41 kB
1103 whatismyipaddress.com text/html 19 kB
1182 whoer.net image/jpeg 5854 bytes
1188 whoer.net image/png 2748 bytes
1195 whoer.net image/png 1120 bytes
1249 whoer.net image/pn-* 991 bytes
1258 whoer.net image/png 4347 bytes
1334 whoer.net image/qif 83 kB
1351 whoer.net image/png 1963 bytes
1388 whoer.net image/png 430 bytes
Help Save As Save All Cancel

Users often start surfing by checking their new IP address
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Distributors (Theory)

1) Register the bot
>
] <
4) Send command from

) ("3 the distributor

Infected B.uni’[u C2
Proxy Bot (I\/I|d<AJIIeman)

2) Notify appropriate
distributor (based
on bot’s geolocation)

3) Send commands to
my bots

Distributor
(ie. VIP72)

&// Sentrant MMalware J
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Risks on both ends

Infected machine owner:
® can be framed in a crime;
® have resources used without the permission

Proxy Customer:
e vulnerable for data theft and privacy violation;
® his/her traffic may be poisoned on the way

\_ 2;) Sentrant Q@mmware g
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The (lack of) Evolution In

Bunitu/VIP72

We first published a report on this malware
on August 5, 2015 there has been no
change from either VIP72 or Bunitu

\_ 2;) Sentrant Q@mmware _/
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Building On Our Research

GitHub This repository

E) README.md Update README.md

@ bunitucommon.py Update bunitucommon.py
[E) cnc1_test.py [INIT] Scripts added
[E) cnc2_test.py [INIT] Scripts added
EI util.py [INIT] Scripts added

Explore Features Enterprise Pricing
hasherezade / bunitu_tests © Watch 1
Scripts for communication with Bunitu Trojan C&Cs
) 5 commits & 1 branch 0 releases = 1 contributor
\ NB  Branch:master v bunitu_tests / + =
Update README.md
n hasherezade authored on Aug 3 at nit b26168d5d4 Ea

2 months ago
2 months ago
2 months ago
2 months ago
2 months ago

All of our tools are available on GitHub!

Sentrant
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Building On Our Research

:~/code/bunitu tests$ ./cnc2 test.py --host cldl.adsertnet.com --xorv
al 0x32BC236F
Bot ID:
06 e® 1lc eb 18 80 73 ac 31 QGO
#
XOR = 32bc236f

C&C#2 (Tunnel): 5.61.40.13:53
RESPONSE, 1len: 75

2e 00 OO0 Q0 06 e® 1lc eb GO GO GO GO OO GO OO GO GO GO GO OO OG1 OGO GO G1 GO GO OO
00 OO0 OO0 00 00 ec 7f la 3b 01 67 6f 6f 67 6c 65 2¢ 63 6f 6d OO 50 GO 15 GO GO ©

0 00 OO0 GO OO0 GO OO GO OO GO GO OO GO OO GO B0 O 65 ff ff ff ff

LEN : Ze 46

LEN : 15 21

Packages: 2

> DNS_QUERY: google.com

True

https://github.com/hasherezade/bunitu_tests/wiki
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https://github.com/hasherezade/bunitu_tests/wiki

Contact Us

Hasherezade (@hasherezade), Malwarebytes

Sergei Frankoff (@herrcore), Sentrant
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Image Attribution

e desktop computer by Creative Stall from the Noun
Project

* Cloud by Golden Roof from the Noun Project

e Skull and Crossbones by Ricardo Moreira from the
Noun Project

* Surveillance by Luis Prado from the Noun Project

e about by Amr Fakhri from the Noun Project
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