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ENJOY SAFER TECHNOLOGY
PUBLIC



Object-oriented file format

Program structure is kept in executable:
 Object (classes, methods, fields) in tables

)

bigTestSample_framework_2.exe

e Referenced with tokens in CIL
e User method names

= EFile: big Test Sample_framework_
2 exe
— [= Dos Header

= Mt Headers
= File Header
=l Optional Header
(=l Data Directories fx]

— [= Section Headers ]
F— | Import Directory
— |2) Resource Directory
— |2 Relocation Directory
— |2 Debug Directory

L= .NET Directory
= MetaData Header
A [El MetaData Streams

EP
(=] Tables Header
Tables

— (= #5trings

— & #US

— [E #3500

L— (3 #Blob

— '*i,Md'ess Converter
— 4, Dependency Walker
— 4, Hex Editor

— 9, identifier

— %, import Adder

— %, Quick Disassembler
— %, Rebuilder

— '*‘L Resource Editor

T[] [ =[] - [F]

[T [ ) [ [ [ [ [ [

-9 Module (1)

-0 TypeRef (42)

-0 TypeDef (5)

-{J) Field (3)

-0 Method (23)

----- =l 1-(Main)

----- =l 2-(.ctor)

----- = 3 - (WriteSomeInfoOnConsole)
----- = 4 - (WriteStringOnConsole)
----- = 5 - (getImageFromRes)

----- =l & - (getTextFileFromRes)
----- = 7 - (getRsrcString)

----- = & - (doSomeConvertOnString)
----- =l 9 - (doSomeStrangeBeep)
----- = 10 - (startTimer)

----- = 11 - (stopTimer)

----- = 12 - (.ctor)

----- = 13- (.ctor)

----- = 14 - (get_ResourceManager)
----- = 15 - (get_Culture)

----- = 16 - (set_Culture)

----- = 17 - (get_Image1)

----- = 18 - (get_someTxt)

----- = 19 - (get_String1)

----- = 20 - (add)

----- = 21 - (mul)

----- =l 22 - (getRand)

----- = 23-(.ctor)

-3 Param (3)

i) MemberRef {50}

-] CustomAttribute (18)

-J) StandAloneSig (12)

-{J) PropertyMap (1)

-{J) Property (5)

- MethodSemantics (&)

- Assembly (1)

- AssemblyRef (3)

) ManifestResource (1)
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Object-oriented file format 5D P )
En.i'. Method (23)

. . e [E] 1 - i
Program structure is kept in executable: @ EEET;
* Object (classes, methods, fields) in tables -l 3-(WriteSomelnfoOnConsole)
. _ : be[E] 4 - (WriteStringOnConsole)
 Referenced with tokens in CIL @ 5-(getimageFromRes)

---- 2] & - (gefTextFileFromRes)
..-[2] 7 - (getRsrcString)

e User method names

IL_@#826: callvirt instance void bigTestSample.TestCases::WriteStringOnConsole(string)

L_00000025: &F 04 00 00 05 callvirt 0x05000004

6F|04 00 00/06| '« token

MethodDef table
4th entry in the table
opcode
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Analysing .NET samples

e Static analysis (decompilers)
good for non-protected samples,
bad (or imposible) for obfuscation

 Deobfuscators
support for every new version
problem with patched or custom packers
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Analysing .NET samples

e Debugging

symbols, runtime sources
winDbg + sos.dll plugin (/bpmd, !dumpmd)

 Other
emulating, profiling, ...
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Packer — next layer loading

* Like old-fashioned native packer - decrypt & execute next layer
 .NET has special APl — Assembly.Load()

byte[] rawAssembly;
using (MemoryStream memoryStream = new MemoryStream())

{
manifestResourceStream.CopyTo(memoryStream);
rawAssembly = memoryStream.ToArray();

}

Assembly assembly = Assembly.lLoad(rawAssembly);
Console.WriteLine("Assembly loadedyn™);

assembly.EntryPoint.Invoke(null, new cbject[]

{
args
13 H

Console.WriteLine("Assembly inwvokedin™);

(some packers, bladabindi malware family, ...) wikipedia.org
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Packer — next layer loading

Assembly.Load() — solution — catching next layer MZ during loading

bp mscorwks!CLRMapViewOfFileEx + Ox26 "da eax" /

bp clr!AssemblyNative::LoadFromBuffer "dd (edx - 4) 11; da edx"

mscorwks —.NET ~v2.0 -2.0.50727

clr —.NET ~v4.0 -4.0.30319
Virtual: Ee=d= | Mead | Display format: | Byce= vl Frevious
02628480 [ i oo £f ££f 00 00 MZ. ... ... ... ... *
02628490 oo oo ao oo oo L. @, .
026a84a0 o0 ao oo oo o0 L
026284b0 o0 &80 oo o0 a0 L.
026a84cO dc od 21 54 BB L I..L.ITh|=

02628440
026a84=0
026=284£0
02628500

1= prograh canho
t be run in DOS

mode. ... 5.

(esE)
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Packer — next layer loading

next hint (AV):

Loaded MZ is kept in memory — it can be monitored:
 New-allocated memory region

e Mapped, RW

e MZ at the begin

Probably it is executable loaded with a call to Assembly.Load() ©
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User strings

token

7201 000070

UserString
position in #US stream
opcode

#US (UserString stream):
Offset | 0O 1 2 3 4 &

=
oooooono 5 5
oooooolo 61
oooooozo £ 3
oooooo3o
oooooo4o

noooooso |k
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User strings - obfuscation

[ldstr ".net testSample - console version - v1.8\n\n"
What do the packers do?
ldc.i4 24

call string Q6vMeDahMxaSGoElSo.RRPEURKAG3IYAIMBLAZ: :Njg7MFDGEEPSTAcERA1T (int32)

ldc.i4 -657948626
call !!@ "<Module>"::""<string>{uint32)
ldstr "EEEEEEEEEE"

ldc.i4 62823

call string 'E'::'B'(string, int32)

* Every Ildstr opcode is changed into call to decrypt method.
* Crypted strings are kept in:

=  Manifest resources
= Static data fields
= #US stream (crypted)

lgaﬁﬁ'.q;HMJyﬁramu-
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User strings - obfuscation
DecryptString methods are similar — they use:
o I!bpmd mscorlib.dll System.String.CreateStringFromEncoding

(confusers, eziriz, smartAssembly, cryptoobfuscator, codewall)

o I!bpmd mscorlib.dll System.String.Intern
(vano, babel)

o I!bpmd mscorlib.dll System.Text.StringBuilder.ToString *

(deepsee)
* used also by runtime

Ibpmd — (sos.dll) breakpoint for NGENed method
Ngen.exe - The Native Image Generator
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User strings - obfuscation

Classic strings (/dstr opcode)
* bp mscorwks!GlobalStringlLiteralMap: :GetStringlLiteral \
bp clr!StringlLiteralMap: :GetStringlLiteral

0lz204052
01204072

T.net testoamnple — cons=ole verzio
*n — w1.0. "

eax=0053deall ebx=1U033edc ecx=005%3deal ed=z=0U053dbac e=1=0053=940 =d1=00000000

geip=792314d5 e=p=003323k0 =bp=0033=23f0 i1opl=0

c==0023 ===002b d==002b e==00Zb f==00%53 g==002bL
nscorwks!GlobalStringliterallap: :GetStringliteral |

nv up 21 pl nz na pe nc
ef 1=00000206
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API - in CIL code

Obfuscation:
e Hide CIL code

= Restore with Module::.cctor()
= Restore with CompileMethod() hook

 Flow obfuscation

= Confuse decompilation and byte patterns
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RE: Object-oriented file format (v )

Executable
4 ) 4 )
CIL
Source code ,
(C#) » (Common Intermediate
Language)
N~ < & 7 y

Compilation

The CIL is crypted in executable

The code must be ready for JIT

The first execution of
particular method

Native code

- Execution
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APl —in CIL code

Hide CIL code - solution — catching API during JIT resolving

bp mscorwks!MethodTable: :MapMethodDeclToMethodImpl "!dumpmd dwo (esp+4)"
bp clr!MethodTable: :MapMethodDeclToMethodImpl "!dumpmd ecx"

'DumpMD <Method Descriptor>

->» 5S5howa Method Deacriptor info. We can see Code Address if method sos.dll
i3z jitted.
Method Hame: Sv=ten. Math Maz(lUInt3Z, UInt3Z)
Clas=: 721b2db4
MethodTable: 725d4d0%czc
mdToken: Oe000f22
Module: 2121000
I=Jitted: vES
i_odedddr: 72c34070
Transparency: Transparent
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How to use it?

Windbg scripts
https://bitbucket.org/marcin_hartung/vb_unpackyourtroubles

VB whitepaper
%% runtime 4.8 - set breakpoint for display calls
block
1
%% comment - load with $%><c:‘\wdbgiapi_v4.wds
zxe 1d clr
E
doordll -u -1
Jloadby sos clr
bp clr!MethodTable: :MapMethodDeclToMethodImpl "!dumpmd ecx"
y
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How to use it?

Next work — standalone analyser (with hooking)
* Internal runtime methods — hook by byte patterns
* Ibpmd problem — NGENed functions (undocumented, complicated)

 Ildumpmd problem — Method Descriptor object must be parsed
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References

 CFF explorer
* |LSpy
e Msdn
* _.NET sources

More in the whitepaper...
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Thanks!
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