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Screen Lockers not Covered
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7% YourProvider: British Telecommunications

Location: United Kingdom , London

Police Central e-crime Unit

wzPCceU ': 3 Pr 38 cie-me

@© Your COMPUTER HAS BEEN LOCKED @

The work of your computer F <en suspended on the grounds of un ' cyberactivity.

Possible violations are described below:

Article - 174. Copyright
Imprisonment for the term of up to 2-5 yea
(The use or sharing of copyrighted files). A fine from 18,000 time violation may not L st-time

Article - 183. Pornography
Imprisonment for the edki Up to 2-3 years
(The use or distribution of pornographic files). A fin”

Article - 184. Pornography involving cmldren
Imprisonment for the term of up to 10-15
(The use or distribution of pornographic ﬁ(ES) A fine fro

Article - 104. Promoting Terrorusm

Imprisonment for the terr of up to 25 years without appeal
(Visiting the websites of terrorist groups). A fine from 35,000 up
property confiscation.

Article - 6. The distribution of irus programs
Imprisonment for the term of up to 2 years

(The development or distribution of virus programs, which have caused harn.
computers). A fine from 15,000 up to 28,000 G

Article - 113. The use of unlur.ensed sonwam
Imprisonment for the term of up to
(The use of unlicensed software). A ﬁne Vrom 000 up to 22,000 GBP.

Article - 99. Cheating with paymen( (ards carding
Imprisonment for the term of up to

(The operation with the use of paymem vt cand or It details which w
confirmed by the holder). A fine from 30,000 up to 75,000 GBP
confiscation.

Article - 156. Spamming pornaqraphlc content
Imprisonment for the term of up to 2 ye:

(Spamming pornographic content by s oY
16,000 up to 38,000 GBP.

ALL ILLEGAL ACTIVITIES CONDUCTED THROUGH YOUR L.
RECORDED IN THE POLICE DATABASE, INCLUDING PHOTOS
CAMERA FOR FURTHER IDENTIFICATION. YOU HAVE BEEN REv
PORNOGRAPHY INVOLVING MINORS.

: This fine may only be paid v. «ours, if you let 48 hours pass without
payment, the possibility of unlocking your co.  ter expires. In this case a criminal case against

you will be initiated automatically.
Video-recording:
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Our Targets — File Encryptors I(7

COMPUTING

Your personal files are encrypted!

=] |_} lin p “our files have bean safely ercryptzd an this PC: phatos, videas, documents, ete.
IFyerri, Click "Shiow encrypted files” Buton to view acomplete st of encrypted files,
S and you can personally varify fis.

Encryption was produced using a unique public key RSA-2048 generated

for this computer. To deorypt files you need o cotain the private key.

The only copy of the privatz key, which will aliow you 10 decrypt your files,

is located on a secet sanvee in the Inlemet; tha sarver will eliminalz te ey
(Lol W o g (=R |[Wl =fter 2 time perind specified in this window.

be doubled on: Dince this has been done, nobody will ever be able to restore files...

- In order to decrypt the files press button to open your personal page

4}‘ 22,! 2015 File decryption site | and follow the Instruction.

5 y in case of "File decryption button® malfunction use one of our gates:

Tirr t: 95:41:37 http:/ /34rGho26g2he kzj.42k2b14.net

Your personal files encryption produced on this compute: https:// MHreha26q2hikej.tordweb fi

documents, etc, Encryption was produced using a unique| Use your Bitcoin address to enter the sites

generated for this computer. IMDwLUSwarl Deszkhx 41 sWBHGDTACSINXg

To decrypt files you need to obtain the private key. Click to copy address to clipboard |
The single copy of the private key, which will allow to ded if both button and rasarve gata notopaning, please fllow he steps:

3 secret server on the Intemet; the server will destroy ¢ “fou must install this browsar wow ororoject.org/oroiects forbrowsar. html.en
specified in this window. After that nobody and never will Afer netalation,run the browssr and enter address 34reha2eq2haikz)onion

Followy the Insfruction on the web-ste, Wie remind you that the sooner you do so,
AT LR ETINCE Yo obtaln the private key for this computer, which will auty e more chances are laft o recover the files,

destroyed on you need pay 1 Bitcoin (~237 USD) Any attempt to remove or corrupt this software will result

You can easily delete this software, but you must know in immediate elimination of the private key by the server.
never be able to get your onginal back.

Disable your antivirus to prevent the removal of this so Click for Free Decryption on sile

<SR For more information on how to buy and send bitcoins, did
T open a list of ancoded files, cick ‘Show Files'. Show files
65:44 Do not delete this list, it will be used for decryption. And d

o carrat

Your Personal files are encr

Enter Decrypt Key

Recelved

Checking waller

.]_“l now | Pay with Rizcoin

3 [ I]“If—?-.’ JIMCT Ol WY LI WAV WL RO
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Once Bitten... I(7
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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files until
you pay and obtain the private key.

If you see the main locker window, follow the instructions on the locker. Overwise, it's seems that
you or your antivirus deleted the locker program. Now you have the last chance to decrypt your files.

Open http:/ / ohmvad4gbywokzgso.onion.cab or http:/ /ohmva4dgbywokzqso.tor2web.org in your
browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:
1. Download Tor Browser from http:/ ftorproject.org/

2. In the Tor Browser open the http://ohmva4gbywokzqso.onion/
Note that this server is available via Tor Browser only. Retry in 1 hour if site is not reachable.

Write in the following public key in the input form on server. Avoid missprints.

Follow the instructions on the server.

These instructions are also saved to file named DecryptAllFiles.txt in Documents folder. You can
open it and use copy-paste for address and key.

...Revenge is Best Served Cold




Static Detection Difficult — Packer
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Process Injection — Implications for I("

Dynamic Blocking COMPUTING

Into spawned non-0OS process —
* Potential loss of process context - complicates
behaviour tracking and blocking o

Into spawned or running OS process — an opportunity
* Untrusted process injecting into explorer.exe or
z\ -~

svchost.exe, etc.
* OS process encryption-writes to target files ‘%‘

* Presence of encryption/hash algorithm artefacts in
OS process space
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Typical Encryption Lifecycle

Internet COMPUTING
Master boundary
public I
key !
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m 4
3
Master
public
key
C&C
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Session key
(“cemetric”)

Master
private
key

Local machine
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Assumptions
@ Ransomware bypass first-line defences

| ' OS privilege-control features do not abort the
\ infection

—

V'A Ransomware EXEs come from untrusted sources

@ Only user mode components are involved
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Modus Operandi
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LA
L

LOCATE

= TARGET
€
N\

TAKE 5 DEMAND
HOSTAGE RANSOM
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Generic Ransomware Tracking I(J
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Interception Points

* |RP_MJ CREATE

* |RP_MJ DIRECTORY_CONTROL

* |RP_MJ_WRITE

 |RP_MJ_CLOSE /IRP_MJ CLEANUP

 PoC intercepts using Filesystem Minifilter
architecture.
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Of Triggers & Contexts.. I(7
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* Trigger Point : Dir Enumeration

* Process-Level Context ?
Qm/\ — Few Inject code into OS Processes
JO

<

it — |Insufficient..

e Thread-Level Context ?

fmﬂ — CTB Locker - Multiple Threads split work
> — Insufficient..

* Code-Block Level Context ?
— Threads originate from same code-block
— Sufficient to track & prove intent
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Nail in the Coffin
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* Write Monitoring — For Encryption

 Known Binary File Type
— Change to Unknown file-type detected

%

* Unknown/Text File Type

— Increase in entropy detected

e :‘:'..
"o._v":o’“"
“r ‘J ‘. ’:’ 2y
B .:b; ’.t 2
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Minimizing the Damage

.+ 1/0O Buffering (In-Memory Backup)
— Handle based on detection

 Maintaining Journal

Most Ransomware move the encrypted content
to <FileName>.<RandomExtn>

Maintain rename/move actions history

Revert changes post-detection

www.k7computing.com



K7

COMPUTING

DEMO
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Mitigating the Risk

Q

<S

o LD

False positives -~

T

Tighten process context:
— Executables from external sources, e.g. Internet
— Untrusted exec path, e.g. NOT from Program Files
— Exclusions based on Digital Signature, etc.
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What about Android Ransomware )/
Encryptors? Ay O

Simplelocker

Bavanee Bau renechon Same detection framework applicable

3abnokupoBaH!
YcTpolicTBo 3a6N10KMpOBaHO 3a

NpPoCMOTP M pacnpocTpaHeHne . | N t h eo ry

JAeTcKou nopHorpachuu, 3oochunum U
APYruX U3BpaLL,eHui.

In practice however...

User Apps
He 3abypaTe B3ATb KBUTaHLMIO!
Mocne noct YNAEHUs ONnaTbl Balle YCTPOWCTBO
ByneT pa3bnokMpoBaHo B Te4eHun 24 yacos.
B CNYYAW HE YMJIATbI Bbl MOTEPSETE HA
BCET A BCE JJAHHbIE KOTOPbIE ECTb HA BALLIEM
YCTPOWMTBE!

Low-level interception not possible

www.k7computing.com

[na pa3bnokupoBku BaMm HeoBX0AMMO ONNaTUThL
260 I'pH.
1. HaiguTe 6nuxailumnin TEpMUHAN NONONHEHWUS
cyeTa.
2. B Hem Hanaute MoneXy.
3. Beegute 380982049193.
4. BHecuTe 260 rpuBeH U HAXMUTE ONNAaTUTD.




Windows Ransomware Encryptors I(7

MUSt Die COMPUTING
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