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= modern operating systems require digital signature on
system software before it is installed
— drivers, OS updates, ...

= advanced attackers (APTs) started to use malware signed
with compromised keys or fake certificates

— kernel drivers used by Stuxnet and Duqu were signed with
compromised keys of otherwise legitimate hardware
manufacturers

— Flame appeared to be a signed Windows update; certificate chain
contained a fake certificate that looked like a valid Microsoft
certificate

CrySyS Lab, Budapest
www.crysys.hu



Motivation

" more recent examples

— Winnti (2011, 2013)

* in 2011, the group infected players of a popular online game via a malicious
game update signed with the possibly compromised code signing key of a
South-Korean game vendor

- attacks against South Korean social networks Cyworld and Nate in 2011
used a Trojan that was digitally signed using a certificate stolen from a
Japanese gaming company

- adigital certificate of the same company was used in 2013 in Trojans
deployed against Tibetan and Uyghur activists

— return of Wild Neutron (2015)

» successful cyber espionage attacks on companies such as Apple, Facebook,
Twitter and Microsoft in 2013

- attackers returned in 2015 and used a dropper that was signed with a stolen
and still valid code signing certificate belonging to Taiwanese electronics
maker Acer

= problem: standard signature verification procedure does not allow
for detecting key compromise and fake certificates
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= augment the standard signature verification workflow with
additional services that help to detect malicious software

— provide reputation information on signers and signed code
* Is this a known signed software?
« What do we know about it? (e.g., Virus Total score)
 How many other users have requested information about this software?
* Is this software has a known signer?
» What do we know about pieces of software it signed before?

— notify key owner when a new object signed with a specific key is seen

* this makes it possible to detect key compromise and fake certificates
relatively quickly

* build a system that provides the necessary infrastructure and
mechanisms for these additional services
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Use case: Checking signer reputation

com.harvesters.linkupwow
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Use case: Checking signer reputation
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Use case: Checking signer reputation
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what else has ivan signed? 1010
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2 com.androidemu.harvemml1
com.androidemu.harvespmxd
com.androidemu.harvedragon3
com.harvesters.linkupwow
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Use case: Checking signer reputation

com.androidemu.harvemml1
com.androidemu.harvespmxd
com.androidemu.harvedragon3
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Use case: Alerting key owners
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Use case: Alerting key owners
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Use case: Alerting key owners
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Approach

= develop a large database that can store millions of signed objects
— Portable Executable (PE) files
— Java Archives and Android Packages (JAR/APK)
— public key certificates

» provide services built on top of the database
— simple queries for file hashes
— complex queries based on object attributes
— visualization of relationships between signed software and certificates

— alerting users when the system encounters an object matching some
pre-registered criteria

= provide a web based and a programmatic (JSON) interface to the
services

= collect signed software and certificates massively
— proactive crawling of public sites and repositories
— allow for uploading objects by users

CrySyS Lab, Budapest 12
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System architecture
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ROSCO DBs

» Hadoop cluster of 6 nodes

JobTracker

— 1 name node, 5 data nodes
— 100TB total disk space e oo

MariaDB (port 3306) e Roles:
. . Tornado (post 5678) Secondary NameNode | | ————r -—
— ~33TB effective capacit oot Cra
Content Crawling RegionServer RegionServer
Script running TaskTracker TaskTracker

» HBase database —

— open source, no-SQL, S, e
distributed DB

— tables for object attributes and
relationships between objects

DataNode2
IP: 10.85.33.2

» regular SQL database oy S, Do
— meta-data of objects
— alert filters
— user and session data S e, —

CrySyS Lab, Budapest
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Object types collected

= X.509 public key certificates

— millions of certificates collected (~60 million) by

 acquiring available collections (e.g., SSL Observatory) and using ZMap
 extracting certificates from signed software

» signed Portable Executables (exe, dll)

— thousands of files collected by

 crawling public software repos (e.g., SourceForge)
» browsing OS distributions
« filtering malware feeds

» signed Java Archives (jar) and Android Packages (apk)
— thousands of files collected by crawling third party app stores

CrySyS Lab, Budapest
www.crysys.hu
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Pre-processing modules

* each object type has its own pre-processing module that
parses the object and inserts appropriate data in the DBs

* parsing process may invoke other pre-processing modules

— e.g., PE file may have certificates embedded, which are passed to the
pre-processing module responsible for certificates

» duplicates are checked before inserting data into the DB
— crawlers may return objects that have already been stored
— In case of duplicates, only meta-data is updated

» relationships to already stored objects are identified when
Inserting a new object
— 1S the new object signed with a known public key?
— 1If the new object is a certificate, does it contain a known public key?

CrySyS Lab, Budapest 16
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Relationships between objects

= can be represented by a directed graph
— three types of nodes: certificate, public key, signed software

— two types of edges:
« certificate > public key: certificate contains the public key
» public key - signed object : public key verifies signature

= example:

CrySyS Lab, Budapest
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Relationships between objects

Graph representation of connected signed objects 4= Previous graph | 88 Download as SVG | ¥ Download data
6 Nodes Edges
PY B Fubiic key Public key — SO Completely verified
Certificate Public key «— SO: Contained
PE Public key «— SO: Self signed

JAR

. . APK
Details

. ID Data
. 0 Hash: 51297AD59754545443RDAFLOTEES244F0FF4EE4512CAEF4DEECSFRALA0RE 1460
'. Vendor: Sun Microsystems Inc.

Package name: com harvesters linkupwow

Filename: com harvesters linkupwow_093124 apk

1 Hash: 14E£7341980CTE31E541ECEBOSEEBCZEBR03T46F0E4RFSBERLI401EBE34CEE15C42F

£ Back to list view Type: RSA

Length: 1024

10 Hash: 14ER22D3R0CBRERSDC1TREBEICRTFES06RFDESDZEFTZFS5E5RCE645EEUETTERLAC
Issuer CN: ivan
Subject CN: ivan
Valid from: 2011-04-16 11:28:45
Valid to: 2066-01-17 11:28:46

Issuer C: 7H

CrySyS Lab, Budapest Subject C: ZH
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ROSCO web-based interface

https://rosco.crysys.hu Jo W =

Q Search ~  #*Upload ‘™l Alerts 2 testuser G+ Log Out

~

the same features are also available via
the JSON interface of ROSCO!

M
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Search options

Tll SCO Q search ~ # Upload ol Alerts O Info ~

<+ General hash
—> [ECERT

82 JAR/APK
—> & Public key
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Certificate search

X.509 certificate fields

and estensions
CERT —\ / ‘/

‘ --- Common attributes --- V v o+

Frefix search is case sensitive
« suggested when yvou exactly know what to search

Mot prefix search is not case sensitive
« sugoested when you not exactly know what to search

Timeout for searches:

g
60 sec

Mot given parameter: NULL
Malformed parameter: MALFORMED

CrySyS Lab, Budapest
www.crysys.hu
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Certificate search

CERT

Issuer C (country)

v

Issuer C (country):

Prefix search is case sensitive

« SUggested when you exactly know
Mot prefix search is not case sensitive
« suggested when you not exactly kn

HU| Res

ults - Al result: 6182

051650AT5ER4E20B2BR14CR2RIESAERTI205T3ERORDCF2SEEDBLI437R215E32
04EC4CE4FROBO46EADC49F2CR4DIDESFDC200ECDFBFFDESORBO3CIBFCEDIEES
6E6057354045624CT444AD00FAEIES2R0RDI2Z2EFDTARO4I45E02CEB2ECA0FEZG
AS4ERFCOZBCISESIIFAS]IZAG9D3TII9E015B125403CE31110223ED69EDRZCEATY
2347RR2427]10DFOERBROIE230R50E6EADG04ECF2TRAC]I TeFE4RRI ST4RRC500452
24B207TO3CE0CIEOT 50224 BE5ART2EERQIEFREZSI4ETORARARACIBEDSCAETROER
1FR2353C9TDADEEEEA] I SEETARAT 341 ERARSAIEFIA3ID52061DCE295E4ETIBBR
15F16D1 32042 6DTESSDA0OEAL34E844FC36554300C1BE2Z50TR1 1 DS TFAEEAEER

:]'* I-lJ
[RE}

5|

+++++++

+

Timeout for searches: *
60 sec *
Mot given parameter: NULL .

TEFZFIBA3FT47TB3AD3ADAR4F45]1 9CFASD3DFF2ABT1S509586437644C3B37TE1RD4 26

=+

Malformed parameter: MALFORMED .

-

CrySyS Lab, Budapest
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2TBRC21TF3I0DY0ECELIOECT41ER2E406E0363D1385D0C565DE408C0R2DERERAT]
1B517BSESCFDEDROCOO022B510C33CEDE34E5BFFTSOBDOCZDIECI43FESA133T5
De0ESDI9F43796 703360 9BCE3p02DRCTDE16CIEB0ESOCIERERTZBODRDODEDYZEE
2BEADBESRICOTEZZRFDIZ22CERBeTO1l0BERTS46TC20TDOF1e23FECE4T2C3610FFC
61540FPETAOES41CEQ4206DATECEREFFAS060013223RB5CTFAE2R1D4RAREIBSOERE
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Certificate search

» TEFZFIBE3FT47B3D3DO9R4F4519CFESD3DFF2E67155095E86437644C3B37E16D428 =

@ Jump to graph view

Metadata
Last viewed 2015-09-29 06:27:30

Uploaded at 2014-12-02 18:54:24
Uploaded from sslobservatory

Uploaded at 2015-09-17 06:23:31
Uploaded from sslobservatory

Queried counter 34
Certificate
Signed Object SHAT 3AB2B1B23E3498D8296C15BDD0205DFCDECY8278
Signed Object MD3 F3D3CBB2CBED94FBFAS3BEC1DOB2BICF
Version 3 /
Serial number 12345678 +
Walid from 2005-07-07 12:537:15 +
Walid to 2007-05-22 16:41:47 +
Issuer CN admin_starkingnet.hu +
CrySyS Lab, Budapest 23
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Certificate search

CERT

Serial Number v 4

Serial Number:

12345678 Results - Al result: 8

Issuer C (country):
HU

« 4FAQCEASDTBA0020EDICFFEG0BCSAGEDCE35376809D1ED043RACECTALETE3FDS
« TEF2F1BG3F747BID3IDAA4F4510CFE5DIDFF28715500586437644C3B37816D426 4o
« BBTAT543B2FD3COTDEFDETDA3246DEEICS SAEFERE] ODECEDSASTFECE035E016A o
. 225F3BAOSTD21FFEBRC2CAOFAR3ACERAL56443AF13615BDES358RFOFETRIEE2E 4o
Frefix search Is case sensitiv « 687BDCCEBELTEE452FF3L021C502353D26498C0R18FAOADT30CI0ESDF2EDESDE 4o
« suggested when you exact

« BERGDER4BE42F086308COARC24B5FET537CDDBATATE63CDES45FENS248D72284 ++
. 0C51C34588002884600FF10410487206A55052B044464285BF04C18F503E4018 4»
« 72061F38BEDA25C63209D06BA504CDE5FOARA168D06SDFBEAORZDIE5DECES06T 4o

Mat prefix search is not case
« sugoested when you not e

Timeout for searches:

H

60 sec
Mot given parameter: MULL “ .

Malformed parameter: MALF

CrySyS Lab, Budapest

www.crysys.hu



PE search

Type

Filename
Timestamp

Min OS version
Potential Malware

PE

- Filters ---

Prefix search is case sensitive
s suggested when you exactly know what to search

Mat prefix search is not case sensitive
« suggested when you not exactly know what to search

Timeout for searches:

g
G0 sec

Mat given parameter: NULL
Malformed parameter: MALFORMED

CrySyS Lab, Budapest

www.crysys.hu
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PE search

PE

Type

Type:
EXE

Frefix search is case sen
« Sugoested when vou &

Mot prefix search is not ci
« SuUggested when you m

Timeout for searches:

g
a0 sec

Mot given parameter: NU
Malformed parameter: M

CrySyS Lab, Budapest

www.crysys.hu

Results - All result: 3811

U4E4DEFCEBZe4AF TFFT1548F53Fe2T4D29CAT4EFDIS20D %6 FOTOESESESTO3RB100
B2F14FCl1A8175AB42CEIF1204006E2TAR46E0CRA100CE3BBY3ERERAOROOFTS4CERE
FZOlERF4RS61CEORR3346DBEEIEEEDRCEATFIBSID4ERSESIR3ITTD24ERERDR14 3
LERE504711178C2D54R306D3FEC]ITC3CDIBE369F4041CDRORADIFETO24R4BRCF
6ESEFTCDRCIZ307TBESDFCEZ1FDFAEBFSETEEDN1R1446309CES33E4TDIF1EEDDEFCC
104 2CEeOERCC2925B1E3BEEEBCCEFDS3TC4EDOCCCIB2ETTREBESEDOCRZCIFSETEE
TT3EDB32005B3F2TFERRRAGD RS0 15D 0ASIFO4Eae92BDCO213E21060CE0R350
TEoR4Z222REDEEZRRISESTOEEZTAFOO44D53FC111E2DDOC2A4ESER2ERBICRAS1G
157 21AFB2B245E9CO0FTCe4TDO0TEDT o646 30B9T7OD02T0025R23F2DC214AD24092
C3RADICFBZF0355BRASSTRBARASOCT2BEZADBTATIZ005FEES4IEFIRODA0AF4TCECS
OBFCF4T7EFLTRATOSBA TR ZBESEE4RS2E2T22FFRBET 16 3C2CDCFCIECFF3956 101040
6L3FDIEE1B4CFDeTEDZ31Co74406E00FC1EFE3TCCTCESTOEIERDOSFSEEFFIOET
11F7D7F4ESIDSCIICERDD] TFeDFFCARFADEBARTOROIEA304D4E0E09cE4426F 54
EFRSEESCE2TETeRCOD4Z3B2ROECDDBA3E5R4E14CBE T ToeDEIE0ESER4R46ETZTER

++++++++ 4+



PE search

Portabhle Executable
Signed Object SHA1 BoGA05EZ29D83805D1690642T70DCEAASTE0820DED

Signed Object MD5 3BCCATFOABD3G5ED415630CETDCB16DS

Type EXE _ : :
binary was obtained from a

malware feed (via bulk upload)
or

VT score > 33%

(a script regularly checks the VT
score of all stored binaries)

Timestamp 2011-03-17 10:22:54

Potential malware False

mMinimum OS version 50
Machine 332
Characteristic flags 33167

Minimum subsystem 5.0

Linker version 225
Signature i .
9 ) sha1WithrsaEncryption
algorithm
Certificates
Certificate 178439CcFIDICRIETFIAFCAF1193C4A84BEFIZ9FECROIAD01GRRTETZ1ITTARD1419
Certificate O5ECFZ04EBILS2020F2FFEIBI24CDETIEET26CT 00466 8CFO0TEZTCIFABT 2T
Certificate BO03E33TE2FCEEF23TFDEC24D0R0ERC4E5508 1 2R 4 1R TTFOZIDDAEDFODTEEDOR]
Certificate C977923CT7T71EIRG66CO25A2BEFS01T32E6TEDCOBETAFEGBFARCO39DIDORTIFOEC .
CrySyS Lab, Budapest 27
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Public key search

Type
Length

Public key \/

- Filters --- v +

Frefix search is case sensitive
« suggested when yvou exactly know what to search

Mot prefix search is not case sensitive
« sugoested when you not exactly know what to search

Timeout for searches:

g
60 sec

Mot given parameter: MULL
Malformed parameter: MALFORMED

CrySyS Lab, Budapest 28
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Public key search

Public key

Length

v

Length:
768

Frefix search is case sensit
« suggested when you exa

Mat prefix search is not cas
s Suggested when you not

Timeout for searches:

g
60 sec

Mot given parameter: MULL
Malformed parameter: MAL

CrySyS Lab, Budapest

www.crysys.hu

Results {Ail result: 51075 |l

* 94D6ASIFBS451060914323B080220C5F34FFS9BEODFRES
* DERIT44BCECOUOTAB4TESSEZS5408BRCTIRED on

e 30F6ORRR3IOBIF11IZRAD36R4300CS3E343AFADAREOTDIONE
= T1TECEGTDBl4120895F8404ACEFRoeBREEEB3S13ECS2DRETDDOERGEZBFFA4DOFSD
= 3D1109640ED32C3ER2008TARD3STIG4EC31425430B0ERE02ZEZTATTACTRIE3BCECE
e JC2Z2EZBDGDASEES3E0ETTORIBODOG0OCAFDEDTERSE03RASORARECCRCOD1IE5002DF2E
* C40302BRF2BD4361E25ERSDDTSRAEEEDROZEICAD2TRFDO4ES44R5DCRFA6002RCE
* O0BRIZOERGBAFDGEROSS4AESBOEEGEZTRA4TCSRIEEI4B1I1FCO1015044DRASE1IETAT
= 3085B312636415550068ED14B07FESE1LRTOFDOEEI4FEE03FeR0FAORIFTRAFEE
* 04Ra055B0FP30]104CR0CCREEQOFSCEERIEQIFEFOSRACBRDCI256309CR120196CFF]
» 3T7F52D3BEF35TRGRBSCI140CE4BDCARFDTRAOROF400BBRABESRTS531FES522D2E5ES
» Z25B0F33Ch3TDaeE02DEE]I4Ca0RA3E3RRSZTECSA3BEFCEF2FZFARIE4]1SESS6EEFE
» TAF4RTCTC2BDAI0125ER42CEODFAR24ER20ICRZCI2BDICFFDIDBES29T0RFETED
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Public key search

Lad

94L6RS1FBS 4513639%3359223

@ Jump to graph view

Type
Length

RSA modulus

RSA exponent

CrySyS Lab, Budapest
www.crysys.hu

C3FY94FF59BRE0DFB36569409]1 91 DEEZFED20 =

RSA

TGE

CT599A8BCASE3AZESSCDAABBA93T3322635208902D25ADCE3BC3B3

2D434B3B929DAECB31T754F55663EDF 3F82B91B8F25C0856DEDEZ 1A
A1763DAFOFA429EE3ACIDBCADDT3TF3TT2341FDD94734C28D4A4B

AB2475D45E2B484DE4397CC4341BBED
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Public key search — graph view

Graph representation of connected signed objects 4= Previous graph | B8 Download as SVG | ¥ Download data

6490EDOID1BECO1T
ompletely verified

8 Issuer CN: b4 b4 local
) ontained
Subject CN: b4 b4 local Self signed
7 Valid from: 2013-04-07 13:14:02
Valid to: 2023-04-05 13:14:02
2 Issuer C: NULL

Subject C: NULL

9 Hash: 40CBEDSFS0205767928F604B614A8188 TADO3F020314CDF6FT1D4B393ESD30FS
N 6 Issuer CN: b4_bd local
Subject CN: b4 b4 local

Valid from: 2013-04-01 11:54:35

Valid to: 2023-03-30 11:54:35

Issuer C: NULL
£ Back to list view
Subject C: NULL

1 Hash: 94D6R51FB54510608143R3B088220C5FE4FFS0BE0DFR3656948191DEEZFEDZYE

Type: RSA

CrySyS Lab, Budapest
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Subscribe to RSS feed

String alerts

Active Name Type Field Keyword Email MNotify RSS Matched
3 ’ ’ ' ' . rd
Microsec cert CERT v Issuer CN (common name) v Microsec buttyan@crysys.hu Vlewn -
m
+ Add alert
Active  Name Email Notify RSS Matched
vl Name CERT upload | Choose File | No file chosen rosco@crysys.hu (4] 4] x
« Save alert
DCT

CrySyS Lab, Budapest

www.crysys.hu



Why should anyone use ROSCQO?

= end-user
— ROSCO helps identifying potentially malicious software before it is installed

» singing party (CA or software maker)
— ROSCO helps detecting key compromise and fake certificates

= software platform operators (e.g., operating system providers and global
software service providers)

— they are also signing parties
— providing data to ROSCO helps to maintain trust in their platform

" Security companies

— ROSCO can be an additional source of information
« on end-user behavior (what applications they install?)
« on attack campaigns and trends in signing malicious code

» regulators and authoritites

— ROSCO can help them to derive statistics that can serve as an input when
defining global defense strategies and coordination mechanisms

CrySyS Lab, Budapest 33
www.crysys.hu




Potential limitations

= central database operated by a single entity
— needs to be trusted (= independent academic research lab)
— single point of failure (= only extends current PKI, not replaces it)

= database must be fed with new data all the time
— new signed objects (code and certificates)
— regular update of "potential malware” flags

= users should learn about ROSCO and be motivated to use it

— average user may not understand how ROSCO differs from Virus Total,
Google’s Certificate Transparency, or Microsoft SmartScreen’s Filter

* signing parties should learn about ROSCO and be motivated to
use it

— usefulness of the alert service depends on the upload rate of new
content and the overall coverage of ROSCO

CrySyS Lab, Budapest 34
www.crysys.hu




Related work

= Virus Total
— also allows for identifying potentially malicious software

— based on a completely different approach
« scanning submitted file with AV products

— does not detect new malware immediately
 ROSCO can identify fresh malware based on signer information

— however, unlike ROSCO, VT also works for unsigned software

- ROSCO complements the services provided by Virus Total

CrySyS Lab, Budapest 35
www.crysys.hu




Related work

= Windows SmartScreen
— a feature that helps to detect phishing websites and protects the user
from installing malware
» checks the visited sites against a dynamic list of reported phishing sites

» checks files downloaded from the web against a black list of reported
malicious software and a white list of well-known applications

— only works on Windows
— details are not public

« are digital signatures used to reduce false positives?
» does it use any other reputation information?

Windows protected your PC

Windows Smartscreen prevented an unrecognized app from starting. Running this app might put your PC
at risk

Publisher: Unknown Publisher
App: cleanmem_v2.3.2_setup.exe

CrySyS Lab, Budapest
www.crysys.hu




Related work

* Google Certificate Transparency

— makes it possible to detect
certificates that have been
mistakenly issued or maliciously
acquired

— based on three components

» Certificate Logs

— publicly auditable, append-only
records of certificates

* Monitors

— periodically contact all of the log
servers and watch for suspicious
certificates

* Auditors

— verify that a particular certificate
appears in a log

— similar concept but focuses only on
SSL/TLS certificates

CrySyS Lab, Budapest
www.crysys.hu

Cartificate
Authority

Certificate |
/ e | wrempes

@ example.com

DN

TLES handshake
(S5L cert + SCT)

(browser)

Monitors watch logs for suspicious certs
and werify that all logged certs are visible.

e Certificate owners guery moniters to verify that
nabady has looged illegitimate certs for their domain.

Auditors verify that logs are behaving properly; they
can also werify that a particular cert has been logged.

Monitors and auditors exchange information about
logs to help detect forked or branched legs.
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Future plans

* acquire more data
— continue crawling Z %Eﬁ
— develop collector apps a 0010

« browser plug-in  ROSCO

« mobile app
— collaboration
— build and run a Monitor for Certificate Transparency

= search for interesting anomalies and statistics in the DB

= open ROSCO for public non-commercial use

CrySyS Lab, Budapest
www.crysys.hu
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Interested in trying out?

R Registration - Rosco
¢« - C https://rosco.crysys.hu/register

iu SEQ Qsearch~ #Upload dlAerts @ info ~

[ or send an e-mail to: rosco-vb2015@crysys.hu ]

ROSCO - Registration

Where did you hear from us?

At a conference

BETA

[ please send feedback to: rosco-feedback@crysys.hu ]

CrySyS Lab, Budapest 39
www.crysys.hu
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Levente Buttyan, PhD
Associate Professor, Head of the CrySyS Lab
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