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ATM Malware on the Rise

 More than 3 million ATMs
e 8.6 billion cash withdrawals per year




European ATM attack statistics from 2011 to 2015

Total reported incidents Total reported losses
14K € 200M
7K € 100M
0 0
H1 2011 H12012 H12013 H12014 H12015 H1 2011 H12012 H12013 H12014 H12015

m Fraud attacks m Physical attacks

Source: http://blog.trendmicro.com/trendlabs-security-intelligence/atm-malware-on-the-rise/ ’] TREND,


http://blog.trendmicro.com/trendlabs-security-intelligence/atm-malware-on-the-rise/

Society for Worldwide Interbank Financial Transfers




Incidents Summary

e Attackers have in-depth knowledge on SWIFT
* Familiar how banks operate the system
 SWIFT codes are hardcoded in the malware

* Parse transaction messages and send fake
one



Before Financial Loss and Reputational Damage
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Sentry Stopper
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Target Region
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Since when?
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Earliest Sample - Feb 2009

Sun Feb B8 17:41:48 2086879 ||

Earliest Timestamp from configuration file
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Since when?
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How did they maintain foothold?
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Frequent Updates

Pretend to have normal traffic
Use legitimate Services

Stop the Sentry
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How did they maintain foothold?

* Frequent Updates

HttpPara=http: //sssssoges.com/admin/upimages/a_flow r2 c3.3pg
Httpvl=http://wes e .cn/images/L2.3pg

HttpMini=http: //Jesssecomgu.com/images/wiyb.jpg
Httpeé4=http://sass —mmu .com/images/wiktg.jpg

HttpEnumDll=http: / /e gy .com/images/gigiu.jpg
HttpGnaDll=http: //wes g .com/images/tcyb.ipg
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How did they maintain foothold?
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How did they maintain foothold?

* Frequent Updates

2] [ Name Type Data
(ab](Def ault) REG_SZ (value not set)

I | @ ar REG_BINARY 88 4b 33 bf ¢S 16 69 67 07 S5 a2 be 25 eb 8a c3 43 5b...
&%)BootCount REG_DWORD 0x00000042 (66)
(ab] Closetype REG_SZ abnormal
ab TypeName | REG_SZ 0
ab)ikey REG_SZ SOFTWARE\Microsoft\Windows NT\CurrentVersion|Wi...

< | 2BImesg REG_SZ

"-J ab)MiniTypeName REG_SZ rdvrfp.sys

10/7/2016
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How did they maintain foothold?

JPEG
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How did they maintain foothold?

* Pretend to have normal traffic

= Internet Protocol version 4, src: [N, Ost: 59.41.16.188 (59.41.16.188)
version: 4
Header Length: 20 bytes
@ pifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capahle Transport))
Total Length: 772
Identification: Oxa8d0o (43216)
@ Flags: 0x02 (bon't Fragment)
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (6)
# Header checksum: Oxdb0c [validation disabled]
Source:
=stination: 59.41.16.1
[Source GeoIP: unknown]
[Destination GeoIP: Unknown]
® Transmission Control Protocol, Src Port: 3573 (3573), Dst Port: 80 (80), Seq: 608, Ack: 1, Len: 732
® [2 reassembled TCP Segments (1339 bytes): #1009(607), #1010(732)]
o] ext Tr Protocol ' : :

+ GET / HT rr
Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-excel, application/vnd.ms-powerpoint, appl”
Accept-encoding: gzip, deflate\r\n

Acceptt-Language: en_us\r\n

TR o

ipdate.microsoft. ¢

content-Type: multipart/form-data\rin

user-agent: Mozi11a/4.0 (compatible; MSIE 6.0; windows NT 5.1; sSvA)\r\n

@ Content-Length: 732\r\n
connection: Keep-Alive\r\n
Cache-Control: no-cache\r\n

@ Cookie: MCl=GUID=1f4b375b%0dgej5fuzad S&LV=200778&V=4 09&HASH=5b37pgm01g55bad; A=I&I=AXUFCVBDIFIFACABWAARhREOSTEV7Sudyf72445:
\r\n

[HTTP request 1,/2]

The multipart dissector could not find the required boundary parameter.
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How did they maintain foothold?

| = :4.7.1 Ef=] B2
{ J File Edit VYiew Tools Message Help |"
* Use legitimate Services 2R
Reply All  Forward Print Delete Preyvious
From: may
Date: Tuesday, May 17, 2016 2:59 PM
To: =
Subject: T 471
Attach: [@J tplink2.bin (1.56 KB)
. =
Hello dawnd,
this 1s my personnal file
Regards
=
I Z
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How did they maintain foothold?

e Use legitimate Services

1IZA19458H 1 kb . ent
HOSTNANE:
OS:Microsoft Windows xp 5.1 Service Pack 2 (Build Z2688) Cdrive i3 FAT
Start UFP Tioe:201689%-108 16:42:230 Port:16M1 xk~1 1, shutdowun~_HBkCnt -8, LIHkCnt -8

Process~c:N_AU ToolzNO11lyDhgl 10NLOADDLL . EXE.TID~1364,. user~ Other is:
ProtectedsS 1s5:

szDriverlUersion=, kblUerzion=,

getw=,viacsk=,www=1,

Varing=BE FOUND ALERT debug=c:\_AV Tools\01llyDbhgl18~LOADPDPLL.EXE
IsinzideUMJare

http:// W inageZal . Jpg Status~128029

Decypt Save brror
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How did they maintain foothold?

* Stop the sentry
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How did they maintain foothold?

* Stop the sentry

Xor
push
push
push
push
push
push
mov
neg
sbb
mov
and
or
push
push
call

eax, eax
esi

eax ; hTemplateFile
2200006h ; duFlagsAndAttributes
3 ; duCreationDisposition
eax ; 1lpSecurityAttributes
eax s dwShareMode

al, [esp+18h+arg_4]

al

eax, eax

esi, ecx

eax, 4000060606h

eax, 800600066h

eax ; dwDesiredAccess

[esp+1Ch+1pFileName] ; 1lpFileName
ds:CreateFilen
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How did they maintain foothold?

e Stop the sentry

10/7/2016

loc_108024BDD:

Xor
lea

push
push
mov

push
push
call
push
push
push
push
call

eax, eax
ecxX, [ebp+BytesReturned]

eax s 1lpOverlapped
ecx ; 1pBytesReturned
ecx, [ebp+lpInBuffer]

eax ; nOutBufferSize
eax ; 1pOutBuffer
sub_108024CFF

eax ; nInBufferSize
[ebp+1pInBuffer] ; 1pInBuffer
9080A4h s duloControlCode

dword ptr [esi] ; hDevice
ds:DeviceloControl
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How did they maintain foothold?

e Stop the sentry

10/7/2016

[ C:\malwaredir\oldE J

!

C:\malwaredir\oldEC:\Avdir\oldE

/ \

C:\malwaredir
Junction > C:\Avdir\newE
C:\Avdir
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How did they maintain foothold?
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Stop the sentry

push
mov

sub

push
push
push
push
push
push
mov

push
call

ebp

ebp, esp

esp, 4Ch

§) ; hTemplateFile

86h ; duFlagsAndAttributes
3 ; duCreationDisposition
0 ; 1pSecurityAttributes
0 s dwuShareMode
800000006h ; dwDesiredAccess

eax, [ebp+lpFileName]

eax ; 1pFileName

ds:CreateFilen
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How did they maintain foothold?

e Stop the sentry
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[ Malware J

-

AV Service

l
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/—Exclusrve—kcms—\
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Was it always like this?
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Year Version Description
2009 3.5.6  Active monitoring of Specific AV and Firewall Processes
2011 4.1.5 First Sentry Stopper routine added
Keylogger implemented as a separate module
2012 4.3.3 AV and firewall process monitoring on demand
2013 4.6.5 Second Sentry Stopper routine implemented
4.7.1 Use of legitimate SMTP service
4.7.4 64-bit architecture support
Updated Steganography decryption routine
2016 49.A  Packed with PECompact 2.xx

Confidential | Copyright 2016 TrendMicro Inc. 27



Lateral Movement? A cac
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Lateral Movement?
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lea eax, [ebp+cp]
push eax
lea eax, [ebp+FileName]
push offset asS 3 “AVRS”
push eax s Char =
call _sprintf
push OFFFFFFFFh o £ 1) -
lea eax, [ebp+FileName]
push offset aRemoteregistry ; "RemoteRegistry"
push eax ; lpMachineName
call Start_target_Service
add esp, 18h
lea eax, [ebp+phkResult]
push eax > PhkResult
lea eax, [ebp+cp]
push 80066080662h ; hKey
push eax ; lpMachineName
call edi ; RegConnectRegistryfn
test eax, eax
jnz loc_160045D5
- —
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Lateral Movement?
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pop

push
push
push
push
push
push
call
push
push
push
lea

push
push
push
call
push
push
push
lea

push
push
push
call
add

lea

push
push
push
push
push
push
call
push
push
|push

esi

esi ; int

4 ; dulype

offset a1 w: agee

offset aStarthinstance ; “Starthinstance”
eax ; 1pSubKey

[ebpephkResult] ; hKey
Create_install_reg_key

esi ; int

esi ; duType
offset aWleventstartup ; "W EventStartup”
eax, [ebp+Winlogon_notify_knf]
offset aStartup ; "Startup”
eax 1pSubKey
[ebp+phkResult] ; hKey
Create_install_req_key

esi s int

esi ; duType

offset aWleventstartsh ; "W EventStartShell”

eax, [ebp+Winlogon_notify knf]
offset aStartshell ; "StartShell”
eax ; 1pSubKey
[ebp+phkResult] ; hKey
Create_install_req_key

esp, 48h
eax, [ebp+Winlogon_notify knf]
esi ; int

esi ; duType

offset aWleventshutdow ; "Wl EventShutdown™

offset aShutdown ; "Shutdowun™
eax ; 1pSubKey
[ebp+phkResult] ; hKey
Create_install_reg_key

esi s 1at

esi ; dulype
oFFSEL aKnfy d11 ; “knfy.dll"




Lateral Movement? Connected Machine
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What are they after?

Keystrokes
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What are they after?

|

File Server

k2 K
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CnC Distribution

ot

Ver
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Summary
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Multiple methods of data exfiltration

AV retaliation as opposed to stealth

Constant mapping of target environment

The need for better understanding of attackers
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Thank You.
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