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Volatility Framework (Mac profiles) 

Distributed OS X Malware 

The story of a compromised website 



The story 



OS X Malware Timeline 



Attacks Timeline 









• Removal of OSX/KeRanger implemented 

• Download moved to GitHub 

• Binaries and checksums split in 2 different 
locations  

• Investigation of incidents still ongoing!!!  

 

Transmission response 



1) How many downloads had the infected 
Transmission 2.90/2.92? 

2) How long (in hours) was the malicious bundle 
available for download in March/August? 

3) How did the Transmission team find out about 
the compromise in March/August? 

4) How many users use OS X version of 
Transmission in total?  

Questions of interests 



5) How did the attackers compromise the server? 
Which platform the attack went through?  

6) Is it possible that the attackers had access to the 
server all the time between the incidents? 

7) Transmission is a volunteer-based project. How 
many contributors does it have? Are there any 
roles within the team that are related to 
security? 

Questions of interests 



Incidents in facts 
Incident 1 (v2.90) Incident 2 (v2.92) 

Date 4th March* 28th August 

Number of downloads <1000 ??? 

Time ~32 hours   <36 hours  

# of hits ESET LiveGrid   0 1 

Reported by Palo Alto Networks ESET 

Binary signed on 4th March 28th August  

Certificate POLISAN BOYA SANAYI Shaderkin Igor 

Malicious component General.rtf Licence.rtf 

* Malware was pushed as update to clients!!! 
 



OSX/KeRanger 

(the first in-the-wild crypto-ransomware for OS X) 



OSX/KeRanger – Dynamic analysis 

• Install itself in 
%HOME_DIR%/Library/kernel_service 

• Stay hidden for three days 

• When activated, connect C&C and download data 
+ the RSA master key 

+ ransom message 

• Encrypt docs in /Volumes, /Users 

• Ransom message not displayed proactively! 

 
 

 
 



OSX/KeRanger – IoCs 

Network: 
lclebb6kvohlkcml.onion[.]link 

lclebb6kvohlkcml.onion[.]nu 

bmacyzmea723xyaz.onion[.]link 

bmacyzmea723xyaz.onion[.]nu 

nejdtkok7oz5kjoc.onion[.]link 

nejdtkok7oz5kjoc.onion[.]nu 

 

 

 

File system: 
%HOME_DIR%/Library/kernel_service 
%HOME_DIR%/Library/.kernel_pid 
%HOME_DIR%/Library/.kernel_time 
%HOME_DIR%/Library/.kernel_complete 
 too late :( 



OSX/KeRanger – Ransom message 

 

 

 
 1 BTC demand 

 Wrong grammar 

 Missing words 

 Wallet  never used 1Lhgda4K77rFMTkgBKqmsdinDNYYVbLDJN 



OSX/Keydnap 

(a backdoor that exfiltrates victims’ credentials from their keychains) 



OSX/Keydnap – stages 

 

1. Downloader 

2. Backdoor 

3. Authd_service 
 

 

 



OSX/Keydnap 
Downloader 

Stage 1 



OSX/Keydnap – Execution obfuscation 



 

 

 

 



OSX/Keydnap 
Backdoor 

Stage 2 



OSX/Keydnap – Dynamic analysis 

• Achieving persistence 
 ($USER)/Library/LaunchAgents/com.apple.iCloud.sync.daemon.plist  

• Creating working directory 
 Library/Application  Support/com.apple.iCloud.sync.daemon 

• Camouflaging itself in ps output   

 

 

 



• Used Keychaindump PoC to steal keychain 

• Used Tor2Web proxy to communicate with C&C 
server 
• g5wcesdfjzne7255.onion  

• r2elajikcosf7zee.onion 

• Version 1.5 use standalone TOR client 
• t4f2cocitdpqa7tv.onion/api/osx 

OSX/Keydnap – Dynamic analysis 



Command ID Description 

0 Uninstall Keydnap and quit 

1 Update the backdoor from a base64-encoded file 

2 Update the backdoor given a URL 

3 Decode and execute a base64-encoded file 

4 Decode and execute a base64-encoded Python script 

5 Download and execute a file from a URL 

6 Download and execute a Python script from a URL 

7 Execute a command and report the output back to the C&C server 

8 Request administrator privileges the next time the user runs an application 

9 Decode and execute, or stop, a base64-encoded file called authd_service 

10 Change C&C URL 

OSX/Keydnap – Backdoor 



OSX/Keydnap 
Authd_service 

Stage 3 







3rd stage file we uncovered is small backdoor with 
strong communication encryption 

 

OSX/Keydnap – Authd_service 

Command ID Description 

1 Read File 

2 Write File 

3 Execute command in Terminal 



• No real impact was spotted 

• Both appended malware code to transmission 
code 

• Similar dropping functionality 

• Both signed by legitimate code signing key 

• C&C URL resource path and parameter is same 

OSX/KeRanger vs OSX/Keydnap 



Volatility Framework 
with Mac profiles 



VF – Mac prebuilt profiles (x64) 

 

 

 

MountainLion_  Mavericks_ Yosemite_ ElCapitan_ 

10_8_12A269 10_9_13A603 10_10_14A389 10_11_15A284 

10_8_1_12B19 10_9_1_13B42 10_10_1_14B25 10_11_1_15B42 

10_8_3_12D78 10_9_2_13C1021 10_10_2_14C1514 10_11_2_15C50 

10_8_4_12E55 10_9_2_13C64 10_10_3_14D131 10_11_3_15D21 

10_8_5_12F2518 10_9_3_13D65 10_10_3_14D136 10_11_4_15E65 

10_8_5_12F37 10_9_4_13E28 10_10_4_14E46 10_11_6_15G1004  

10_8_5_12F45 10_9_5_13F1077 10_10_5_14F1021 

10_10_5_14F27 

https://github.com/volatilityfoundation/profiles/tree/master/Mac 



VF – Troubles with Mac Profiles 

 

 

 

• Correct profile important! 
• ERROR : volatility.debug : Invalid profile <profile> selected 

• “No suitable address space mapping found”  

• No prebuilt  creating on your own: 
dsymutil -s -arch x86_64 
/Library/Developer/KDKs/KDK_10.10.5_14F27.kdk/System/Libr
ary/Kernels/kernel.dSYM/Contents/Resources/DWARF/kernel > 
10.10.5.14F27.AMDx64.symbol.dsymutil  

dwarfdump -arch x86_64 -i 
/Library/Developer/KDKs/KDK_10.10.5_14F27.kdk/System/Libr
ary/Kernels/kernel.dSYM > 10.10.5.14F27.AMDx64.dwarfdump 

 Failed by %volatility%/tools/mac/convert.py 



VF – Test Environments 



VF – Test Environments 
• Real hardware (macMini, 8 GB memory) 

• OS X: MacElCapitan_10_11_3_15D21_AMD 

• Memory dump: 

• OSXPmem tool 2.1.post4 (May 2016) 

sudo kextutil MacPmem.kext 

./osxpmem –m -–format elf –o <fn> 

• Time and Space overhead   



VF – Test Environments 
• VirtualBox:  

• Non-stable and unsupported virtualization; 

• OS X: MacYosemite_10_10_5_14F27_AMD 

• Memory dump: 
VBoxManage debugvm <vm> dumpvmcore --filename <fn>   

• VMWare: 
• Smooth virtualization and system behavior 

• Transmission apps crashing! 

• Memory dump: last .vmem file in the <vm> directory 

 

 



VF – Mac plugins 

 

 

 

Processes Kernel Objects Networking Sys & Misc 

mac_pslist mac_lsmod mac_arp mac_version 

mac_pstree mac_mount mac_netstat mac_get_profile 

mac_psxview mac_list_sessions mac_ifconfig mac_machine_info 

mac_proc_maps mac_list_zones mac_route mac_yarascan 

mac_dead_procs mac_network_conns mac_volshell 

mac_lsof mac_list_files 

mac_psaux mac_psenv 

https://github.com/volatilityfoundation/volatility/wiki/Mac-Command-Reference 



VF – Steps to Automation 

 

 

 

Golden Image (clean state) 




 

Image with executed *.dmg 
VolatilityBot 
Martin Korman (VB2015) 

VolUtility GUI 
Kevin Breen (2016) 

 
 

Plugin outputs 
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Questions & Answers 



Thank you 


