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Agenda

•Legacy	and	reality	behind	advertising

•Malvertising	101	and	social	engineering

•Evasion	techniques	that	keep	researchers	at	bay

•Malvertising	beyond	malware	(scams,	fraud)



10	years	ago...



Early	days	of	ad	blocking
•Ad	overlays	anger	

porn	webmasters

•They'd	rather	sacrifice	

traffic	alongside	the	

sales	lost	from	pop-

over	redirects



Online	ads	in	2016:	One	website,	mixed	messages



Malvertising (n)
Malicious	advertising is	the	use	of	
online	advertising	to	distribute	
malware	or	scams	with	little	or	no	
user	interaction	required.



Malvertising	in	the	news…



The	impact
•Millions	of	users	

exposed

•Payloads	range	

from	ransomware	

to	banking	Trojans



Malvertising	101



Malvertising	and	Exploit	Kits

Malicious	ad Redir./Gate Exploit	Kit Malware

https://blog.malwarebytes.com/threat-analysis/2016/01/msn-home-page-drops-more-malware-via-malvertising/



Ad	Tech	basics
•Publisher:	Website	that	displays	ads

•Creative:	Short	for	‘ad	creative’,	meaning	an	advert

•Impression:	Refers	to	an	ad	being	viewed	once	by	a	visitor

•Ad	call:	The	browser	request	that	triggers	an	impression

•RTB:	A	Real	Time	Bidding	auction	for	each	impression

•CPM:	Cost	per	1K	impressions



Why	threat	actors	get	onto	popular	websites

In	one	particular	campaign,	with	just	$5,	threat	actors	were	
able	to	expose	over	six	thousand	people	to	malware!!!

https://blog.malwarebytes.com/threat-analysis/2015/02/hanjuan-ek-fires-third-flash-player-0day/

• Huge	traffic	volumes
• Pay	Per	Impression	

becomes	‘Pay	Per	
Infection’



How	threat	actors	get	onto	popular	websites
•Inconsistent	guidelines	weaken	the	ad	industry

•Profit	vs	security	(i.e.	‘arbitrage’)

•3rd party	tags	can	be	hijacked	on	the	fly

•Newer	ad	formats	(video	ads)

•Exploiting	‘Trusted	partners’	

•Social	engineering	to	bypass	ad	scanners



Fake	advertisers
•Threat	actors	create	

fake	profiles

•Social	engineering	is	

used	to	dupe	ad	

agencies/networks

•It’s	a	long	term	game



Domain	shadowing:	Stolen	identities
•Abuses	legitimate	

businesses

•Ad	banners	are	created	

and	hosted	‘silently’

•Difficult	to	find	the	

‘smoking	gun’



Domain	shadowing:	Fun	with	Photoshop



Evasion	techniques



Ads	moving	to	HTTPS
• The	‘ad	call’	URL	in	plain	HTTP	versus	HTTPS

Useful	metadata

Nothing	to	see,	much	to	hide



Anti-researchers,	honeypots	(fingerprinting)
• Identify	non	genuine	targets	via	

information	disclosure	bugs

• Read	local	file	names	via	the	browser	

(XMLDOM)

• Check	for	MIME	type	(.pcap,	.saz)

• If	vmware,	virtualbox,	wireshark,	etc

are	found,	show	the	‘clean	ad’



Fingerprinting:	XMLDOM	vuln.



Fingerprinting:	XMLDOM	and	MimeType in	a	GIF



Malvertising	beyond	malware



Hiding	blockers	from...blocker	blockers?

“Please	disable	your	ad	
blocker!”	“Yes,	but…”



Malvertising	&	scams
With	a	VPN Without	a	VPN



Direct	to	bill	payments	done	right
•Direct	to	bill	payments	

– pay	for	services	with	

no	credit	card

•Merchants	

(webmasters)	can	

subvert	payment	

process

SMS	- Click	link	to	

confirm	acceptance	

of	billing for

product

www.exampleurl.com

555-555-5555



Direct	to	bill	payments	done	wrong
•Advert	on	forum	auto	

redirects	to	instant	

payment

•For	refunds...contact	

the	scammer!



Digital	becomes	reality	becomes...digi-reality?
•Vehicle	tracking	serves	personalized	ads

•Tracking	/	pricing	via	battery	status

•Augmented	reality



Let’s	Take	Your	Questions

Learn	More:	malwarebytes.com/business

Latest	News:	blog.malwarebytes.com

Request	a	Trial:	malwarebytes.com/business/licensing



Thank You!


