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Ransomware - trends (2015-2016)

Ransomware detections per month
(source: Malwarebytes telemetry)
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Ransomware - varieties

ID Ransomware

Upload a ransom note and/or sample encrypted file to identify the ransomware that has encrypted your

data.

Knowing is half the battle!
Gljoe —

@ sample Encrypted File @

Afile which has been encrypted, and cannot be apened.

B Ransom Note @

Thefile that displays the ransom and payment information.

[ Browse... | Nofile selected [ Browse... | Nofile selected i
Which ransomwares are detected?

This service currently detects 182 different ransomwares.

182 types and counting...

https://id-ransomware.malwarehunterteam.com Malwarebytes



https://id-ransomware.malwarehunterteam.com/

Ransomware — encryption algorithms

eMost popular: AES + RSA
e AES to encrypt files, RSA to encrypt random AES key

eOther observed:

o AES (only), RSA (only), Salsa20, ChaCha, TripleDES, XTEA,
XOR, custom...

http://www.nyxbone.com/malware/RansomwareQverview.html MalwarEb\/tes



http://www.nyxbone.com/malware/RansomwareOverview.html

Ransomware - successful recovery attempts

e7ev3n, XORist, Bart — weak encryption algorithm
ePetya — mistakes in cryptography implementation
eDMA Locker, CryptXXX — weak key generator
eCerber — server-side vulnerability

eChimera — leaked keys
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Ransomware - successful recovery attempts

eTesla Crypt — failed to protect AES keys — weak keys for the ECDH
(Elliptic Curve Diffie-Hellman) algorithm [2][3][4]

eTorrent Locker (2014) — failed to initialize AES CTR properly (invalid

initalization vector - introduced a possibility of known-plaintext

attack) [1]

eAnd many more...

Malwarebytes



How to find the weak points?

1. ldentifying the encryption algorithm
*VVisualization is your friend!
2. Checking the implementation correctness
3. lIdentifying the key generator
e|s the key unique for each file?

4. Identifying how the key is stored

Malwarebytes



Identifying the encryption algorithm

What can the visualization tell us?

Original file Encrypted by Cerber Encrypted by Locky

High entropy, no patterns visible:
often: stream ciphers/chained blocks (i.e. AES CBC), rarely: RSA

https://github.com/hasherezade/crypto utils/blob/master/file2png.py Malwarebytes



https://github.com/hasherezade/crypto_utils/blob/master/file2png.py

Identifying the encryption algorithm

What the visualization can tell us?

Original file Encrypted by DMA Locker Encrypted by 7ev3n

Lower entropy, patterns visible:
block ciphers (i.e. AES ECB), possible: XOR & XOR-based

https://github.com/hasherezade/crypto utils/blob/master/file2png.py Malwarebytes



https://github.com/hasherezade/crypto_utils/blob/master/file2png.py

Identifying the encryption algorithm

Find the file encryption function:
1. Where the content is read from the file
2. Where the content is written to the file
3. Search the call to the encryption function in between 1
and 2!
4. Search from where the encryption key comes
5. Search how the key is stored after use

Malwarebytes



Identifying the encryption algorithm

Searching in the code: typical constants, keywords...

B8689936
a868993n
A08a9938
a868993c
a88a29408
g8008994,
080089948
a868994C

080089958
a868995C
8806992608
B80089964
00889968
B80899246A
a8089946D
ge0e9974a
g808a9972
A08a9975
g8089978
a868997c

enter
push
push
mov
mov
mov
mov
mov

mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
zor

16h, 8

di

si

[bp+var_11], 72h
[bp+var_18], 768h
[bp+var_F], &1h
[bp+var_E], 4Eh
[bp+var D], 64h

[bp+var_9], 2Dh
[bp+var_8], 62h
[bp+var_¥], 7%h
[bp+var_6], 74h
al, a5h ; "e°
[bp+var_12], al
[bp+var_5], al
al, 2oh ; ° °
[bp+var_C], al
[bp+uvar_4], al
[bp+var_3], 4Bh
di, di

e

Google

expand 32-byte k = ﬂ

Wszystko Grafika Filmy Mapy Zakupy Wigce] = MNarzedzia wyszukiwania

Okoto 323 000 wynikow (0,36 s)

encryption - Security considerations on "expand 32-byte K"-magic ...
crypto.stackexchange.com/.../security-considerations-on-expand-3... ¥ Tlumaczenie strony

21.10.2013 - static const unsigned char sigma[16] = "expand 32-byte k"; static const unsigned char
n[16] = {0} int crypto_box_beforenm( unsigned char *k, ...

chacha.c - D. J. Bernstein
https://cr.yp.to/streamciphers/ftimings/estreambench/.../chacha.c ¥ Tlumaczenie strony
#include "ecrypt-sync.h" #define ROTATE(v.c) (ROTL32(v.c)) #define XOR{v,w) ... "expand 16-byte k";
void ECRYPT_keysetup(ECRYPT_ctx *x,const ud *k.u3z ...

salsa20.c - D. J. Bernstein

https:/lcr.yp.tofsnuffle/salsa20/merged/salsa20.c ¥ Tlumaczenie strany

#include "ecrypt-sync.h" #define ROTATE(v.c) (ROTL32(v,c)) #define XOR(v,w) ... sigma[16] = "expand
32-byte K"; static const char tau[16] = "expand 16-byte k™; ..
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Checking the correctness of implementation

eFast check:
* Dump the key from malware’s memory
 Save the file encrypted by the malware

* Encrypt the original file by a valid implementation of the

identified algorithm

* Compare the results

Malwarebytes



Checking the correctness of implementation

Comparing the output of given algorithm vs the
valid one can give us hints!

unmatching: © unmatching: 509
[+] ERDBVKWS2ddaQcPy 1s a valid key! [-] ERDBVKWS2ddaQcP7 1s NOT a valid key!

https://asciinema.org/a/87388

Malwarebytes


https://asciinema.org/a/87388

Checking the implementation correctnes

e Analysis of the algorithm implementation and comparing with

the correct code

a00g9g822
a8aa0822
Aaaao0g22
A0aa0g22
a0aa0g822
888089823
808089825
A8889826
a0049829
A88089828
A0808982E
AaaAoR2A
a0aa0832
08089834
A08089835
08889836
80009837
A08089837

528 littleendian proc near

arg_A= word ptr &

push
mou
push
mou
sub
mou
mou
sub
add
cund
pop
leave
retn

528 littleendian endp

bp

bp,

si

si,
al,
ah,
cl,
ch,
ax,

si

sp

[bp+arg_8]

al
[5i+1]
[51]
ch

CX

=)

static intl6 t s20 littleendian(uint8_ t *b)
{
return b[O] +
(b[1] << 8);
//...
}

Versus - the same function from the valid Salsa20:

static uint32 t s20 littleendian(uint8_t *b)
{
return b[O] +
(b[1] << 8)} +
(b[2] << 16) +
(b[3] << 24);

Malwarebytes



Identifying the key generator

e|s the key unique for each file?
eMake a simple test:
*|et the ransomware encrypt two identical files

*is the output same?

Malwarebytes



Identifying the key generator

e\What is used for code generation?
eHardware identifiers?

eRandom generator? Weak or strong?

Malwarebytes



Random generator: weak or strong?

eStrong: CryptGenRandom, RtiIGenRandom (SystemFunction036)

e\Weak: i.e. rand() initialized by the current time

8486829 call ds:CryptiAcquireContextW
B0486B2F test eax, eax

80486831 jz short loc_L4B6BO8
) ) ‘ ogaudsro sun ELp, 1881

i L J 804042FC mou eax, _ security_cookie
Elﬁ@ agyau3g xor eax, esp
BB4B6E33 mov edx, [ebp+phProv] 004084303 mov [esp+18Bh+var_4], eax
80486636 Xor eax, eax AB4A438A push esi
08486838 lea ecx, [ebp+pbBuffer] :
004086838 push ecH ; pbBuffer 06404366 push ed1 . .
0B4B6B3C push 32 : duLen 884 B43A8C push o s Time
00406B3E push  edx ; hProv 0040430E call __timeéh
A8406B3F mov dword ptr [ebp+pbBuffer], eax 88484313 add esp, 4
AB4BABY2 mou [ebp+uar 28], eax 80404316 push eax ; unsigned int
88486845 mov [ebpivar_1C], eax |peuBu317 call srand
00406848 mov [ebp+uar_18], eax ae4a4321Cc add ESD, L
G8486B4B mov [ebp+var_14], eax
G8486B4E mov [ebp+var_18], eax
88486851 mov [ebp+var_C], eax
084A6B54 mov [ebp+uar 8], eax
08406857 call ds:CryptGenRandom

Malwarebytes



Exploiting the weak algorithm:
Example — 7ev3n

Challenge:

e reverse the custom algorithm

Approach:

eAnalyze the code and reverse the steps

e|mplement the decoder

https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware analysis/tree/master/7ev3n

Malwarebytes



https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware_analysis/tree/master/7ev3n

Exploiting the weak algorithm:
Example — 7ev3n

Reversing 7ev3n’s encryption algorithm

https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware analysis/tree/master/7ev3n

Malwarebytes



https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware_analysis/tree/master/7ev3n

Exploiting the weak algorithm:
Example — 7ev3n

eMany variants of the custom algorithm (no generic

| C N
solution) _

eAdditional data required (i.e. path to the file)

Difficulties: ‘

https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware analysis/tree/master/7ev3n

Malwarebytes



https://blog.malwarebytes.com/threat-analysis/2016/05/7ev3n-ransomware/
https://github.com/hasherezade/malware_analysis/tree/master/7ev3n

Exploiting the implementation vulnerability:
Example — Petya

Challenge:

ofind the key (8 characters from 54 character

set)

Eey: hxLxhochod xlUsxMxGx

Decrypting sector 65954 of 126464 (52x)

hxLxhxbxdxVxMxGx SHXXPrSXXpCXXOKXX

Malwarebytes



Exploiting the implementation vulnerability:
Example — Petya

Approach:

eReimplement the corrupt version of Salsa20

eSearch the key space (using dumped

validation buffer and nonce)

ePossible to bruteforce

(54 8 =72301961339136)

Malwarebytes



Exploiting the implementation vulnerability:

Example — Petya

e|nteresting observation by @leo_and_stone

(only in Red Petya):

eDue to the specifics of the vulnerability, we

can measure the progress in cracking

eGenetic algorithms can be used, to make

the correct key “evolve”

Eey: hxLxchxbsod MG

oV WY (B

Decrypting sector 65954

of

126464 (5£4)

Malwarebytes




Exploiting the implementation vulnerability:
Example — Petya

e\When the genetic approach works?

e Only in cases when we can measure the progress!

a http address detected!
JUND on the disk!

[+] Trying to decrypt... Please be patient...
GJhGauFp 193

Demo of Genetic Algorithms applied:
1) Red Petya:
Example: The closer we e https://asciinema.org/a/87075
are to the correct key, 2) Green Petya :
the less unmatching e  https://asciinema.org/a/87077
characters we get in the
verification buffer

[+] Your key: BxbxGxTxgxQx5xBx MalwarEbvtes


https://asciinema.org/a/87075
https://asciinema.org/a/87077

Exploiting the weak key generator:
Example — DMA Locker

Challenge:

eFind the seed (start time), used to initialize

rand()

eThen, find a correct key for each file

https://github.com/hasherezade/dma unlocker Malwarebytes



https://github.com/hasherezade/dma_unlocker

Exploiting the weak key generator:
Example — DMA Locker

Approach:

eapproximate the timestamp by knowing date
of the ransom note and/or file modification

timestamp

e\alidate the key by header typical for file

format

https://github.com/hasherezade/dma unlocker Malwarebytes



https://github.com/hasherezade/dma_unlocker

Exploiting the weak key generator:
Example — DMA Locker

DMA Unlocker

BN C\Windows\system32\cmd.exe | = ” [=) |@

Extension: .ppt
Searching key started...
>> KEY FOUND: PUNFSBkgAP?6RDUAKSQA7Fp3k2cG4J=A
[SUCCESS ]
Gaved to file: ._-Demo_filesSample_presentation_decrypted.ppt
[SUCCEES ]
Already decrypted,. skipping: Sample_presentation.ppt
Extension: .docx
Searching key started...
>»> KEY FOUND: tHEIBeiByQC40RKrP0RrQcSkeFS382Kh
[SUCCEES ]
Baved to file: .. Demo_filessTemplatel_decrypted.docx
[SUCCESS ]
Extension: .docx
Searching key started. ..
>>» KEY FOUND: IWbAdWFGBHST??PLABEivBEGE1hinBnCU
[SUCCESS]
Saved to file: .. Demo_filessTemplateZ2_decrypted.docx
[SUCCESS ]
INFECTED: 2 . -
Files: _ Extension: .docx
1> ../Demo_files~Templatel.docx .
. ./Demo_filessTemplatel.docx | Earching key started...

TINISHED? >> KEY FOUND: tHEIBeiByQC40RKFPOXrQcSkeFS5352Kh

Prezz any key to continue . . . [EUEGEEE]
Saved to file: .. Demo_filessTemplatel_decrypted.docx

[SUCCESS 1
https://github.com/hasherezade/dma_unlocker Malwarebytes



https://github.com/hasherezade/dma_unlocker

Exploiting the weak key generator:
Example — DMA Locker

DMA Unlocker

. headers ‘

5| DMA.exe
* Challenge:

easy adding support for a new file format

e Solution:

Make a folder that is set of format’s samples.

File name is a number of bytes to match.

Some formats needs to be handled in a special way...

https://github.com/hasherezade/dma unlocker

: 5.6.jpg
5| 4.gif
| 4.pdf
M= 6.docx
B Badsx
8.ppt
B 8.xls
Mis 16.doc
Rl 16.png

2| special.bmp
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https://github.com/hasherezade/dma_unlocker

Exploiting the weak key generator:
Example — DMA Locker

Difficulties:
eSome file types are hard to validate

eFinding one seed is not enough

https://github.com/hasherezade/dma unlocker Malwarebytes



https://github.com/hasherezade/dma_unlocker

Making use of the leaked keys:
Example — Chimera

Challenge: ?

find the proper key for the particular & ?

(

i

Y
1Y

victim j

i
r
T

https://blog.malwarebytes.com/cybercrime/2016/08/decrypting-chimera-ransomware/

Malwarebytes


https://blog.malwarebytes.com/cybercrime/2016/08/decrypting-chimera-ransomware/

Making use of the leaked keys:
Example — Chimera

Approach:

(

|

eUse/implement the decryption ?

. {1
algorithm i ?
Y

Y
1Y

eMake a “dictionary” attack on the

7
r
T

encrypted file (using as a dictionary set

of leaked keys)

https://blog.malwarebytes.com/cybercrime/2016/08/decrypting-chimera-ransomware/

Malwarebytes


https://blog.malwarebytes.com/cybercrime/2016/08/decrypting-chimera-ransomware/

Conclusions

eCryptography is difficult: multiple places where the

implementation can go wrong
eSome people still ignore the advice to not roll own crypto

eRansomware authors keep improving their products, so the

decryptors have a short life span...

eThe most important is prevention

Malwarebytes



Additional material

e [1] http://digital-forensics.sans.org/blog/2014/09/09/torrentlocker-unlocked

e [2] http://www.bleepingcomputer.com/news/security/teslacrypt-decrypted-flaw-in-teslacrypt-allows-

victims-to-recover-their-files/

e [3] http://blog.talosintel.com/2016/03/teslacrypt-301-tales-from-crypto.html

e [4] https://github.com/Googulator/TeslaCrack

Malwarebytes


http://digital-forensics.sans.org/blog/2014/09/09/torrentlocker-unlocked
http://www.bleepingcomputer.com/news/security/teslacrypt-decrypted-flaw-in-teslacrypt-allows-victims-to-recover-their-files/
http://blog.talosintel.com/2016/03/teslacrypt-301-tales-from-crypto.html
https://github.com/Googulator/TeslaCrack

Questions? Remarks?


https://blog.malwarebytes.com/?s=ransomware
https://hshrzd.wordpress.com/category/malware-decryptor/

Thank You!



